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

 

Up to now it was necessary to use special forms for the administration of Internet mail filters. You had to 
send this information to central Administration of BusinessMail X.400 who enabled those changes.



 

While using the new Web interface (WebConfig) you will be able to directly manage your filter without any 
time lost. You’ll be also

 

able to set a new mailbox password and to unlock the access to the mailbox, if it had 
been disabled because of Login failures. WebConfig will also offer you status information of your mailbox 
(number of stored messages, last login and logout)



 

If you access WebConfig for the first time, it is necessary to download a client certificate stored on 
http://www.service-viat.de

 

and import it into certificate store of your OS/ browser. If you use different client 
certificates you have to use this new certificate while setting up the communication to WebConfig.

Mailbox User‘s
 

Web Interface (General 1)

http://www.service-viat.de/
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

 

When login into WebConfig for the first time you may use the login data (User name, Password)

 

of your 
mailbox account (not FTP Login data!) but you have to set a new password. This password is only 
valid for WebConfig and not for the mailbox access. After that you are able to use authentication with

 
personalized client certificate.



 

Please contact Helpdesk of BusinessMail X.400 if you do not have

 

access to mailbox login

 

data. The first 
registration is free of charge.

Mailbox User‘s
 

Web Interface (General 2)
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

 

Not only the information about last login and last logoff date but also the number of new, listed and fetched 
messages in mailbox will be available in “Mailbox Management”.



 

Instead to login into WebConfig via username and password you now may use a personalized

 

client certificate 
for authentication. You may download this certificate in menu item WebConfig Management –

 

Downloads.



 

To reach a higher security level,

 

a P7 remote user agent may now use a secure token (strong authentication) 
instead of using an authentication with X.400 address and password. WebConfig will offer a download option 
for a private electronic key (PKCS12 file) necessary to create the secure token and the option to enable strong 
authentication.

New features
 

in WebConfig since
 

V1.7
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Secure Communication via Internet (https)

Web browser 
or http 
application

TLS/SSL Proxy
BusinessMail 
X.400 with 
authentication of 
client certificate

Internet

Application
Server Web 
interface 

https

Address

 

https://webconfig.viat.de/webconfiglogin/
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Management of Mailbox properties

WebConfig will offer the following features

 

:



 

Modify Mailbox login data (Password, Reset Counter Login failure

 

-> reactivate  Mailbox access)



 

Information about mailbox (last login date, last logoff date, number of messages)



 

Manage SMTP Filter/Partner



 

Download Data for example Client Certificate for access to WebConfig or P7 or additional parameter files
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Login information (1)



 

When login into WebConfig,

 

you 
will find some information about 
new features or changes in GUI.



 

You may select one of the flags to 
change the language of GUI.
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Login information (2)



 

If you use a personalized client 
certificate when log into WebConfig 
you’ll

 

see an information how long 
this certificate is valid.



 

If you had logged in via personalized 
certificate and log out

 

you’ll

 

see the 
login window with username and 
password. If  you would like to log in 
again you have not to enter a value 
only press “Login”

 

button.
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Login information (3)



 

If strong authentication for P7 
access is enabled you’ll

 

also 
see an information how long this 
P7 certificate is valid.
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WebConfig Management -

 

Overview

Management of WebConfig account



 

Modify Login data



 

View Log file



 

Download Data (Certificates, 
Parameter files)



 

Properties: Language, time zone 
and separator of  CSV files, life 
time of Cookies
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WebConfig Management –

 

Modify Login (1)



 

In this menu item you may enable 
the log in via certificate (authenti-

 
cate

 

user automatically)

 

or change

 
the password of your WebConfig 
account. We recommend a pass-

 
word length of at minimum 8  
digits using letters, numbers 
and special characters.



 

The central administration may 
change the WebConfig Logon-

 
name. Please contact Helpdesk 
if you have such a request.
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WebConfig Management –

 

Modify Login (2) 

 

If you enable “authenticate user 
automatically”

 

you will get the infor-

 
mation

 

that you need a personalized 
certificate. If you did not download 
and install this certificate you should 
not continue.



 

If the feature “authenticate user 
automatically”

 

is enabled,

 

only the 
Helpdesk is able to disable this 
feature or to remove compromised 
certificates.



 

The Helpdesk will enable your 
WebConfig account if it is 
temporary locked because of 
Login failures.
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WebConfig Management –

 

View

 

Log File


 

In Log file you’ll see all activities

 
in relation/filter management. 
Each entry shows a time stamp, 
the name of initiator and the 
relation.



 

While entering a search string 
you may reduce the number of 
displayed entries.
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WebConfig Management

 

–

 

Downloads (1)


 

In this menu item you have the 
possibility to download different 
types of files.



 

Client certificate including private 
key (*.p12) to log into WebConfig  
with personalized certificate (auto-

 
matically

 

authenticate user, certifi-

 
cate

 

is only valid for your User-ID). 
You may create and download 
more than one certificate. But if 
one of those certificate is compro-

 
mised

 

the helpdesk has to revoke 
all certificates. 
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WebConfig Management

 

–

 

Downloads (2)



 

To create and download the client 
certificate and private key it is 
necessary to enter an import 
password that has a minimum 
length of 12 digits and include at 
minimum one letter, one number 
and one special character. We 
recommend to use password that is 
as irregular and long as possible. 



 

In menu item “P7 client certificate 
for strong authentication”

 

you may 
download the private electronic key 
provided by BusinessMail X.400 
administration.
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WebConfig Management

 

–

 

Downloads (3)



 

To download the P7 client certifi-

 
cate

 

and the private key it is also 
necessary to enter an import 
password that has a minimum 
length of 12 digits and include at 
minimum one letter, one number 
and one special character. We 
recommend to use password that is 
as irregular and long as possible.



 

To import the configuration 
(properties and trading relations) 
into your application you may 
download parameter files (CSV 
format).
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WebConfig Management –

 

Properties



 

Format of CSV file (Time zone, 
separator)



 

Language of GUI



 

Life time of  Cookies
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Mailbox Management



 

Management of Mailbox Account



 

Modify Mailbox password



 

Reset Error counter Login
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Modify Mailbox Properties (1)



 

Information about last login and last 
logoff date and the number of 
messages.



 

Information about number of logins 
and the number of login failures. 
The failure counter will be reset in 
case of successful login. If mailbox 
access is locked because of login 
failures,

 

you may reset the counter 
to enable login.
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Modify Mailbox Properties (2)



 

You have the possibility to modify 
your mailbox password. Only if you 
are using a P7 remote user agent or 
interactive access (LUA) or CDIF 
user agent (PC-Box).



 

When using BUA/FTP (file interface) 
please contact Helpdesk to change 
FTP password (see also next page 
but one)



 

You have the possibility to configure 
the maximum number of login 
failures.
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Modify Mailbox Properties (3)



 

If your P7 client (Remote User 
Agent) does support the strong 
authentication and you have 
configured a public certificate in 
Message Store and the private key 
in P7 client,

 

you may enable the 
option P7 strong authentication.



 

If the option “P7 strong authentica-

 
tion”

 

is enabled,

 

only the Helpdesk 
is able to disable this feature or to 
remove compromised certificates.
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Modify Mailbox Properties (4)



 

If the option “Password Expired”

 

is 
enabled,

 

you have to set a new 
password for the access to mailbox. 
You may set the new password in 
your application (Modify Message 
Store Password and access the MS 
to replace it) or directly here in this 
menu and change it in your appli-

 
cation

 

only locally.
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Modify Mailbox Properties (5)



 

If the access via BUA/FTP (file 
interface) is configured for your 
mailbox you will see mailbox 
information including the FTP 
(VMS) logon name. But you are 
not able to modify mailbox login.
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Modify Mailbox Properties (6)



 

Show configured X.400 address of 
Mailbox.
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SMTP Filter



 

In this main menu item you have 
the option to define whether 
messages send by Internet mail 
user will be delivered to your 
MailBox account

 

or not.



 

If you do not have any Trading 
Partner using Internet mail,

 

we 
recommend to set the Status to 
“Disabled”. If you only have a few 
partner using Internet mail,

 

you may 
define filter rules and set the status 
to “partly disabled”.
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SMTP Filter -

 

Status



 

You may configure whether the 
delivery of Internet mail is:

-

 

enabled (deliver all) 

-

 

partly disabled (allowed only for

 
configured partners) 

-

 

disabled (do not deliver mails)
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SMTP Filter –

 

Create Filter Rule



 

In this menu item you may configure 
a filter rule (SMTP address or part 
of it). The Status has to be set to 
“partly disabled”

 

to enable this 
rule.  Please use “@”

 

in SMTP 
address (see “Modify Filter Rule”)!
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SMTP Filter –

 

List Filter Rules (1)



 

In this menu item you’ll see all filter 
rules configured for your 
MessageGate account.



 

While entering a search string 
you may reduce the number of 
displayed entries.
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SMTP Filter –

 

List Filter Rules

 

(2)



 

If the Status is not “partly disabled“

 
you’ll

 

see an information that the 
rules will not be used. 
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SMTP Filter –

 

Modify Filter Rule (1)



 

In this menu item you have the 
possibility to modify a filter rule.



 

This example shows the complete 
SMTP address of a

 

trading partner.



 

The filter rule will not be used, 
because the Status is not “partly 
disabled”.
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SMTP Filter –

 

Modify Filter Rule (2)



 

This example shows only a partial 
address,

 

so all users of this domain 
will be able to send mails to your 
Mailbox Account.
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SMTP Filter –

 

Delete Filter Rule



 

In this menu item you may 
delete a configured filter rule.



 

Select a relation via double click 
to delete this entry.



 

You have to confirm to delete this 
filter rule.
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Service



 

In this main menu item you’ll see the 
status of BusinessMail X.400 system 
and some other information as soon 
as possible. At the moment you still 
find this information on Service URL 
http://www.service-viat.de.

http://www.service-viat.de/


Thank You!
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