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BusinessMail X.400
Web Interface
Group Administrator

Group Administrator's Web Interface (General 1)

=  Until now you had to use structured messages to manage the X.400 Mailboxes configured for your
Group Administrator account. You had to send those messages to a special mailbox and you had
received a message with result information.

=  While using WebConfig you are able to manage all your mailboxes accounts directly independent which
type of account (normal, with central EDI function, MessageGate or AS2) you want to modify.

=  Toaccess WebConfig for the first time, it is necessary to download a client certificate stored on URL
http://www.service-viat.de to import it into certificate store of your OS/ browser. If you use different client
certificates you have to use this new certificate while setting up the communication to WebConfig.
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Group Administrator‘s Web Interface (General 2)

=  Forfirst login into WebConfig, you may use the login data (User name, Password) of your
mailbox account (not FTP Login datal) but you have to set a new password. This password is only
valid for WebConfig and not for the mailbox. If the Group administration function is configured for a
MessageGate or AS2 account, you'll receive WebConfig login data together with all other data.

=  Please contact Helpdesk of BusinessMail X.400 if you do not have access to mailbox login data. The first
registration is free of charge.

= You may now switch to authentication with personalized certificate.
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New features in WebConfig since V1.6

= GUI with choice of German and English language

=  Beside the choice GUI language it is possible to configure time zone and separator for CSV files in
“WebConfig Management -Properties”. You may also configure the life time of cookies.

= |nstead to login into WebConfig via username and password you now may now use a personalized client
certificate for authentication. You may download this certificate in menu item WebConfig Management -
Downloads.
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T e——
Web Interface :
Group Administrator
Secure Communication via Internet (https)
Web browser TLS/SSL Proxy Application

y

https - -
or ht.tp | P Bu3|nes§Ma|I Server Web
application X.400 V\/.I’[h. " interface
authentication of

client certificate

Address https://webconfig.viat.de/webconfiglogin/
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Management of Mailbox accounts

WebConfig will offer the following features:

=  Management of Group Administrator‘s Mailbox account (Mailbox Administration, relations, displayed Menu
items depend on type of account)

=  Management of configured Mailbox accounts (displayed Menu items depend on type of account)

=  Extended management options, for example modify X.400 address (but not the values of Country, ADMD
name, PRMD name and Organization)
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Login Information (1)

T Erleben, was verbindet. EHE u Wheﬂ |Og|ﬂ IﬂtO WebCOﬂflg yOU
find some information about new
:\ﬂh:‘\f:lzahonzr::zﬂh:?;ﬂg:;ent BusinessMail X400 :: WebConfig groupadimin (55695) features Or Changes |n GU'

= SMTP Filter YourebhConfig certificate is valid until 1.09.2013 (1085 day/s left

Group administrator @ depending on type of your Mailbox
Mailbox user aCCOUnt_

SEEAS cn=groupadmin tester; g=groupadmin; s=tester; o=testay; n-id=2055695; a=VIAT-TEST, c=DE

= Senice
= Logout

News ® =  You may directly choose the menu
items of this account.

Attention: The general client certificate has to be replaced until 6th of October Z010.
Dowvnload it at "http: f/fwmmr, service-viat. de/honl /web-konfiqurationzsoherflache. html™,
Y¥ou now have the possibility to login into WebConfig wia user defined certificate.
Also for P7 access authentication wia certificate is now available.

=  |fyou wantto manage another
account press “other user” to get a
list of all configured accounts.
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Login information (2)

Erleben, was verbindet. = |fyou use a personalized certificate
II:IJIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII , , ,
when log into WebConfig you'll
= WehConfig Management BusinessMail X400 : Webh Config groupadmin {55695} See an |nformat|on hOW |Oﬂg thIS

= Mailbox Management
YourWebCaonfig cedificate is valid until 1.09.2013 (1035 dayfs left)

TP Fiter certificate is valid.

- RIS Group administrator &

Mailbox user
SEEAS cn=groupadmin tester; g=groupadmin; s=tester; o=testay; n-id=2055695; a=VIAT-TEST, c=DE n H: you had |Ogged in Via personalized

g )
certificate and log out you'll see the
' ' '
login window with username
Attention: The general client certificate has to be replaced until 6th of October Z010. '
Dowvnload it at "http: f/fwmmr, service-viat. de/honl /web-konfiqurationzsoherflache. html™, and paSSWO rd_ |f you Would ||ke to
Y¥ou now have the possibility to login into WebConfig wia user defined certificate.

Also for P7 access authentication via certificate is now available. |Og in again’ you have no-t to enter a
value only press “Login” button.

= Logout

News #

25.03.2011 - Produktmanagement BusinessMail X.400 - Webinterface GAdmin V2.1 - Seite 7



BusinessMail X.400
Web Interface
Group Administrator

List of configured accounts

Erleben, was verbindet. ==
I

=  You see the list of all configured
Mailbox accounts and you may

WebConfig Management BusinessMail 400 : ¥WebConfig groupadmin {55695)

Group administrator
Service

choose one of them to view or
5595 ID=55695; cn=groupadrmin tester; g=groupadmin; s=tester; o=testag, n-id=2055695; a=VIAT-TEST, t=0E m Od ify the p ro pe rties Or th e

ID=49637; cn=ipm tester; g=ipm; s=tester; o=testag; n-id=2049637, a=VIAT-TEST, c=DE re | a‘t i O n S

|D=49638, cn=edi tester; g=edi, s=tester, o=testan, n-id=2049638, a=VIAT-TEST, c=DE

=
=
= SMTF Filter
=
=

ID=49639, cn=as2 tester;, g=as2, s=tester; o=testag, n-id=2049639; a=YIAT-A52, c=DE

ID=48640, cn=mngate tester, g=mugate, s=tester, o=testag, n-id=2049640, a=WIAT-AS2, c=0DE . .
ID=55685; cn=groupadmin tester; g=groupadmin; s=tester; o=testag; n-id=2055695; a=VIAT-TEST, c=DE u B Ut d e pe n d | n g O n |e n U |te| I l yo u
ID=5568A; cn=000; s=000; o=testay; n-id=2055696; a=YIAT-TEST, c=DE

may not see all accounts (for

5 — example the list in EDI relations
ID=B0001; cn=test evnloginZ; g=test; s=evnlogin2; o=dtag; n-id=2080001,; a=VIAT-TEST, c=DE Wi | | O n |y Sh OW those aCCOU nts We r.e
central EDI function had been

News @ aCJ[ivated).

ID=60002, cn=test evnlogin3; g=test, s=evnlogin3; o=dtag, n-id=2060002; a=¥IAT-TEST, t=DE

Fou have now the possibility to choose English or German language when using WebConfig.
Fou may dowmload configuration or relation information stored in CSV files.
For more details please check short description on service URL "http://www.service-wiat.de™.
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Management of Mailbox account with central EDI function

T " This example shows a Mailbox

account were central EDI function
B | Sl is activated. So the main menu item
croup 2aminatror @ EDI Relation is available.

= EDIRelation Mailbox user other user

= SMTP Filter 49638 ID=4963%, cn=edi tester, g=edi, s=tester; o=testag, n-id=2049638, a=VIAT-TEST, c=DE
= Senice

= Logout

=  You may select one of the menu
items to modify the configured

Mailbox Management: Modify Mailbox Properties ©

Login Information Va | u e S
Anzahl neuer Machrichten i} '

Anzahl gelistster Machrichten 0

Anzahl gelesener Nachrichten i}

Last Login 28.11.2007 07:09:43 UTC u More details about those menu
oo o0 items you'll find in short description
of WebConfig for EDIBOX.

Setvice Start Date  2007-11-28

WMS-Logon test

o VATTEST  rwow ||
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Management of AS2 account with central EDI function

=  This example shows an AS?2
I ~coount were central EDI function
= WebConfig Management Businessiail X400 ;- ¥ehConfig groupadmin (55695) iS aC'tiva'tedI SO beside ASZ X.509

= Mailbox Management

Erleben, was verbindet.

Group administrator & CertlfICate and A82 —X4OO Relatlon

- 222_”}(5405;:”:m:ms 19638 |D=49639; cn=as2 lester, g=as3; s=lesler, o=leslag; n-id=2048639, a=VIAT-A53; c=DE the ma|n menu |tem EDl Relat|on |S
= SMTF Filter '
also available.
- (o Mailbox Management: Modify Mailbox Properties #
-
= More details about those menu
Last Lagoff 28.11.2007 071 223 UTG

items you'll find in short description
of WebConfig for AS2.

Profile Data
Status active

Service StartDate  2007-11-28

X.400 Address

UAID ridy 2049639
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Management of MessageGate Account with central EDI function

T =  This example shows a Message-
Gate account were central EDI

T function is activated. So beside

MessageGate Relation the menu

= MessageGate Relation

= WiehConfig Management BusinessMail X400 : WebConfig groupadmin (55695)
= Mailbo: Management
iy Mailb o

49640 ID=48640; cn=mgate tester, g=mgate, s=tester, o=testag, n-id=2049640, a=VIAT-AS2, c=DE

item EDI Relation is also available.

= Service
= Logout

Mailbox Management: Modify Mailbox Properties @

u More details about those menu
Last Login 28.11.2007 07:13:47 UTC itemS you,” ﬁnd in Shor‘t description

of WebConfig for MessageGate.

Profile Data

Status active

Service Start Date  2007-11-28

X.400 Address

UAID n-idy 2049640

IIIII.IIIIIII.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Mailbox Administration - Mailbox Account (1) "= Inthis menuitem you may reset the
Login failure counter and set the

maximum number of Login failure
which will disable the access to the

Erleben, was verbindet.
LI ) T

Businessmail X400 WehConfig groupadmin (55695)

mailbox.
Group administrator @
: EV;A;:Z;:IHW Mailbox user
= Logout 55RO cn=groupadmin tester; g=groupadmin; s=tester; o=testay; n-id=20558095; a=\IAT-TEST; c=DE [ | YO u h ave th e pOSSI bl I Ity to m Od |fy
Mailbox Management: Modify Mailbox Properties your mai | bOX | ogon hame an d
password. Please change the login
e data only if you are using a P7
MNumber of processed messages 0 remote user agent Or i nteractive
Last Logoft 16.02.2008 091413 UTC aCCeSS (LUA) or CDlF user agent
ogin Counter f Fallures (PC—BOX)l
= When using BUA/FTP (file interface)
please contact Helpdesk to change
Logonname [GROUPADMINAEAD
F7 strong authentication d’ Passward Expired FT P p aSSWO rd 0
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Mailbox Administration - Mailbox Account (2)

= |fthe P7 client (Remote User Agent)

-
of mailbox user does support the
strong authentication, a public
Logonname |GROUPADMIN-XBAO e . . .

T — N certificate is configured in Message
o : """" : Store and the private key is
Maix nurnber Login failures U:um\mlted Configured in P7 Client’ you may
enable the option P7 strong
Country (c) ADMD {a) PRMOG) || autheﬂtICatlon
UAID {ric)
Commonname  (cn} ) )
owsnare @ surame @ =  [fthe option “P7 strong authentica-
Oryanization (o) . T
Oty Uit 1 {out) |:| OrgUnit2  (ou2) l:| -!:lon 1S enalbled Onlly’ the HelpdeSk
g Uit 3 oo [ | oguae quy | is able to disable this feature or to

remove compromised certificates.
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Mailbox Administration - Mailbox Account (3)

= |fthe parameter "Password Expired”

-
is enabled, you have to enter a new
mailbox password before you are
Logonnarne |GROUPADMIN-BAQ | .
™| P7 strang authentication 2 |1~ | Password Expired able to enter the mal|bOX
Fassword |¢-¢-¢o.o |
Repeat password |nnun | , , ,
o umberLoginfaires B Jocunimisd = |nthis menu item you may modify
the X.400 address of Mailbox
o e e L] account. You are not allowed to
UAID {ric) H
o o modify the address element
overname @) Suneme (9 Organization, PRMD, ADMD and
Orgamzatlon (D) CO U ntry.
Org Unit 1 (out |:| OrgUnit?  {ou) |:|
Org Unit 3 (ou3) |:| OrgUnitd  foud) |:|
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Mailbox Administration - List Accounts

Erleben, was verbindet.
LN | T

E N EEEEEESEEEEEEEEEEE NS NN NN EEEEEEEEEN | |nthismenuitemyoumaya|so
choose an other user.

= WebConfig Managemeant Businesshail 3 400 : WehConfg groupadmin (55695)

= hlailbox Management

0 SR FlED Group administrator @

= Service

ez = You'llgetalist of all accounts

25695 |D=5%4649%, cn=groupadmin tester, g=groupadmin; s=tester, o=testan; n-id=20556945; a=VIAT-TEST, c=DE

configured for your group
ID=49637, cn=ipm tester, g=ipm, s=tester, o=testan; n-id=2043637; a=VIAT-TEST, c=DE ad m i n i S't ra‘tor fu n Ctio n I

ID=43638; cn=edi tester; g=edi; s=tester, o=testay; n-id=2049638; a=VIAT-TEST, c=DE

ID=49639, cn=asZ tester, g=as2, s=tester, o=testay; n-id=2049639; a=VIAT-ASZ, c=DE

ID=43640; cn=mgate tester;, g=moate; s=tester, o=testag, n-id=2049640; a=YIAT-AS2, c=DE

ID=55695 cn=groupadmin tester; g=groupadmin; s=tester; o=testag; n-id=2055695; a=VIAT-TEST, c=DE | | B Ut d e pe n d i n g O n m e n u i'te m yO u
ID=55646; ch=000; 5=000; o=testag; n-id=2055696; a=VIAT-TEST, t=DE
ID=55697, cn=001, 5=001, o=testag; n-id=2055697, a=VIAT-TEST, c=DE m ay not See al | aCCOU ntS (for
ID=55688; cn=002; 5=002; o=testaq; n-id=2055698; a=VIAT-TEST, t=DE . . .
|D=E0000; cn=test evnlogin1; g=test; s=ewnlogini; o=dtag; n-id=2080000; a=VIAT-TEST, c=DE exam p I e th e I |St | n E Dl re | atl O nS
ID=60001; cr=test evnloginZ; g=test, s=evnlogin2; o=dtag; n-id=2060001; a=VIAT-TEST, c=DE N | | I h th _t
|D=E0002; cn=test evnlogin3; g=test; s=ewnlogin3; o=dtag; n-id=2080002; a=VIAT-TEST, c=DE Wl O n y S OW Ose aCCOU n S
.
were central EDI function had

News @ been activated).

¥ou have now the possibility to choose English or German lancuage when using WebConfig.
¥ou may dovmload configuration or relation information stored in C5YV files.
For more details please check short description on serwice URL "http://wmw.serwice-viat.de".
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Mailbox Administration - AS2 Account

= |n this example you may modify the
X.400 address of AS2.

T Erleben, was verbindet.

= WiehConfig Management Businesshail X 400+ WehCanfig groupadmin {55605)
= Mailbox Management

Group administrator &

= EDI Relation Mailbox user other user

=  Foruse of AS2 gateway there is no
: o :E"a‘::ﬂes 49639 ID=48638; en=as2 lester; g=as?; s=tester; o=testag; r-id=2048638; a=\VIAT-AS 2, c=DE Iog | n SO the men u Item to mod Ify

= SMTP Filter

password won't be available.

+ oot Mailbox Management: Modify Mailbox Properties ¢

Login Information

Last Login 28.11.2007 07:12:23 UTC
Last Logoff 28.11.2007 071 223 UTC

Login Counter ! Failures ara

Reset Login Failures
Profile Data

Status active

Senice Start Date  2007-11-28

X.400 Address

county @ DE | ADWDG)  VIAT-AS2 | PRMD®) |:|

UAID id) 2049639
SOOI )
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