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1 MessageGate User Guide

O Preface
The Product

This guide gives you information about MessageGate, a file interface to the Busi-
nessMail X.400 MailBox service to send and receive messages based on the
ITU/ISO X.400 standard.

The Customer

This new interface will help those customers who do not have the possibility of using
a standard X.400 Mail client (P7 Remote User Agent) for communicating with X.400
partners. MessageGate is available in addition to the existing Batch User Agent
(BUA) file interface which it will replace in the long term.

Additional Documents
e See also Batch User Agent Reference Guide

e RFC822, RFC 1521

Registered trademarks
Microsoft® and WindowsTM are trademarks of the Microsoft Corporation. Other
product and company names that are mentioned in this manual are included to iden-
tify the products. They may be trademarks or registered trademarks for the compa-
nies they belong to.

0.1 Please send any comments to the following e-mail
address

businessmail.help@telekom.de, Subject: MessageGate User Guide

0.2 The following conventions are used in this guide

This typeface Indicates contents of messages/headers submitted over the Mes-
sageGate file interface

This typeface Indicates MessageGate interface parameters, elements or values


mailto:businessmail.help@telekom.de�

FileWork fur Windows 9x/NT/2000

0.3 The following abbreviations are used in this guide

AS2

BUA

CSVv

CUG
DN /NDN

EDI

EDIFACT
FTP

ILN

GLN

MB

MDN

MIME
MPLS

MTA
P2/ P22/P35
P7

PEDI
RFC
RN/ NRN

SFTP

SMTP

SMS

TS

UNB
UNZ

Applicability Statement 2 - Standard (EDIINT) for B2B communi-
cation via Internet (RFC 4130)

Batch User Agent — File Interface of BusinessMail X.400 MailBox
service accessing a costumer’s mailbox

comma-separated values - a simple text format for a database ta-
ble where record in the table is one line of text file

Closed User Group

X.400 Delivery Notification (report) or Non Delivery Notification
(report) generated by X.400 MTA

Electronic Data Interchange, a particular set of standards for com-
puter-to-computer exchange of information

Standard for Electronic Data Interchange — ISO 9735
File Transfer Protocol (RFC 959)

International Location Number (registered EDI address)
Global Location Number (registered EDI address)

Megabyte — 1 000 000 bytes — definition recommended by the In-
ternational System of Units (SlI)

Message Disposition Notification — Report type used for SMTP
(RFC 3798) and AS2 (RFC 4130)

Multipurpose Internet Mail Extensions (RFC1521 ff)

Multi Protocol Layer Switching — IP Backbone using a labeling
mechanism to implement a VPN

(X.400) Message Transfer Agent
X.400 message types

X.400 protocol standard describing how an X.400 Client communi-
cates with a MS (Message Store)

Special X.400 EDI message type defined in X.435
Request for Comment — Internet Standards Track

X.400 Receipt Notification (report) or Non Receipt Notification (re-
port) generated by X.400 user agent (client)

Secure File Transfer Protocol (Part of the Secure Shell Protocol
suite, RFC 4259 ff)

Simple Mail Transfer Protocol — Internet Mail Protocol Standard
(RFC 822 ff)

Short Message Service — Send and receive SMS via BusinessMail
X.400 SMS Gateway

Transmission Set (EDIFACT) — a file containing a sequence of In-
terchanges

EDIFACT Interchange Header
EDIFACT Interchange Trailer
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VPN Virtual Private Network

WebDAV HTTP Extensions for Distributed Authoring (RFC 2518) — in-
creases the command set of http (copy, move)

WebConfig BusinessMail X.400 management configuration platform, with

which a customer can configure his environment and his partner-
ships

0.4 New in V1.4

Small modifications in the design of the Status report. The address displayed is now
identical to that of the message header so that the SMTP part of the address is dis-
played within angle brackets (“<x@viaT.de>").

The limitation of one recipient per message has been dropped. When sending a mes-
sage, the Status report will contain an entry for each recipient. Hence the Message ID or
the Order ID is only unambiguous in conjunction with a particular recipient address.
Messages delivered to the file interface will still have only one entry in the Status report
representing the originator of the message. The MIME header of the message contains
the complete list of recipients.

The AS2 gateway offers two modes of operation. The existing Agent mode and the new
Transfer mode.

In Agent mode, the AS2 user may:

o map the AS2 Message Disposition Notifications (MDN) to an X.400 receipt notifi-
cation,

o temporararly disable the AS2 message delivery,
0 access the Overrun directory to download message data in case of emergencies,
o0 and actively manage the AS2 data transfer in WebConfig.

The Transfer mode should be used for those cases where the AS2 user is not a Busi-
nessMail X.400 customer and has no access to the features offered in WebConfig. In
Transfer mode the MDN will be mapped to an X.400 Delivery Notification.


mailto:x@viaT.de�
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1 Introduction to MessageGate

1.1 With MessageGate you can:

e Send messages to other MailBox X.400 users, to partners on other X.400 sys-
tems and to Internet mail users. MessageGate supports both the 1984 and
1988/92 X.400 Standards.

e Send messages to Fax or SMS recipients.
e Check the status of your messages and import the results into your application.

e Create a Receipt Report for a message that you have received in your applica-
tion.

e Use standard mechanism of the TCP/IP protocol suite (FTP, SFTP, https with
WebDAV extension) to upload messages/data to the MailBox service or to
download received messages/data.

1.2 X.400 — an International Standard

X.400 is the name of an International standard (ITU, ISO) for the exchange of elec-
tronic messages. It specifies the requirements and recommendations of programs
used for electronic mail. It includes specifications how a message is to be addressed,
which characters are allowed and how communication is to take place.

The X.400 standard defines Delivery Reports/ Notifications and also Receipt Reports/
Notifications, in order to track the status of a submitted message.

Around the world there are many telecommunication networks which provide services
enabling messages to be exchanged in accordance to the X.400 standard. One of
X.400 greatest advantages is that it enables the exchange of messages with users
working with different types of computers using secure networks.

1.3 The motives in implementing MessageGate

BusinessMail X.400 has over several years provided a file interface called Batch
User Agent (BUA) for host server communication. With the BUA a customer specific
directory is provided on the MailBox service server environment where a customer
can use FTP to upload/download data and command/result files.

Using the BUA a customer defines in his command file the message data and the re-
cipients to which it should be sent and whether message data should be fetched from
his message store (mailbox polling). The user data of the downloaded messages is
stored in his customer specific subdirectory and the header information is provided in
a result file. The customer can download his user data and the result file via FTP and
process these in his application. This interface has stood the test of time but the syn-
tax used with this interface is not trivial so the development of customer applications
can be expensive.
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During the development of an AS2 Gateway for BusinessMail X.400 a new interface
was designed for customers who used this new communication access method but
still needed to communicate with their existing X.400 partners. This new file interface,
now called MessageGate file interface (in the document often referred to as Mes-
sageGate), is also available to customers that use https with WebDAV extension,
SFTP or FTP to upload and download messages and data. The new MessageGate
file interface has the following advantages:

e SMTP/MIME compatible syntax

e Messages are delivered to the customer’s specific directory so the polling of the
costumer’s Message Store, as is done with the BUA, is not necessary

There are a lot of tools and libraries available in the public domain supporting the
SMTP/MIME syntax. Hence the cost and complexity of developing applications that
use the new MessageGate interface to send and fetch X.400 messages should be a
lot less in comparison to the existing BUA interface. MessageGate conforms to
RFC822 and RFC 1521 and all other MIME relevant RFC.
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2 Interface Description

2.1 Overview

This chapter gives a short description of all MessageGate functions. More details of
each of the MessageGate functions can be found in subsequent chapters in this
manual. Examples of messages and reports and also a list of all error codes can be
found in the Appendix.

A working directory is configured on the BusinessMail X.400 application servers for
each MessageGate user. A MessageGate user has to provide username and pass-
word to access his working directory if he wants to upload/download messages/ data
using https with WebDAV extension or FTP/SFTP.

The filename extension defines how the data will be processed (“.IN” > defines data
that is to be sent, “.OUT” - defines data that has been delivered by MessageGate).

As the MessageGate process cannot verify in all cases when an uploaded file has
been transferred completely, a file that is being uploaded should initially use the file
extension “. TMP”. When the file upload is finished the file extension should then be
renamed by the sending application to “*.IN”. The MessageGate process uses a simi-
lar mechanism when delivering messages to the customer specific directory, whereby
these temporary files are kept invisible to the MessageGate user.

Please note that the term Order-ID used in the following sections is not to be con-
fused with any EDI terminology, but just implies a processing related reference num-
ber.

Submit a message

Step 1: Client = Upload the file “M_Order-id.tmp*“ using https/WebDAV or FTP to MessageGate directory
Step 2: Client > Rename the file “M_Order-id.tmp*“ using https/WebDAV or FTP to “M_Order-id.IN“

Step 3: MessageGate processes the file “M_Order-id.IN“, submits an X.400 message and deletes this file

Deliver a message

Step 1: MessageGate fetches a message out of the X.400 MTA queue and stores this message in file
"M_Order-id.OUT” in the MessageGate user’s directory

Step 2: Client > Download the file “M_Order-id.OUT” using https/WebDAV or FTP and deletes this file in the
MessageGate user’s directory.

MessageGate will process all files starting with “M_" as messages. The Order-1D
should not be longer than 22 characters. Only integer numbers, the letters A-Z or a-z

and a few special characters (*_”, “-“, “$”) are valid for the field Order-ID. Please re-

fer to the information regarding file version numbers in the next chapter in this
manual.

MessageGate processes a message file that includes header information (sender,
recipient, subject, message id ...) and content (one or multiple attachments) in
SMTP/MIME (Version 1.0) format. You may add a list of upto 50 recipients (tested)
for each message. The restriction that mailbox users can only address one Mes-
sageGate user has been dropped.

Example of a message that illustrates the syntax of a delivered (i.e. to a MessageGate user) message
that has multiple attachments
Name: M _5KO0AGOHBDMOF2F8.0UT

To: "G=MG1;S=MGATE;CN=MG1 MGATE;O=TEST;A=VIAT;C=DE" <49603@viaT.de>
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From: "G=ipm;S=tester;O=test;A=viaT;C=de" <21046@viaT.de>

Message-ID: 614 07/11/13

X-MPDUID: 8B0663A011DCEC4417009682

Date: 13 Nov 2010 13:10:22 +0100

Subject: Test with 3 Body parts

Disposition-Notification-To: "G=ipm;S=tester;O=test;A=viaT;C=de"

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="MG_=_CA610D0211DC91E900007CAD_=_MG"

--MG_=_CA610D0211DC91E900007CAD_=_MG
Content-Type: text/plain
Content-Transfer-Encoding: 8bit

Test a60A0UR

--MG_=_CA610D0211DC91E900007CAD_=_MG
Content-Type: application/octet-stream
Content-Disposition: attachment; filename="4d654d1d.zip"
Content-Transfer-Encoding: binary

PKOOO tYr2AQa6+[1 «[14d654d1d.0p“IsE:[1...+TA"@¥0i3xJU/$!IDBb2xgd[1°1Q

[ 0 4d654d1d.0PKI0 118 [J
--MG_= CA610D0211DC91E900007CAD_= MG
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<l-- saved from url=(0062)https://securep?.viat-test.de/~0000001045/result/fetch_all. RES -->
<HTML><HEAD>

<META http-equiv=Content-Type content="text/html; charset=windows-1252">

<META content="MSHTML 5.50.4930.1700" name=GENERATOR></HEAD>
<BODY><XMP>LOGIN::

<IXMP></BODY></HTML>
|
~MG_=_CA610D0211DC91E900007CAD_= MG—

Rules when sending messages

Mandatory message elements are: “TO:” and Content-Type/Encoding. All other message elements are op-
tional. If the Message ID is not defined MessageGate will use the Order ID instead to map this to the X.400
Message ID.

The addresses used for “To:”, “Cc:”, “Bcc:” and “From:” (Mixture of small and capital
letters possible) have an Alias part where the X.400 address (elements separated by
semicolon “;”) might be defined and a SMTP address part (<x@viat.de> or <User-
id@viat.de>):
Possible address forms:
1. “c=de;a=viat;P=prmd;o=org;s=Surname;g=Given name“ <x@viat.de>
External address without User-1D
2. " <73237@viat.de>
Local or external address with User-ID
3. “c=de;a=viat;o=org;s=Surname;g=Given name* <71111@yviat.de>
Address, MessageGate will use when delivering a message and the User-ID of the sender is available

When sending a message using the third address form for “To:”, “Cc:” or “Bcc:” Mes-
sageGate will use the X.400 address elements and will not verify the defined User-ID.

If the central EDI function is activated for a MessageGate user it is also possible to
upload one or several EDIFACT interchanges while using a Transmission set file to
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send this data to partners or to download a file that includes such an EDIFACT inter-
change without any other header information.

Examples of Transmission set file
Name: T_5K00AGOHBDMOF2F8.0UT

UNA:+.?"
UNB+UNOA:2+MGATE1:65+TESTER:65+020508:1413+0709210008'
UNH+EVA0000001+INVOIC:D:95A:UN:ETEIB++0'

UNT+37+EVA0000001'
UNZ+1+0709210008'

To minimize the number of required elements in the header of SMTP/MIME mes-
sages the mapping rules to create an X.400 message (message type, mapping of
MIME body parts into X.400 body parts, request for report etc) can be defined in so
called Host based profiles (user profile, partner profile). It is not necessary to set up a
host profile for each partner. MessageGate will use the parameters defined in the
user profile if it does not find a partner profile. Defining a partner profile is only nec-
essary if the required communication parameters differ from the default parameters
(for example different message type or different report type).

Parameters in user profile or partner profile

e  Mapping request for report in SMTP header (Disposition-Notification-To:) in X.400 request for Non De-
livery Notification (NDN), Delivery Notification (DN) or Receipt Notification (RN) when sending mes-
sages (Default is DN)

e  Mapping of Receipt Notification into “Disposition-Notification-To:” for delivered messages (Default is to
map)

e  Expiry time of X.400 message in minutes (Default is 1440 -> 24 hours)
o Type of X.400 message (Default is IPM88) while sending the X.400 message

e Mapping of MIME body into X.400 Body part (Default is Variable -> Mapping into correspondent Body
part) while sending (similar rules apply for the opposite direction) the X.400 message (similar rules apply
for the opposite direction)

e Deliver binary MIME body in content encoding “BASE64"“ or "Binary* (Default is Binary)

e Deliver EDIFACT Documents in Transmission Set file or in SMTP syntax file (only available when cen-
tral EDI Function is activated und only available in user profile -> Default is Transmission Set file)

MessageGate will not deliver X.400 reports in the user directory. Information about
the status of submitted messages may be requested via status reports. A status re-
port can be requested manually via the interface or delivered automatically (parame-
ter setting in User profile).

Example for request of status report
Name: S_040308001.IN

Format: History
Direction: both
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Parameters valid for request of status report (logical “and” notification)

Disposition: All, Modified (Default is All, all entries, not only those that have changed since the last
request)

Direction: Sent, Received, Both (Default is Sent)

Format : History, CSV-C, CSV-S, Actual (Actual -> Status of messages and not all status
changes)

Message-ID: Message number or only a part of it

Order-ID: Order number or part of it

Since: dd-mmm-yyyy hh:mm:ss, since date: day, month, year, hours, minutes, seconds

MessageGate will store the requested status report in a structured file. Hence it is
possible to import this information about the submitted and received messages and
the corresponding reports into the customer’s application. When sending a message
to more then one recipient the status report will contain an entry for each recipient. In
this case the Message ID and Order ID will only be unambiguous in conjunction with
a specific recipient address. When receiving messages there is still one entry display-
ing the originator address. The complete recipient list is available in the MIME header
of the message file.

Example of a status report entry with parameter Format set to “Actual” (S_Order-ID.OUT)
Status Report for UserID 49603; generated 13-NOV-2010 14:56:23
Filters: Disposition=All, Direction=Both, Format=Actual, Since=13-Nov-2010

From: " G=ipm;S=tester;O=test;A=viaT;C=de" 21046@yviaT.de
Order-ID: 5KOOAGOHBDMOF2F8

Message-ID: 614 10/11/13

MTS-ID: CA610D0211DC91E900007CAD

Status: Read

Date: 13-Nov-2010 14:01:18 +0100

Example of a status report entry with parameter Format set to “History” (S_Order-ID.OUT)
Status Report for UserlD 49603; generated 13-NOV-2010 14:56:22
Filters: Disposition=All, Direction=Both, Format=History

To: "™ 21046@viaT.de

Order-ID: Test_3_Body011

Message-ID: 260002 12/11/10 MGATE Test
MTS-ID: 098FC66111DC91F80000A6BD
Sent: 13-Nov-2010 14:52:21 +0100
Delivered: 13-Nov-2010 14:52:27 +0100
Read: 13-Nov-2010 14:54:00 +0100

Status report entries where the parameter Format is set to “Actual” will always have a
length of 6 lines. If the parameter Format is set to “History” the numbers of lines is
variable (5-7) depending on the message status.

As an alternative to the readable reports output format a report with the format “CSV-
S” (CSV format separated by semicolon) or “CSV-C” (CSV format separated by co-
lon), that is optimized for automatic processing, can be selected.

In chapter 2.7 Communication and Trading Relation Profile detailed information is
available of how to configure the automatic delivery of status reports to the file inter-
face.

Based on a bilateral agreement with your X.400 partner and assuming that the part-
ner has requested this in his message a receipt notification for a delivered message
can be generated:

Example of sending a Receipt Notification
Name: R_5K00AGOHBDMOF2F8.IN

Possible Values are:
Processed—> Receipt Report/Notification (RN)
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Failed > Non Receipt Report/Notification (NRN)

The MessageGate process will delete all the processed files (“*.IN”) in the user’s di-
rectory. All other files (delivered messages, status reports or any other kind of files
uploaded to this directory) which are stored in the user’s directory, will be deleted by
a “Purger” process after a predefined lifetime. The BusinessMail X.400 support team
will configure this “lifetime” for each customer individually. It is our recommendation
that the customer’s application proactively deletes all downloaded files to reduce the
number of files stored in the user’s directory.

A “Purger” process also exists to process the database relation (Trace_Tab) where
all messages/transactions status information is stored. The BusinessMail X.400 sup-
port team will configure the “lifetime” of these entries (Default is 240 hours) for each
customer individually.

The “MessageGate” process will handle two classes of processing errors. It will
check the syntax and the completeness of message files in the user’s directory and
will stop processing the content if there is an error. The message file will remain in
the user’s directory and the file name will be extended by an error code (see Appen-
dix B). MessageGate will also add an entry in the database so that the problem is re-
flected in the status report. Similarly when the “MessageGate” process experiences
an error whilst sending a message via the X.400 MTA, it will add this error code to
the respective entry in the database/status report.

It is also possible to subscribe to a MessageGate mailbox that has reduced function-
ality. In such a case the user can only receive messages. The transmission of mes-
sages or receipt notifications is not possible, nor the manual request of status re-
ports. The automatic delivery of status reports, configured via WebConfig, is still pos-
sible.

Using the central EDI function in combination with the reduced MessageGate mailbox
functionality described above, it would be feasible to use a Web browser to
download the data (EDIFACT documents) and feed this into an application.

2.2 MessageGate User’s directory

The MessageGate process does not require any sub directories in the user’s direc-
tory. Only the file extension defines if a message should be sent (“*.IN”) or if a mes-
sage has been delivered (“*.OUT”) to the user’s directory.

The MessageGate process delivers all messages to the user’s directory immediately
after having processed these from the X.400 MTA queue.

The “Poller” process also frequently checks if there are files in the user’s directory to
process (“*.IN“=> send messages or Transmission Sets, send Status report and send
Receipt Notifications). The scheduling of this check is defined on a user group basis.
At the present time only one user group has been defined (schedule interval: 1 min-
ute).

When the “Poller” process finds files with the file extension “*.IN“, it tries to process
these files immediately. However the “Poller” process is not always able to verify that
a file has been uploaded completely.

Therefore a file should be always uploaded using the “.TMP” file extension.
The file should then only be renamed to “*.IN” once the upload has completed.
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Please consider that the actual configuration of the OpenVMS Operating System on
which Message Gate’s application server is running on, will only accept one dot (“.”)
in the filename. The part of the filename following the dot is known as the file exten-
sion.

The first character of the filename defines the type of file (message, report/report re-

quest, receipt report request). The next character, an underscore “_”, separates the
Order ID which can have a maximum length of 22 characters.

Only integer numbers, the letters A-Z or a-z and the following special characters are
valid for this Order ID:

({31}

Hyphen “-
Underscore “_“
Dollar sign “$ *

The Order-ID as well as the Message-ID must be unique otherwise Message-
Gate cannot update the transaction log data (Trace_Tab) in the database when
receiving reports. Please consider that the OpenVMS Operating System on
which Message Gate’s application server is running on stores files using ver-
sion numbers. That means that the files with same file name will not be re-
placed, but will be stored with different version numbers. When accessing the
directory via https/WebDAYV or with most FTP clients this behavior is not visi-
ble. When accessing a file (open, delete etc.), the file with the highest version
number will always be used. In the case where multiple files with the same file
name are present, if a file is deleted, then the older file (with the preceding ver-
sion number) will become visible in the directory.

MessageGate uses the following file naming convention:

a) Message with header file for sending:
M_<Order-ID>.IN

b) Transmission Set file (one or several Interchanges) without header for sending:
T _<Order-1D>.IN

c) Receipt report file for sending:
R_<Order-ID>.IN

d) Status report file request:
S <Order-ID>.IN

e) Delivered message file with header:
M_<Order-ID>.0UT

f) Delivered Transmission Set file (one Interchange) without header:
T <Order-ID>.0UT

g) Delivered Status report file:
S_<Order-ID>.0UT

Capital and small letters for the file name and extension can be used, but please note
that the filter mechanism (parameter Order-ID) in status requests is case sensitive.
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Please refer to later chapters in this document to find more details regarding the for-
mat of these files.

If the MessageGate “Poller” process discovers a problem in message files (Syntax
error, file is incomplete etc.) the file will remain in the directory but the name of the
file will be extended with the respective error code (for example
M_12345.in_ERRO0005, if the file was not uploaded completely).
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2.3 The Message file

The message file includes header and content (MIME content). The syntax of the
content conforms to RFC1521 and subsequent RFC. The header of a message file is
based on RFC822 (SMTP) and includes information that MessageGate as well as the
recipient requires to handle/process the content. MessageGate uses only those
header elements which are necessary to build the X.400 message. All other header
elements will be ignored.

To minimize the number of header elements the required X.400 message parameters
are stored in host profiles (user and partnership profiles)

The content part of the message file may contain a single or several document/ body
(multipart). The MIME content type has to be defined in the header information.

The maximum message size may not exceed 100 MByte. When sending messages
up to 50 recipients (tested) can be added, but there must be at least one “To:” recipi-
ent in the message. In delivered message all recipients are present in the MIME
header.

2.3.1 The Message Header

MessageGate uses the following header elements to create X.400 messages or to
deliver X.400 messages to the MessageGate file interface. MessageGate differenti-
ates between mandatory and optional header elements during the sending of mes-
sages (“*.IN”). MessageGate provides all header elements when delivering message
files (“*.OUT").

From:

Message originator: optional (for format rules: see next chapter), if used, the address
has to be valid!

To:
Message recipient: mandatory (for format rules see next chapter)
At least one “To:” recipient has to be added to the MIME header.

Cc:
Message copy recipient: optional (for format rules see next chapter)

Bcc:
Message blind copy recipient: optional (for format rules see next chapter)

Message-ID:

Message ID that is also used for the X.400 Message ID when sending the X.400
message or mapped from the X.400 Message ID in delivered messages, optional

Maximum length is 32 characters of the IAS (ASCII) character set. Please ensure that
this Message ID is unique so that the message recipient has no problems processing
the message and so that MessageGate is able to update the transaction log in the
database.

If the MessageGate process does not find a Message ID in the header of the mes-
sage it will map the Order ID to the X.400 Message ID.
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Please be aware that the BusinessMail X.400 Fax Gateway only supports a
Message ID with a maximum length of 16 characters. When a longer Message
ID is used the Message ID visible on the fax document will be truncated.

Subject:

The subject element is mapped when sending an X.400 message and will be
mapped from an X.400 message subject field when delivering a message to the file
interface, optional.

The maximum length of the subject element is 128 characters (Teletex character set
T.61).

Please be aware that the “MessageGate” process will not convert German
characters (&,6.u0,A,0,U,R) in the X.400 message subject field when delivering a
message (ie. against the conventions of RFC822). In addition to accepting this
format for messages destined for transmission, MessageGate will also accept
messages with the standard encoding (ISO8859-1 character set 2 “=?is0-8859-
1?x7?..txt...?=" where x=Q - quoted-printable or x=B > Baseb64).

Date:

Date of message (Date and Time Specification of REC 822): optional
MessageGate will not use this date in an X.400 message.

Examples of the format:

2 Nov 2010 09:31:44 +0100 (Format of delivered message, English abbreviation of month)
Tue, 2 Nov 2010 09:31:44

Disposition-Notification-To:
Request a report: optional.

This request will be mapped to an X.400 report request based on the Host profile pa-
rameter "When sending X.400 Messages map a requested Notification into®:

0 > Requests Non Delivery Notification (NDN)
1 = Requests Delivery Notification (DN)
2 > Requests Receipt and Delivery Notification (RN and DN)

For more information see chapter 2.7.2 X.400 Reports.

MessageGate will map this MIME header element to a delivered message if a receipt
notification was requested by the sender in the X.400 message and if this RN is not
suppressed in the profile. The customer’s application may send a receipt notification
(see chapter 2.6 Send Receipt Notification).

In a delivered message MessageGate will write the X.400 address of the originator
within quotation marks after of the key words of the element “Disposition-Notification-
To:”. When sending a message it is not necessary to add a value within quotation
marks because MessageGate will ignore this information.

Examples:
Disposition-Notification-To:

“n

(when sending messages)
Disposition-Notification-To: “c=de, a=viat; s=tester; o=test” (delivered message)

X-MPDUID:

Message number allocated by the X.400 MTA when a message has been submitted
(only used in delivered messages), maximum 32 characters (the MPDU ID of a sub-
mitted message will be displayed in the status report parameter MTS-ID)


http://asg.web.cmu.edu/rfc/rfc822.html�
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MIME-Version:
Optional: Default: 1.0 (only this version will be supported).

Content-Type:

Type of MIME data (RFC 1521 “Multipurpose Internet Mail Extensions” and subse-
quent RFC), mandatory.

This parameter defines the content type of a message. This has to be present after
the header elements and only in combination with the elements “Content-Transfer-
Encoding: “ and if necessary “Content-Disposition:“. The actual content follows a
blank line.

MessageGate supports the following MIME Content Types:

Multipart:
multipart/mixed; boundary="---=_NextPart_Nr."

Textbody:
text/plain; charset=1SO-8859-1

Binarybody:
application/octet-stream
For more details see chapter 2.3.3 Message Content.

Content-Transfer-Encoding:
Encoding of MIME content. mandatory
7bit
8bit
quoted-printable
base64
binary

Content-Disposition:
File name of MIME content, optional.

When mapping a MIME content type into an X.400 text body (for example
Lext/plain®) the file name will be ignored.

2.3.2 Address format

This chapter describes the address format of “To:”, “Cc:”, “Bcc:” and “From:” header
elements. The address has two parts, an Alias and a SMTP address part.

The Alias part will be used to define the X.400 address. The SMTP part is divided in-

to domain “@viat.de” and a surname that may have the value “x” or “User-ID” (Busi-
nessMail X.400 internal identifier) of a partner.

Possible address forms are:
a) Addressing partner using X.400 address in Alias:

“X.400 address elements, separated by semicolon® <x@viat.de>

This address form should be used if there is no partner profile and no User-ID en-
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try configured for this partner or if a transfer to a Delivery Unit (e.g. FAX Gateway)
is required. When sending an X.400 message the “MessageGate” process will
use the parameters configured in the user profile to determine the syntax of the
message. When delivering messages MessageGate will use this address if it
does not find a User-ID entry in the database for the originator of the message.

Example: “‘c=de;a=viat,0=testteam;s=tester;g=first* <x@viat.de>

This address form may also be used to send messages to partners that do not
have direct X.400 access but who are reachable via BusinessMail X.400 gate-
ways. A good example would be a message that is to be sent via the SMS gate-
way. In this case certain parameters that are necessary to define the SMS mes-
sage have to be written into DDA address elements (SMS number, request re-
ports ...). The value of these elements can be changed for every SMS transac-
tion/destination.

“‘DDA:SMS=+4917111111111;DDA:ADR=Nein;DDA:DN=Ja;DDA:TIME=1440;
S=SMS;0O=Telekom;A=viaT;C=DE" <x@viat.de>

b) Addressing the partner using User-ID in the SMTP Address (Alias is empty)
“ <User-ID@viat.de>

This address form should be used if the trading partner is a Customer of Busi-
nessMail X.400 MailBox service or if an User-ID is already configured for an ex-
ternal partner (MessageGate or EDI partnership - see also chapter 2.4
Transmission Set File Format).

Example: “ <69365@viat.de>

c) Addressing Partner using X.400 address in Alias and User-ID in the SMTP Ad-
dress

“X.400 address elements, separated by semicolon® <User-ID@viat.de>

This address form is used by the “MessageGate” process when delivering mes-
sages whose originator User-ID is not in the database:

Example: ‘c=de;a=viat,o=testteam;s=tester;g=first* 99999@yviat.de

If you use this address form when sending a message MessageGate will
only use the X.400 address in the alias and will not verify the User-ID

The maximum length of these addresses is 256 characters (Alias + SMTP address
part). If this insufficient to enter a unique X.400 address we recommend that you con-
figure a partner profile in order to address this partner only using the User-ID.

The following X.400 address elements (capital and small letters may be used for the
element type and for the value but the value is not case sensitive) are valid for Alias:

C=xx; Country code (2 characters Printable String, e.g. de)
A=XXXXX; Name of ADMD (16 characters Printable String, e.g. viaT)
P=XxxxXXx; Name of PRMD (16 characters Printable String, e.g. MGl)
O=xxxxXx; Organization (64 characters Printable String, e.g. Telekom)
OU1=xxxx; Organization unit 1 (32 characters Printable String)

OU2=xxxx; Organization unit 2 (32 characters Printable String)
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OU3=xxxx; Organization unit 3 (32 characters Printable String)
OU4=xxxx; Organization unit 4 (32 characters Printable String)

DDA:XXX=XXXX;

Domain Defined Attributes (Type, 8 characters = Value, 128 charac-
ters, both Printable String, e.g. service=fax)

S=XXXXX; Surname (40 characters Printable String)

G=xXXXXX; Given name (16 characters Printable String)

CN=xxxxX; Common name (64 characters Printable String)
N-ID=XXXXX; Box Identifier (Unique Agent ID, 32 characters Numerical)
X121=XXXXX; Network Identifier (15 characters Numerical)

T-ID=xxxx; Terminal Identifier (24 characters Printable String)

[=xx; Initials (5 characters Printable String)

Q=xxx; Generation (qualifier) (3 characters Printable String)

Some of these elements will be not used when sending X.400 messages depending
on the parameter “X.400 Content-Type” in the host profile. For example the common
name will not be used for “TO:” and “FROM:” if the value of “X.400 Content-Type” is
“IPM84”.

See also information about X.400 addresses in chapter 2.7 Communication and
Trading Relation Profile and in Appendix A: X.400 Address elements.

2.3.3 Message Content

The message content has to be defined in the header of a message in the element
“Content-Type:”. A message can be sent with one body part or several (multipart)
body parts/documents.

When sending (upload to file interface) a message with only one binary body the
value of the element “Content-Transfer-Encoding:“ has to be set to either Base64 (7
Bit encoding) or Binary (8 Bit encoding). The parameter in the host profile defines the
content transfer encoding MessageGate will use when delivering a message to the
file interface.

When sending several documents in one message the value of the first element
“Content-Type” has to be “multipart/mixed“ with a definition of a boundary character
string. This boundary character string then separates the subsequent body parts with
the “Content-Type” definitions for the individual body parts.

When mapping the contents of a message into an X.400 message the MessageGate
process will use two host profile parameters “X.400 Content-Type* and “Bodypart® to
create this X.400 message.

The host profile parameter “X.400 Content-Type“ will determine the format of the
X.400 message. The default for this parameter is “IPM88” and should be not
changed in the user profile. Only in exceptional circumstances (e.g. problems when
using CommonName in the address) should the value “IPM84” be used in partner-
ship profiles.

The following rules will apply in mapping the content of an uploaded message into
the corresponding X.400 body parts when the value of the communication profile pa-
rameter “Bodypart” is set to “variable”.
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Text body:

text/plain; charset=1S0-8859-1

e Content-Transfer-Encoding:
o 7 Bit
o 8Bit
0 quoted-printable
e Content-Disposition:
o Attachment; Filename = < file name >

will be mapped to

e General Text Bodypart, ISOLATIN1 (ISO 8859-1) character set, or IA5 IRV
Repertoire if a message is sent to an external mail services that only supports
the 1984 X.400 Standard. When downgrading to the 1984 Standard the char-
acters above 7Fh will be not converted.

¢ A file name defined in the element “Content-Disposition will be ignored when
using “Content-Type=text/plain” because there is no possibility of mapping
this to an X.400 text body. If the file name is important for the partner that re-
ceives the message then a binary body part definition should be used instead.

Binary body:
application/octet-stream

e Content-Transfer-Encoding:
0 base64
0 binary

will be mapped to
e Bodypart 14

application/octet-string
e Content-Transfer-Encoding:
0 base64
0 binary
e Content-Disposition:
o Attachment; Filename=<file name>

will be mapped to

e Bodypart 15 (File Transfer Bodypart, FTPB), if value in profile is IPM88;
e Bodypart 14 (Bilaterally defined Bodypart), if value in profile is IPM84, the file
name will be not mapped.

Multipart body:
multipart/mixed; boundary="---=_NextPart_xxx.....
The individual body parts have to be defined using the rules described above.
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Change the value in the parameter “Bodypart” in the partner profile if your
partner can only process the same type of X.400 body part and your applica-
tion cannot adapt to this. See more details about this parameter in chapter 2.7
Communication and Trading Relation Profile.

See Appendix C: for several examples of messages with different content types.

The MessageGate process will use the following rules when delivering messages to
the file interface:

Single Text body:

e General Text Body part or IA5Text
e |ISOLATIN1 character set or IA5 Repertoire

will be mapped to

e Content-Type:
o text/plain

e Content-Transfer-Encoding:
o 8Bit

Single Binary body:
e Body part 14 (BP14)

will be mapped to

e Content-Type:
o0 application/octet-string
e Content-Transfer-Encoding:
0 binary/base64 (depending on parameter value in host profile)

e Body part 15 (File Transfer Body part)

will be mapped to

e Content-Type:

o0 application/octet-string
e Content-Transfer-Encoding:

0 binary/base64 (depending on parameter value in host profile)
e Content-Disposition:

o Attachment; Filename=<file name>

Multibodypart:
will be mapped to
multipart/mixed; boundary="---=_NextPart_xxx.....
The individual body parts have to be defined using the rules described above.

Please take note of the following potential issues when implementing applications:

e Older X.400 email clients may not support BP15/FTBP and will attach the
body part/document file information in a separate I1A5 text body (so called
CDIF information) before attaching the data in a binary body part (BP14).
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MessageGate will use this file information when delivering messages to the
file interface and will directly add the file name in the Content Disposition
element preceding this binary body. So the number of body parts mapped to
the delivered message will decrease.

e The X.400 standard only defines a small number of body part types whereas
in the MIME standard a large number of applications have defined their own
specific content types. MessageGate attempts to analyze the start of the body
part based on preconfigured pattern recognition in order to set a correspon-
dent MIME content type. At present only the patterns for EDIFACT and PDF
are used in this so called DOCMAGIC function.
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2.4 Transmission Set File Format
2.4.1 The central EDI function

When using the central EDI function (has to be ordered separately) of BusinessMail
X.400 it is not a requirement to use the SMTP syntax to address your partner. You
can simply upload one or several EDIFACT interchanges in one Transmission Set file
via the file interface and the central EDI function will process this file.

MessageGate will use the information stored in EDI partnership entries in the data-
base to add the X.400 address of the partner. At the present time the central EDI
function only supports the sending or the receipt of one EDIFACT interchange per
X.400 message in either a text body or a binary body part (BP14). The central EDI
function at the present time will deliver only Transmission Set files that include one
EDIFACT interchange to the MessageGate file interface.This restriction will be hope-
fully removed in one of the next versions of MessageGate, so any prospective appli-
cations should be designed to be able to handle received Transmission Set files that
include more than one EDIFACT interchange.

When the central EDI function is activated all messages sent by partners, that
include more than one EDIFACT interchange or one EDIFACT interchange and
other documents will be rejected with a Non Delivery Notification (" Invalid ar-
guments”-> Reason:1, Diagnositic:11) to the partner’s X.400 address. When
checking the status of such delivered messages entries for such rejected mes-
sages will be found.

The EDIFACT interchange included in the Transmission Set file will be attached to
X.400 message based on the MessageGate parameter “bodypart” configured in the
host based EDI trading relation profile. The default is text body (ISO-Latin1). If the
trading partner requests the document as a binary body part the parameter has to be
change to “Bilateral Bodypart 14”. The Content Type “EDI” should be used only if
your partner does not support another message type. In this case the same restric-
tion of one EDIFACT interchange per received X.400 message applies, otherwise the
PEDI (X435) message will be refused.

When using the central EDI function a MessageGate user has to have at least one
EDI account. This EDI account consists of an EDI ID/ Reference Number (e.g. ILN or
GLN) and an optional EDI Qualifier (e.g. “14” for commerce or “65” for X.400). Mes-
sageGate will either check or use this ID in the UNB EDIFACT header:

o the EDI sender when sending an X.400 message
o the EDI receiver when delivering an X.400 message

By default the central EDI function will deliver an EDIFACT interchange to a Mes-
sageGate user if the EDI-ID in the UNB matches the EDI-ID configured in the EDI
account. In addition it is possible to setup a Closed User Group (CUG) for each indi-
vidual EDI account. If this CUG is activated, only an EDIFACT document sent by a
preconfigured EDI Trading partner will be delivered to the file interface.

An EDI Trading Relation entry has to be configured for each partner that a Mes-
sageGate user wants to address via the central EDI function (ie. send messages to).
This entry includes the partner’s EDI identifier and his X.400 address as well as a
test-flag entry. The Test Flag in the UNB header of an interchange can be used by a
partner as routing information if he wants differentiate between his live and his test
environment (address) using the same EDI identifier. It is also possible to assign an
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EDI Trading Relation to one or several of a MessageGate user’s EDI accounts. The
parameters in a EDI Trading Relation will define how to create an X.400 message.

Dependent of the settings of the host profile parameter “Map requested Report into*
MessageGate will use the following notification settings in an X.400 message:

0 > Requests Non Delivery Notification (NDN)
1 > Requests Delivery Notification (DN)
2 - Requests Receipt Notification and Delivery Notification (RN and DN)

For more information please also see Chapter 2.7.2 X.400 Reports.

Please be aware that when using the central EDI Function the “MessageGate” proc-
ess will not check the content of an EDI interchange, but it will check the syntax of
the UNA, UNB and UNZ segments. If a syntax error is identified (e.g. no space in
UNA or reference number in UNB and UNZ is different) the document will not be
processed. In such a case MessageGate will send a ‘Non Delivery Notification’ with
Diagnostic Code ‘OB’'H (11 decimal, Invalid Arguments) when receiving this message.
If MessageGate identifies a syntax error but is not able to identify an EDIFACT con-
tent, it will deliver the message to the file interface. For uploaded interchanges if
MessageGate identifies a syntax error it will set the status to error. If the X.400 origi-
nator of a message uses a wrong ILN or if there is no EDI Trading Relation (Closed
User Group) MessageGate will send a ‘Non Delivery Notification’ with Diagnostic
Code “11°’H (17 decimal, Invalid Arguments).

In order to receive information over messages that have been refused a status report
can be submitted via the file interface. Use the value “Both” or “Received” for the
element “Direction:” to list entries of received (and also refused) messages. For more
information please also see Chapter 2.5 The Status Report.

2.4.2 The Content of Transmission Set Files

It is possible to upload two and more EDIFACT interchanges in one Transmission Set
file. The interchanges can be separated by adding an empty line with <CR/LF> but
this is not necessary.

The number of interchanges in one Transmission Set file is theoretically unlimited but
it is recommended not to exceed a 100 interchanges. The size of a Transmission Set
file may not exceed 100 MB.

MessageGate at the present time delivers a Transmission Set file to the Mes-
sageGate file interface that only includes one EDIFACT interchange. A future version
of MessageGate may support two and more EDIFACT interchanges per message.
Anyone developing an application should take this into account.

A parameter in the host profile defines whether MessageGate delivers an EDIFACT
interchange in the form of a Transmission Set file or in the form of a message with
MIME syntax to the file interface. For more information please also see Chapter 2.7
Communication and Trading Relation Profile.



23 MessageGate User Guide

2.5 The Status Report
2.5.1 General

MessageGate does not deliver X.400 reports to the file interface (only Messages/
Data). However it is possible to request a status report that provides information
about the status of all messages processed by MessageGate (sent and delivered).
The information for each transaction is stored in a database relation (Trace_Tab) for
a predefined period of time. The Default Purge Time is 240 hours (an entry will be de-
leted if it is older than 240 hours), but this value can be changed individually for each
customer. When uploading a ‘status report request’ the MessageGate user receives
information about the status of his messages in a structured file which he can import
into an application or a tracking tool.

When sending a message to several recipients there will be an entry in the status re-
port for each recipient. In such a case the Message ID and Order ID are only unam-
biguous in combination with the recipient address while processing the entry.

Be aware that the logical sequence of these entries may be different to the se-
guence of recipients in the MIME header.

There will only be one entry for a delivered message, also if the originator sent the
message to several recipients. The recipient list is displayed in the MIME header of
the delivered message file.

The address displayed in the status report is identical to the address in the MIME
header of the message and also the type of address will be unchanged. The type of
address is displayed always in the same manner (first character: capital letter, sub-
sequent characters: small letter) 2> “To:“, “Cc:“ and “Bcc:”.

2.5.2 Request a Status Report

MessageGate provides status reports on request (S_Order-ID.IN) or automatically if
configured in the host profile (configuration via WebConfig, see chapter 2.7.8 Config-
ure automatically generated Status Report). WebConfig allows you to view status re-
ports or to download those reports in structured files (CSV file), for more details
please see Chapter 2.7.7 Request
Status Report .

To reduce the amount of information (number of entries) included in status reports
MessageGate provides different selection criteria. One can select only one entry (us-
ing Order ID or Message ID) and request to receive the whole message history
(readable or CSV format) instead of only the present message status.

MessageGate offers the following selection criteria/parameter in a ‘status report re-
quest’:

e whether the status of an entry has changed since the last status report or not
e whether a message was sent or delivered

e only defined Message ID or part of it

e only defined Order ID or part of it

e date/time when a message was sent or delivered
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An additional parameter defines whether to indicate the actual message status or the

whole message status history.
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Parameter: Value

Explanation:

Disposition: All

Select all messages, independent of whether
the status has changed or not (Default).

Disposition: Modified

Select all messages where the status has
changed since the last status report (e.g. re-
ceived DN or RN).

Direction: Sent

Only select sent messages
(Default).

Direction: Received

Only select received messages.

Direction: Both

Select sent and received messages.

Format; Actual

Show only the present status of messages and
the timestamp of the last status change (De-
fault).

Format: History

Show all changes of status and their respective
timestamp (Sent/ received message, Received
DN/NDN, sent/ received RN/NRN).

Format: CSV-S

Show all changes of status and their respective
timestamp (Sent/ received message, Received
DN/NDN, Sent/ received RN/NRN) using CSV
semicolon separated format.

Format: CSV-C

Show all changes of status and their respective
timestamp (Sent/ received message, Received
DN/NDN, Sent/ received RN/NRN) using CSV
colon separated format.

Message-ID: xxx*

Only show those messages where Message 1D
starts with a predefined string. Always use “**
for a wildcard or partial wildcard search.

Order-ID: xxx*

Only show those messages where Order ID
starts with predefined string. Always use “** for
a wildcard or partial wildcard search. The Or-
der-ID is case sensitive.

Since: dd-mmm-yyyy hh:mm:ss

Select only those entries stored in the
Trace_Tab after the defined date/time. When
only a date is defined, all entries from this date
(starting at 00:00) will be selected.

There are default values for the first two criteria/parameters and also for the format
that MessageGate will use if there is no definition in a ‘status report request’. The
number of returned entries can be limited further using additional criteria in the
‘status report request’ (logical “AND”- combination).

If MessageGate will use the three default values, all sent message entries stored in

the database (Trace_Tab, not deleted by the “Purger” process) will be written to the
status report file, independent of whether the status has changed since the last
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‘status report request’ or not. Each entry will only display the status of the last mes-
sage transaction but not its history.

2.5.3 Status Report Syntax (readable structure)

If MessageGate has processed a ’status report request’ (S_Order-ID.IN) it will select
those entries based on the selection criteria and create a status report file. For this
report file the same filename as the ’status report request’ file is used, but with the
“.OUTfile extension.

Please ensure that your application only uses a unique Order-ID in the name of
the ‘status report request’ file. The operating system on which the Message-
Gate application is hosted on will not replace the existing ‘status report re-
quest’ files. Instead it will store the new file using a higher version number.
Some FTP clients may display these file version numbers (Format: file-
name.extension;version). WebDAYV clients will not exhibit these version num-
bers. These version numbers may cause problems in your application.

The content of the status report file consists of header information and message en-
tries. The first line in this header information shows the User-ID of the MessageGate
User and a timestamp for this report. The second line displays the filter criteria used
to create this report.

Separated by an empty line (CR/LF) the message entries follow this header informa-
tion.

Depending on the selected criteria “Format” a message entry may consist of 6 (For-
mat:actual) or 5-7 lines (Format:history). The information regarding sender/recipient,
Order-ID, Message-ID and MTS/MTA ID are available in both formats. Only the
status information differs between both formats.

Syntax of the first line of the header information
Status Report for UserID xxxxx; generated dd-mmm-yyyy hh:mm:ss

The UserlD value field has a minimum of 4 digits, but values of up to 6 digits are also
possible.

The timestamp element “dd” defines the day of month (no leading zeros in case of
one digit values), “mmm” the name of month (English abbreviation), “yyyy” the year,
“hh” the hours (24 hour schema, with a leading zero in case of one digit values),
“mm?” the minutes (with a leading zero in case of one digit values) and “ss” the sec-
onds (with a leading zero in case of one digit values). The timestamp is always in
MET or MEST, (see also the syntax of the message entry).

Example:

Status Report for UserID 4911; generated 13-Sep-2010 13:43:32

Status Report for UserlD 23423; generated 7-Sep-2010 07:12:01

Syntax of the second line of the header information

Filters: Disposition=x, Direction=x, Format=x, Message-ID=x, OrderID=x,
Since=dd-mmm-yyyy

There are no spaces between the filter criteria and the corresponding value. The in-
dividual filter parameter are separated by the “,”(comma) and “ “(space) character.
MessageGate always adds the “Disposition=", “Direction=" and “Format=" criteria
fields. The others criteria fields are only displayed if they have been defined in the

'status report request’.
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The possible values of the selection criteria fields:

e “Disposition="["All" | “Modified"]

e “Direction=" ["Sent" | “Received" | “Both"]

e ‘“Format="["Actual” | “History"]

e “Message-ID=" the selection criteria value used or the selection criteria will be not
displayed.

e “Order-ID=" the selection criteria value used or the selection criteria will be not dis-
played

e “Since=" date in the form (dd-mmm-yyyy hh:mm:ss).used or the selection criteria
will be not displayed. Please consider the “lifetime” of entries in the database (so
called ‘Purge Time’ used in the Trace_Tab).

Example:

Filters: Disposition=All, Direction=Both, Format=Actual, Since=1-Jan-2009

=> All entries for sent/received messages since 01.01.2009 00:00:00 and which are
still stored in the database are selected independent of whether the status has
changed will be displayed with their actual status.

Filters: Disposition= Modified, Direction=Received, Format=History

=> All entries for received messages where the status has changed since the last re-
port will be displayed with detailed status information.

Filters: Disposition= Modified, Direction=Sent, Format=History, Order-ID=EDI*

= All entries of sent messages where the status has changed since the last report

and where Order ID starts with “EDI” will be displayed with detailed status infor-
mation.

Syntax of sent message entries with “Format”="Actual”

“w.n

Each line consists of a field type followed by a semicolon “:”, a space “ “ and the field
value that may also include spaces. The type of recipient address can be “To:”, “Cc:”
or “Bec”.

To: Recipient address (when using the central EDI function the address
is always of the form* <user-id@yviat.de>)

Cc: Carbon copy recipient address

Bcc: Blind carbon copy recipient address

Order-ID: Order number also defined in the file name (maximum 22 Charac-
ters)

Message-ID: Message number defined in the SMTP Message or when using
central EDI function the Interchange Control Reference ID of the
EDIFACT interchange (maximum 32 Characters)

MTS-ID: The MTS identification used by the MTA when the message was
sent

Status: The actual message status (for possible values see below)

Date: Timestamp of last status change in the format dd-mmm-yyyy

hh:mm:ss +xxxx, where “dd” is day of month (no leading zero in
case of one digit value), “mmm” is the month name (English abbre-
viation), “yyyy” is the year, “hh” is the hour (24 hour, with leading
zero in case of one digit value), “mm” is the minute (with leading ze-
ro in case of one digit value) and “ss” is seconds (with leading zero
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in case of one digit value). The value +xxxx shows the time differ-
ence to UTC/GMZ, so +0100 for MET or +0200 for MEST (daylight
saving time).
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Syntax of received message entries with “Format”="Actual”

“,”

Each line consists of a field type followed by semicolon “:”, a space and the value that
may also include spaces.

From: Originator address
Order-ID: Order number assigned by MessageGate (maximum 22 Charac-
ters)

Message-ID: Message identification assigned by the message originator (maxi-
mum 32 Characters)

MTS-ID: Message identification assigned by originating MTA. This will be
mapped to the element X-MPDUID in the SMTP header.

Status: The actual message status (for possible values see below)

Date: Timestamp of last status change in the format dd-mmm-yyyy

hh:mm:ss +xxxx, where “dd” is day of month (no leading zero in
case of one digit value), “mmm” is the month name (English abbre-
viation), “yyyy” is the year, “hh” is the hour (24 hour, with leading
zero in case of one digit value), “mm” is the minute (with leading ze-
ro in case of one digit value) and “ss” is seconds (with leading zero
in case of one digit value). The value +xxxx shows the time differ-
ence to UTC/GMZ, so +0100 for MET or +0200 for MEST (daylight
saving time).

Syntax of sent message entries with “Format” ="History”

Each line consists of a field type followed by colon “:”, a space “ “ and the field value
that may also include spaces. Please be aware that the number of status entries is
variable and that the entries are interdependent (i.e. for a “READ” status it is neces-
sary that there are entries for a “Sent” and “Delivered” status). A negative Report/
value will terminate the transaction so that there can be no more status entries for

this message. The type of recipient address can be “To:”, “Cc:” or “Bcc:”.

To: Recipient address (when using the central EDI function the address is al-

ways of the form ““ <user-id@viat.de>)

Cc: Carbon copy recipient address

Bcc: Blind carbon copy recipient address

Order-ID: Order number also defined in the file name (maximum 22 Charac-
ters)

Message-ID: Message number defined in SMTP Message or when using the
central EDI function the Interchange Control Reference ID of the
EDIFACT interchange (maximum 32 Characters)

MTS-ID: The MTS identification used by the MTA when the message was
sent

Sent: Time stamp of sent message
Format:

dd-mmm-yyyy hh:mm:ss +xxxx, where “dd” is day of month (no
leading zero in case of one digit value), “mmm” is the month name
(English abbreviation), “yyyy” is the year, “hh” is the hour (24 hour,
with leading zero in case of one digit value), “mm” is the minute
(with leading zero in case of one digit value) and “ss” is seconds
(with leading zero in case of one digit value). The value +xxxx
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Error:

Delivered:

Failed:

Read:

Denied:
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shows the time difference to UTC/GMZ, so +0100 for MET or +0200
for MEST (daylight saving time).

Or

When MessageGate fails to process a message file or fails to send
a message/document error information will be created and will dis-
played with a respective timestamp in this entry

Format:

Error: dd-mmm-yyyy hh:mm:ss (Reason: nnnnnnnn, Diagnostic: n)

Timestamp of when the message was delivered into recipient’s
mailbox (Format: see Sent:)

Or

Message was not delivered and the MTA created a Non Delivery
Notification (NDN) that includes information about the problem
Format:

Failed: dd-mmm-yyyy hh:mm:ss (Reason: n, Diagnostic: n)

Time stamp when recipient has processed/ read message (Format
see Sent:)

Or

Message was deleted or discarded by recipient
Format:
Denied: dd-mmm-yyyy hh:mm:ss (Reason: n, Diagnostic: n)

Syntax of received message entry with “Format”="History”

Each line consists of a field type followed by a colon “:”, a space “ “ and the field val-
ue that may also include spaces. Please be aware that the number of status entries
is variable and that the entries are interdependent (e.g. for “READ” it is necessary
that there is an entry for a “Received” status). Negative Reports/ values will terminate
the transaction so that there will be no more status entries for this message.

From:
Order-ID:
Message-ID:

MTS-ID:

Received:

Or
Failed:

Originator Address
Order-ID set by MessageGate (maximum 22 Characters)

Message-ID the originator sets in the message (maximum 32 Char-
acters)

The MTS identification defined by the sending MTA. The element X-
MPDUID in the SMTP header will show same value.

Time stamp Received message

Format:

dd-mmm-yyyy hh:mm:ss +xxxx, where “dd” is day of month (no
leading zero in case of one digit value), “mmm” is the month name
(English abbreviation), “yyyy” is the year, “hh” is the hour (24 hour,
with leading zero in case of one digit value), “mm” is the minute
(with leading zero in case of one digit value) and “ss” is seconds
(with leading zero in case of one digit value). The value +xxxx
shows the time difference to UTC/GMZ, so +0100 for MET or +0200
for MEST (daylight saving time).

Message was not delivered
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Read:

Or
Denied:

Format:
Failed: dd-mmm-yyyy hh:mm:ss (Reason: n, Diagnostic: n)

Time stamp for Sent Receipt Notification

Format:

Read: dd-mmm-yyyy hh:mm:ss +xxxx, where “dd” is day of month
(no leading zero in case of one digit value), “mmm” is the month
name (English abbreviation), “yyyy” is the year, “hh” is the hour (24
hour, with leading zero in case of one digit value), “mm” is the min-
ute (with leading zero in case of one digit value) and “ss” is seconds
(with leading zero in case of one digit value). The value +xxxx
shows the time difference to UTC/GMZ, so +0100 for MET or +0200
for MEST (daylight saving time).

Information for sender that message was discarded

Format:
Denied: dd-mmm-yyyy hh:mm:ss (Reason: n, Diagnostic: n)

Status of sent messages:

Sent

Error: (Reason: nnnnnnnn, Diagnostic: n)

Delivered

Failed: (Reason: n, Diagnostic: n)

Read

Denied: (Reason: n, Diagnostic: n)

Status of received messages:

Received

Failed: (Reason: n, Diagnostic: n)

Read

Denied: (Reason: n, Diagnostic: n)

See also Appendix C for more examples.
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2.5.4 Syntax of Status reports (CSV structure)

If MessageGate has processed a ‘Status report request’ (S_Order-ID.IN) it will select
those entries defined in the selection criteria and create a report file. It will use the
same file name but with the “.OUT” extension. Please be aware that the CSV format
is optimized for automatic processing and so it is difficult to read.

The content of the status report file consists of header information and message en-
tries. The header information in the first line contains the User-ID of the Mes-
sageGate User and a timestamp for this report. In the second line the filter criteria
used for this report are displayed.

Unlike the report format described in the last chapter the header of the CSV format
contains additional information. Separated by an empty line (CR/LF) there is another
line containing the field identifier, the field name.

Field name: Explanation:

From In the received message the originator address
(Alias/X.400 address + SMTP address, maxi-
mum 256 characters). Quotation marks will be
used for the alias and also within the CSV
structure for string declaration, so this field will
start with three quotation marks, two quotation
marks will follow the alias address and at the
end of the field another quotation mark will de-
fine the end of this string.
(""G=test;S=testerl;O=testag;A=viaT; C=de™
95344@viaT.de").

To The recipient address used in the submitted
message (Alias/X.400 address + SMTP ad-

dress, maximum 256 characters). Format see
“From:“. Address type see Rcpt Type.

Order-ID Order identifier defined in the file name (maxi-
mum 22 characters) within quotation marks.
Message-ID Message identifier or reference number of EDI-

FACT interchanges within transmission set
(maximum 32 characters) within quotation
marks.

MTS-ID Identifier generated by the MTA when sending
a message (maximum 32 characters) within
quotation marks.

Received Timestamp (UTC/GMT) of receiving message
(yyyy/mm/dd hh:mm:ss) without quotation
marks or “Failed” if message could not be de-
livered (Error code see Reason und Diagnos-
tic).

Sent Timestamp (UTC/GMT) of sent message
(yyyy/mm/dd hh:mm:ss) without quotation
marks or “Error” if message could not be sent
(Error code see Reason und Diagnostic).

Delivered Timestamp (UTC/GMT) of delivery time of a
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sent message (yyyy/mm/dd hh:mm:ss) without
quotation marks or “Failed” if message could
not be delivered (Error code see Reason und
Diagnostic).

Read Timestamp (UTC/GMT) when a sent message
was processed (yyyy/mm/dd hh:mm:ss) without
quotation marks or “Denied” if message had
been discarded (Error code see Reason und
Diagnostic).

Reason Reason code for a failed action (for details see
Appendix B) without quotation marks.

Diagnostic Diagnostic code for a failed action (for details
see Appendix B) without quotation marks.

Errordate Timestamp (UTC/GMT) for a failed action
(yyyy/mm/dd hh:mm:ss) without quotation
marks.

Rcpt Type Recipient address type : To, Cc or Bcc.

2.6 Send Receipt Notification

It is possible to send a positive or negative Receipt Notification (RN) for each deliv-
ered message if the originator has requested this in his message. MessageGate will
display this request in the header element “Disposition-Notification-To: <X.400 Origi-
nator Address>“ of delivered SMTP message.

It is also possible to configure in the host profile that a requested RN will be not
mapped into an SMTP message so that the structure of the header does not change.

To send a Receipt Notification create a file where file name includes the Order-ID of
delivered message.

The format of file name is: ,R_<Order-ID of delivered message>.IN“.
MessageGate will use the following values defined in file to create the X.400 reports:

Processed > Receipt Report/Notification (RN)

Failed > Non Receipt Report/Notification (NRN) with Reason Code
“0” (Discarded)

Other values in the file will cause MessageGate to refuse this request and to add an
error code to the file name.

Please be aware that the sending of Receipt-Notifications is a chargeable item!
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2.7 Communication and Trading Relation Profile
2.7.1 General

It is necessary to configure a communication profile for each user of the Mes-
sageGate file interface. This profile defines the rules of how to map the content of a
SMTP message into a X.400 message and how to build the header of the X.400
message.

With an existing communication profile a MessageGate user is able to send to and
receive messages from X.400 partners and is also able to use the BusinessMalil
X.400 Gateway services (Fax-Gateway, SMS-Gateway and the Internet/SMTP-
Gateway). For these cases MessageGate will use the definitions stored in the com-
munication profile to create X.400 messages.

The configuration of separate Trading Relation Profiles is only necessary if the trad-
ing partner requires a special message type/content or if non-default Notifications is
required for this Trading Relation. The BusinessMail X.400 central Administration will
configure a Trading Relation Profile on request but this service is chargeable. Hence
we recommend the use of WebConfig, a BusinessMail X.400 Web-based application
which allows, amongst other services, the administration of Trading Relations.

All standard Web browsers (enable Java-script to facilitate the use of all the offered
functions) are supported for the access to the WebConfig application (URL
https://WebConfig.viat.de/\WebConfiglogin). In order to use WebConfig one has to
first download a Client certificate (check the BusinessMail X.400 Service URL.:
http://www.service-viat.de) and to import this certificate into the selected Web
browser before trying to access the WebConfig application. At this stage the use of
cookies has to be enabled. When accessing the WebConfig application the Busi-
nessMail X.400 proxy Server will request this certificate for each connection. The
WebConfig application itself will prompt for Username and Password in order to au-
thenticate the WebConfig user. This Login data is configured when your Mes-
sageGate account is provisioned. If you do not receive this information please con-
tact the BusinessMail X.400 Helpdesk. After the login into your WebConfig account
you may download a personified certificate and modify the properties of your Web-
Config account so that this certificate will be used to authorize the access to your
WebConfig account.

The main WebConfig menu contains the following menu items dependent on the
subscribed features:

= User administration to change the WebConfig password; verify the change
log; download data (certificates, EVN, parameter files); modify the properties
of the WebConfig Account (time zone and separator for CSV files, GUI lan-
guage selection and cookie lifetime).

= Administration of MessageGate Trading Relations
= Administration of EDI Trading Relations
= Administration of SMTP/Internet Trading Relations (SMTP Filter)

= Access to extended service information
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The following screen shot shows the menu items of a MessageGate user where the
central EDI function is activated.

R LE '&’}"Bl.(‘.nlb' Business flexibility 28
WehConfig Management Businesshail #.400 : Web Config mgate (49603)
EDI Relation

MessageGate Relation

Canfiguration

Create Relation MessageGate Relation :: Properties %

Show/moadify Relation
Delete Relation

Properties a‘

Status Report ) " Pr—
When sending X 400 Messages map | Delivery Notification (ODN) ;l
Autom. Status Report 7 requested Matification
SMTP Filter inta
Serice
Logout
Receipt Motification " ighored
requested in ¥ 400 messages & szend, if client had sent natification
should he
Message Expiration 1440 Minutes
400 Content Type |IPM84
Bodypart 145 Text ;I

Bilateral (Bodypart 14)

Encode binary data

Faormat ofOutput@J
TS (TransmissionSef)

Purgetime(‘?) 240 Hours

Ok Cancel

Under the menu item “MessageGate Relation - Properties” the default communica-
tion parameters for all partners are displayed and in the “MessageGate Relation -
Create, Show/Modify or Delete” menu items the communication parameters for spe-
cial Relations can be configured. The values configured in “MessageGate Relation -
Properties“ menu item will be used as the initial values when starting to configure
new Relations. While changing some of these parameters WebConfig will ask you
whether to you want to also modify the existing relations or not.

7.2 X.400 Reports

The X.400 standard offers different report types (Delivery- or Receipt-Notifications) to
verify the status of a message / a transaction. By default MessageGate will request a
Delivery-Notification in an X.400 message when “Disposition-Notification-To” is de-
fined in the SMTP message. However this can be modified in the communication pro-
file or in a Trading Relation profile:

¢ Non-Delivery-Notification - Send a Report only if the message cannot be de-
livered to the recipient

¢ Delivery Notification - Send Report if the message was delivered to the re-
cipient’s mailbox (also implies Non-Delivery-Notification)
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e Receipt-Notification - Send a Receipt Notification Message if the message
was processed by the recipient (read/fetched). In this case a Delivery Notifica-
tion will also be requested and the receipt of a DN will be displayed in the
status report.

If “Disposition-Notification-To” is not defined in the SMTP message an X.400 report
will be not be requested. The MessageGate user will not receive any information if
the delivery of a message has failed.

When sending documents via the central EDI function an X.400 report will always be
requested based on the parameters configured in the host profile.

It depends on the acknowledgement mechanisms agreed between trading partners
and the transferred data whether it is necessary to request X.400 reports or not. If
there is already an acknowledgement mechanism defined at the application layer it
may not be necessary to monitor the transport (X.400) layer and to request X.400 re-
ports. However we recommend monitoring the delivery of a message into the part-
ner’'s mailbox. Please be aware when requesting a Receipt-Notification that the part-
ner has to agree to send this type of report because the X.400 standard gives the re-
cipient of a message the choice of sending or not sending a Receipt-Notification. The
mapping of a Receipt-Notification to a sent message is only possible if the entry of
this transaction in the Trace_Tab has not already been deleted by the “Purger” proc-
ess.

Please be aware that the sending of Receipt-Notifications is a chargeable item
within the context of the BusinessMail X.400 service as well as with other X.400
service providers.

Select in the menu item “When sending X.400 Messages map requested Notification into“ the
appropriate report mechanism (Default is Delivery Notification DN) for your environ-
ment.

The menu item “Receipt Notifications requested in X.400 Messages should be“ defines whether
a request for Receipt-Notification in X.400 message should be mapped into “Disposi-
tion-Notification-To:“ of a delivered SMTP message or not. By default the request will
be mapped but this setting may cause problems in certain applications so it is possi-
ble to suppress this in the host profile.

2.7.3 X.400 Header Information

In the menu item “Message Expiration“ defines the expiration time of the X.400 mes-
sage. The default value for the item “Message Expiration” is 1440 minutes (= 24 hours).
This means the MTA or set of MTAs will try to deliver the message to a correctly ad-
dressed recipient for 24 hours before a Non Delivery Notification (NDN, if requested!)
is created and sent back to the originator of the message.

The menu item “X.400 Content Type“ specifies the structure of the X.400 message. The
item “X.400 Content Type® defines the type of X.400 message that will be sent to a part-
ner. Possible values are “IPM84” and “IPM88” (Default).

When using “IPM84” MessageGate will create a X.400 message of type P22 (X.400
Standard 1988/92), but it will only use the binary body part (Bilaterally defined Body
part BP14 - Binary data without file information) and the address elements defined
in the 1984 X.400 standard. For example, it will not add the “Common Name” ad-
dress element to the originator’s and recipient’s address. Use the value “IPM84” only
if your partner has problems processing messages that MessageGate has sent to his
mailbox (for example the partner is a Customer of a mail system that only supports
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1984 X.400 Standard or has problems processing the X.400 “Common Name” ad-
dress attribute).

When using “IPM88” (default value for this item) MessageGate will create an X.400
message of type P22 (X.400 Standard 1988/92) and will also support body part BP15
FTBP, that includes the binary data and additional file information (e.g. file name).
MessageGate will also add the X.400 “Common Name” address attribute to the origi-
nator’s and to the recipients’ address in the X.400 message.

If you are using central EDI functionality to send messages the message type will be
defined in the EDI Trading Relation. The central EDI functionality offers in addition
the message type PEDI (X.435) to send the data (EDIFACT document).

2.7.4 X.400 Body parts

The item “Bodypart” defines the mapping of MIME content into X.400 body parts when
sending an X.400 message. It is possible to use the same body part type mapping
(values: IA5-Text, Bilateral Body part 14, ISO-Latin-1) or to map the MIME Content
into equivalent X.400 body part (value: Variable). Variable is the default value for this
item and should only be changed in a Trading Relation if your partner always re-
quests the same X.400 body part and your application is not able to provide the
equivalent MIME content type in all cases.

When sending documents via the central EDI function the mapping of an EDIFACT
document to an X.400 body part will be defined in the EDI Trading Relation.

2.7.5 Encoding of binary data

This item defines whether MessageGate should use MIME Content Encoding Binary
or Base64 when mapping an X.400 binary Body part (BP14 or BP15/FTBP) into an
equivalent MIME Content Type. All Email clients should be able to open BASE64 en-
coded messages. When sending a message MessageGate will accept both types of
Content Encoding.

2.7.6 File format (Format of output)

If the central EDI function is activated this item will define whether an EDIFACT doc-
ument sent by a partner will be delivered in a SMTP structured file or in a Transmis-
sions Set file. This menu item is only available in the base host profile and not in the
Trading Relation profile.

2.7.7 Request Status Report

The menu item "Status Report“ enables you to request the status of transactions (sent
or received messages) and view these directly in the GUI or to download these in a
CSV file or to open this file directly using an appropriate program (for example Micro-
soft Excel). You can restrict the number of displayed/stored entries by entering a
date, by checking the box ,Only failed messages® or using a search string filter when
selecting reports for viewing directly in the GUI.
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Busir X400 ¥WebConfig mgate (49603)

MessageGate Relation :: Request Status Report @

Records since {Format: DD-MMM-5 hhmmiss)

Onlyfailed messages [

Show Status Report Download CSV file
Filter: C’J

Status Report for UserID 49603: generated 18-Feb-2Z009 09:20:4z2
Disposition=all, Direction=Both, Format=History

2.7.8 Configure automatically generated Status Report

You can receive status reports in your MessageGate directory by requesting these
via the MessageGate API or the periodic generation these status reports can be con-
figured via WebConfig. This menu item defines the time when a status report should
be generated (day of week, start time, end time and the schedule). A filename prefix
can be defined for this file. MessageGate will add a timestamp to the file name to

create a unique file name.

Businesshail ¥ 400 :: WehConfig mgate (49603)

MessageGate Relation :: Automatically generated Status
Report #

¥ Enable automatically generated Status Report

Properties i}

Prefix of file name ECD

Days of waek ¥ Wonday

¥ Tuesday

W wiednesday

M Thursday

¥ Friday

¥ saturday

V¥ sunday
Daily start date 0:00 (METIMEST, Farmat R
Daily end date 24:00 | (METIMEST, Format: hh:rmm)
Schedule 30 Minutes (0=Cnly one time at daily start date)
Disposition All -

Direction I Both h I
Format IAI:tuaI vI

Ok Cancel

The content of these reports are defined by the selection criteria used (see also
chapter 2.5 The Status Report).
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2.7.9 EDI Relation

If the central EDI functionality has been enabled for your MessageGate account a
main menu item "EDI Relation* where you can configure your EDI accounts and your
EDI Relations should be displayed. If you want to use the central EDI functionality
you have to configure a minimum of one EDI account. As long as no Closed User
Group (CUG) has been enabled for this account, all your trading partners can send
EDIFACT documents (one document/ interchange per message) to this account.

Businesshail X400 WebhCanfig mgate (19603)

EDI Relation :: Create EDI Account @

EDI Account &
EDIID

EDI Qualifier

Closed User Group I™ tonly configured partner were able to send messages to this EDI Account)

Ok Cancel
If you plan to send EDI documents to your partners you have to configure an EDI Re-
lation for each partner, In this EDI Relation you have to add the X.400 address or an

User ID (Mailbox X.400 internal identifier) to a partner’'s EDIFACT address (EDI ID,
for example ILN/GLN and optionally an EDI Qualifier).

EDI Properties

EDI Relation &

EDI Account [MGATE1 65 -

Partner ECI [T
Fartner EDI Gualifier

EDI Testlag r

#A00 Caontent Type

IPhAGd o
IFkAGE

EDI ~|

Bodypart |45 Text -
Bilateral (Bodypart 14

-

Ok Cancel

For an EDI Relation you may use the optional Test flag in the UNB Header of an
EDIFACT document to differentiate between the live and the test system of your
partner. In this menu section you can define the format of an X.400 message and the
type of body part sent to your partner.
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2.7.10 SMTP Filter

By default there are no restrictions in regard to Internet Email users sending mails to
your MessageGate account. However it is possible to setup a filter in the SMTP-
Gateway to prevent the delivery of mails sent by Internet Email users or restrict it to
configured partner/ domains.

Businesshiail X 400 - WehConfig mgate {(19603)

SMTP Filter :;: Set Status @

Delivery of X400 messages sent by SWMTP Originator I partly disabled « l

Ok Cancel
Using the ‘SMTP Filter:: Add Address’ menu item complete Email addresses or only parts

thereof (for example the domain part) may be configured. If adding partial addresses
no wild card characters should be used (see screenshot).

Businesshiail ¥ 400 : WebConfig mgate {(49603)

SMTP Filter :: Add Address %

Valid SMTP Originator

t-systems.com

Ok Cancel

Please be aware that your configured address filter rules will only be effective if the
‘SMTP Filter:: Set Status’ menu item is set to ‘partly disabled'.
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3 Access via active FTP

3.1 General

For years BusinessMail X.400 has provided an access via active mode FTP (TCP/IP,
Port 20/21) in conjunction with the use of the Batch User Agent (BUA) to upload
(send) data or to download (fetch) data. The access via active mode FTP is now also
available for MessageGate users. Each MessageGate user using this access method
will be configured on the Application server (OpenVMS). The MessageGate directory
will be the login directory. This means that it is possible to directly upload and
download data from the Application server after a login into the FTP account.

MessageGate
FTP Servers
Client User directories
VPN VPN

A FTP access to the BusinessMail X.400 service is possible via ISDN (PPP Dialup),
IPLS/MPLS and Internet (VPN). When accessing the service via the Internet we rec-
ommend the use of https/WebDAV or SFTP (see next chapters).

3.2 Features to note

The BusinessMail X.400 Application server operating system used is OpenVMS and
so there are some distinctive features to note regarding file names. As a Mes-
sageGate user do not use more than one full stop “.” in the file name and use only
supported characters. As OpenVMS uses a multi-version file system, version num-
bers are part of the filename. Some of the FTP clients in use may show this version

extension.

3.3FTP Clients

Any FTP client that supports active FTP to access the BusinessMail X.400 FTP
server can be used, but please be aware that there might be some compatibility is-
sues when using certain FTP clients with extended functions. For example older ver-
sions of the Bitkinex FTP Client have problems to access files unless this is refreshed
in the file manager.
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4 Access via SFTP (SSH)

4.1 General

For network administrators the use of FTP may cause problems because FTP re-
quires two TCP/IP sessions. As an alternative BusinessMail X.400 offers the use
SFTP (part of SSH suite and Port 22) for secure data transfer. As with standard FTP
each MessageGate user will be configured on the Application server (OpenVMS) and
the MessageGate directory will be the login directory. This means that it is possible to
directly upload and download data from the Application server after a login into the
SFTP account.

Telefonnetz,

MPLS

Benutzerver-
zeichnisse des
(S:E;-ri MessageGate
Servers

You can use ISDN (PPP Dialup), MPLS and Internet to access BusinessMail X.400
Application server.

4.2 Features to note

A client accessing BusinessMail X.400 using SFTP will authenticate itself via a user
name and the public key stored on the SFTP host and in turn the host will authenti-
cate itself to the client with his own certificate. Different SFTP clients may use differ-
ent types of public keys (to convert the different types we recommend the use of
puTTYgen which is part of putty and the WinSCP product set). A potential SFTP user
has to provide his public key to the BusinessMail X.400 administration who will store
this key on the respective SFTP systems. A user may provide more than one public
key. On the SFTP server systems each SFTP user has a user specific sub directory
named SSH2 containing his public keys and a file named AUTHORIZATION. The file
AUTHORIZATION defines all the valid keys. We recommend a key length of mini-
mum 2048 bit when using SFTP communication.
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4.3 Recommended SFTP Communication modules

4.3.1 Using Microsoft® Windows 32 Bit Operating systems:

WinSCP

WinSCP is an Open Source client providing FTP and SFTP capabilities in combina-
tion with a Graphical User Interface to transfer and to download data to a SSH
server. WinSCP also offers a Batch mode and a command line interface running in a
DOS window with a command set comparable to those of a standard FTP client to

transfer data.

Configuration:

Create a key pair using the program puTTYgen (Generate) and send the public part
of the key to the BusinessMail X.400 Administration who will store this key on the
SFTP server systems. Store the private key locally to use with WinSCP.

& PuTTY Key Generator

Fle Key Conversions Help

Key
Mo key.

Actians
Generate a public/private key pair
Load an existing private key file

Sawve the generated key

Parameters

Tywpe of key to generate:
(O S8H-1 (RSA) (@) S5H-2 RIA

MNumber of bits in & generated key:

| Generate |

[ Load |

() 53H-2 DSA
1024

Start WinSCP and create a new ‘Stored session’ by entering the Hostname (SFTP
server name - DNS name) or the numerical |IP address (provided by the BusinessMalil
X.400 administration), the user name and the path to the “Private key file”.
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WinSCP Login @@

| Session Session
Sture_d 5E55I0NS Host name: Part number:
Logging |SSH_Host 22 %
Enwironment L L
Directaries . .
SETE rg.sg_r.name. Password:
SCR/Shell |SEH_Test
Connection
Froogy Frivate key file:
Tunnel = - 1
ASSHEMA00_SCR.ppk
_— b i L)
Key exchange
Authentication Frotocol
Bugs File protocol: SFTP v | [V]Allow SCP fallback
Freferences : i
[V] Advanced options
l About.. ] l Languages I Login ‘ [ Save... I l Close l

Use the button ,Login“ to log into the SSH server for the first time. While connecting
to the SFTP server WinSCP will ask for the passphrase for the private key (can be
imported via file in batch mode). With the first session the SFTP server will send his
public key and you are prompted to accept it in order to continue the session.

In menu item ,Preferences - other general options” you can tailor WinSCP to your
requirements.

Tunnelier

Tunnelier is a SFTP client that also offers a Graphical User Interface, Batch mode
and a DOS command line mode. For smaller installations Tunnelier is free - a right of
use must be purchased if Tunnelier is used by 5 or more people or on 5 or more ma-
chines -. Additional licenses have to be ordered.

Compared to WinSCP Tunnelier has a higher throughput and consumes less CPU
time.

Configuration:

Create a key pair using the program Bitvise Global Keypair Management (Generate
New) and send the public part of key to BusinessMail X.400 Administration where the
public key will stored on SFTP server systems. Please verify that there is no space in
the value of the comment field while creating the key pair because the Keypair Man-
ager will export the comment without quotation marks into public key file. And so the
SFTP host is not able to import this key.


http://www.bitvise.com/purchase�
http://www.bitvise.com/purchase�
http://www.bitvise.com/purchase�
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# Bitvise Global Keypair Management |:||E|B|

Y'ou have the following S5H user authentication keypairs:

Slot | Algo...

Bubhkle Bak... InsertTime Comment
ooz et - 952

| -

| >

’ Generate MNew... ] I Modify... ] [ Bemove ]

l Import... ] l Export... ] l Passphrase... ] [ Femowve All ]

Start Bitvise Tunnelier to create a communication profile. Enter the name of the
SFTP server system (DNS name) or the numerical IP address in the “Host® field. In
the field “Username” use the username provided by the BusinessMail X.400 Admini-
stration. In the field, “Initial method* select the slot of the stored key and in the field
“Passphrase” the password of the key.

%% Bitvise Tunnelier - SSHZ Client

Profile: (default profile

% Login | Options | Terminal | SFTP | Services | C25 Fwding | S2C Fwding | SSH | about
Server Authentication
Load Profile
Host | SSH_Host | Username | SSH_TESﬂ |

% Part | 22 |

Initial method |pub|ickey -slot L hd |
Save Profile As

Proxy settings Host key rmanager

Passphrase | |

| |

User keypair manager

[ lssPikerberos 5 Delegation Try gssapi-keyeyx first if available

1)21:11:55.031 Bitvise Tunnelier, a fully featured SSH2 client,

Copyright (23 2000-2009 by Bitvise Limited.

Portions Copyright (20 1995-2003 by Wei Dai,
1)21:11:55.031 Visit www bitvise.com for latest information about our SSH2 products,
1)21:11:55.031 Run 'Tunnelier -help' to learn the supported command-line parameters,
1)21:11:55.093 Loading default prafile.

Under the “SFTP” tab the local directory displayed in the GUI can be configured. A
SFTP session can now be established. When establishing a SFTP connection the
key of the SFTP host has to be accepted.
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Filezilla
FileZilla is an Open Source client for FTP and SFTP comparable to WinSCP.

Configuration:

You need an appropriate tool (for example puTTYgen) to create a key pair (Gener-
ate) and send the public part of the key to the BusinessMail X.400 Administration
who will store this key on the SFTP server systems. The private key has to be stored
locally (Settings - SFTP) for use in FileZilla.

Settings BJ

Select page: Public key Authentication

= Connection . To support public key authentication, FileZilla needs to know the private keys to
=-FTP | | Lise;
Active mode
Passive mode 3
FTP Proxy | Filename Comment Data |
SFTF | DASSHWEMA00_FZ.ppk rsa-key-2009... ssh-rsa 1024 4e:b5:2h:3d:5d:09b:c4 |
Generic proxy
= Transfers
File Types
File exists action
= Interface
Themes
Dateftime format
Filesize format

Private keys:

File lists
Language || | | » |
| = File editing | | ’
Sl e o kortio. |
I Ok - -
Alternatively you can use the Pageant tool from PUTTY to manage your keys,
l Cancel ] FileZilla does recognize Pageant.

Now you can configure the access to the BusinessMail X.400 MessageGate direc-
tory. Enter the name of the SFTP server (DNS name) or the numerical IP address in
the field “Host“ and the user name (provided by BusinessMail X.400 administration)
in the field “Username”. During the first session you have to accept the key of SSH
host.
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% FileZilla - OX
Ele Edt View Transfer Server Bookmarks Help
= |_i_ir__§‘_:" SrEKRY EATEA
Host: éSEH_Host Usaername: :SEH_Cllent Password: [ ] Part: 22\ B
Local site: |\ + | Renote site!
=i Arbeitsplatz
e O (WINAPPRO)
e O (DATAL)
e E: (DATAZ)
e 1 (DATAZ)
e (30 TATRAY bt
Filename # Fllesize | Filetype Last modified Al | Flen.. ¢ Filesize Flletype Last modified = Permissi., = Ow
i Lokaler Date...
el (DATAL) Lokaler Date...
“wE (DATAZ) Lokaler Date... Not connectad to any server
e F! [DATAT) Lokaler Date...
w5 (DATAL) Lokaler Date...
SH: CD-Laufwerk
l CO-Laufwerk
:V;: A\Jyec‘hse!(zlat”. 9 | e
10 directories Empty directory.
ServerfLocal file Cirec...  Remote file Size  Pricrity | Status

Queued files | Failed transfers Successful fransfers

B Olele; empty oo

WebDrive produced by South River Technologies (topical Version 9.13)
Creates a network drive and assign a local drive via SFTP (and also via FTP or
WebDAYV, see chapter 5 Access via HTTPS/WebDAVFehler! Verweisquelle konnte
nicht gefunden werden.Fehler! Verweisquelle konnte nicht gefunden werden.)
to handle it as a local directory.

Configuration:

Create a key pair using the Host Key Manager (Utilities -> Host Key Manager) for ex-
ample with RSA 2048 bit and store the public part of the key in a file and send this file
to the BusinessMail X.400 Administration who will store this key on the SFTP server
systems.

Configure connection > Open WebDrive > New Site - Site Address/URL enter ad-
dress of MessageGate directory and username (provided by BusinessMail X.400
administration).
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™ WebDrive Version 9.02 B|
Ele Utites Help
= (3 Sites Mame
=) BMA00_SSH r
8 o [BMa00_s5H | [ coment |
Site Address/URL
: DConmect
|35H_Host | Offline

E ies...
Server Type Dirive
[2FTP (ssh) v e v

Help

[ Connectatlagin/starup

[ anonyrmous/Public Logaon

Username

[S8H_Test |

Fassword

| |
I New Site ] [NewFolder ][ Delete I [CloneSite ] [¥]Save Password

Assign certificate > Properties - Security - SFTP HostKey - choose Client Host
Key und enter password.

Configuration Cache - Program Setting - Cache Settings - Options - Costum ->
Expire cached files after 30 seconds and Expire cached listings after 30 seconds

Properties

General COptions
&+ Connection Configure caching options
SFTP Settings
= Security
SFTP Hostkey
=- File (O Single User (Fastes!) - assume cached files are up to date
Substitution : : S
File Permissions (O Multi-user - Check with senser to determine if cache files are up to date
= Cache
. Options @Custum—seled cached options below
Advanced

O MNone - download files from server on each access by an application

Cache Files
[*alidate cached files with servers modified time

Expire cached files after (x) seconds 30
Cache Directory Listings
[ |validate cached directary listings with servers modified time

[VlExpire cachad listing after (<) seconds: 30—

'[:I Cache Options
Flush cache files on connect
Flush directory listings on connect

OK. ] ’ Cancel

Enable the option “Enable Directory change notification® so that the client displays
the files that MessageGate stores in the directory.
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Properties

General
= Connection
SFTP Settings
= Security
SFTP Host Key
Substitution
File Permizsions
- Cache
Advanced

Configure filename settings for this Site

[£1 Basic File Options
O Encode filenames in UTF-8
O Show hidden files
[ Hide filenames that startwith period
Use read-onky directory aftribute
O Resume interrupted file transfers
O Cache temporary MS Office files
O Ignore desktop.ini files (assume they don't exist)
Enahkle NTFE File Security (for applications requiring MT security)
Pertarm Cache file Read Ahead
O Cache small writes by applications
O Testforrite Access when files are created.

Stop file downloads when the application closes the file before reading all data

Enahkle Quota Processing

[ Disable explorericon handlerto prevent file dawnload
Setfiles modified time after upload to preserve dateftime
Enakle Directory change notification

{ Ok } [ Cancel ]

MessageGate User Guide

?IX]

4.3.2 Microsoft® Windows 64 Bit Operating systems

All products described in the last chapter will also run on Windows 64bit systems.
South River Technologies WebDrive is also available as a native 64bit Version.

4.3.3 Linux and UNIX Operating system:

SFTP as part of the OpenSSH suite

You need to create a key pair using the program ssh-keygen. For example the com-
mand “ssh-keygen —t rsa —b 2048” will generate a 2048 Bit RSA key to use with SSH
V2. The key files id_rsa (private key) and id_rsa.pub (public key) will be stored in the
hidden subdirectory “/.ssh” within your user directory. Before you send the public key
to the BusinessMail X.400_administration you have to convert it using the following

command;:

# ssh-keygen -e -f ~/.ssh/id_rsa.pub > ~/.ssh/ssh_xxxxx.pub
where xxxxx is the User-ID of your MessageGate account. To connect the SFTP host

use the command

# sftp username@ssh_host_name” (username of VMS account!).
During the first session you have to accept the key of the SSH host

Filezilla

FileZilla is an Open Source client for FTP and SFTP comparable to WinSCP.

Configuration:

The configuration of this client is equivalent to those of the Windows version (see
chapter 4.3.1). The newer versions of this client also include a key generator called

fzputtygen.

4.3.4 Other operating systems

Will be updated in one of the next versions of this user guide.
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5 Access via HTTPS/WebDAV

5.1 General

An alternative to FTP/SFTP access described in the last chapters is the access via
https with WebDAV extension. HTTPS/WebDAYV is the recommended communication
protocol for those customers using Internet to access their MessageGate directory.
Only connections using SSL/TLS (minimum 128 Bit key length, server supports 256
Bit AES) via the Internet will be accepted. The HTTPS/WebDAV access provides
comparable functionality to the FTP command set but with the inherent advantage
that it does not require two TCP/IP (Management and data) channels for a session.
For many customers access via WebDAYV provides a better security concept/ rule
(Firewall, Proxy etc.) than FTP. In addition WebDAV provides the inherent advantage
that remote disks on the WebDAV server system appear to an application as local
disks. Hence the application does not have to be specically adapted to provide the
communication environment. This can be provided by a separate component.

MessageGate
Wel?DAV SSL > Servers
Client | ss/TLS Proxy User directories

To access the directory use the following URL.:
https://webdav.viat.de/~00000nnnnn/

where nnnnn is the User-ID (BusinessMail X.400 internal identifier for a user ac-
count). The forward slash “/” at the end of URL is necessary otherwise the connec-
tion will fail.

To establish a SSL/TLS connection to the application server it is necessary that the
WebDAV client sends a client certificate in response to the SSL proxy request. Busi-
nessMail X.400 will make this certificate available for the MessageGate/\WWebDAYV ac-
count configuration (PKCS12 file and a separate certificate and key file using PEM
format). Using WebConfig (see also chapter 2.7 Communication and Trading Rela-
tion Profile) download this certificate in the menu item “WebConfig Management”.
This downloaded certificate has to be imported into the certificate store of your Web-
DAYV application. By default there is a passphrase configured for the private key (see
the text file associated with the certificate) because most existing WebDAV clients
request a passphrase. If you are using a WebDAV solution that has problems using
passphrases then please make BusinessMail X.400 administration aware of this is-
sue when you request your new account. In such cases a certificate can be gener-
ated without a passphrase. Please be aware that not all WebDAV solutions support
the use of Client certificates. Chapter 5.3 contains information about successfully
tested client solutions and associated libraries, which support Client certificates.
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5.2 Features to note

Customers who only want to receive/fetch messages do not need a communication
module that supports the WebDAYV protocol. These files can be downloaded using a
standard Web browser. The messages/data delivered to the file interface are purged
automatically based on a pre-configured purge time. Customers who need to send
messages require a separate WebDAYV solution.

A customer who orders MessageGate with reduced functionality will only recognize
that a message has been refused (in conjunction with the central EDI function) if the
automatically generated status report is configured in the host profile or if a status re-
port request has been configured via WebConfig.

Thefollowing sections include information about a selection of communication mod-
ules with which MessageGate access has been successfully tested.

See also the description of an Open Source Client, developed for Ruby and available
on different OS platforms; in chapter 7.3 Open Source Client for MessageGate.

5.3 Recommended WebDAYV Clients
5.3.1 Microsoft® Windows 32 Bit Operating systems

= Microsoft® Windows Explorer (Windows 2000 and newer)
Configure a new Web Folder in my Network place.
When using Windows 2003 Server and IE7.0 or Windows Vista you may need to
install the Patch KB907306 otherwise the connection can fail. In Windows 2003
Server you may also have to start Web client service because this service is set
by default to “manually”. At the moment it is not possible to configure net drives
using Windows 7 or Windows 2008 server because the authentication method of
Web server is not compatible.

Configuration:

My Network place - Add a network place = https://webdav.viat.de/~00000... /

Requirement: Import certificate (*.p12) in Windows certs store - |E Explorer >
Tools = Internet options - Content - Certificates - Import
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Generall Seu:urit_l,ll Privacy Content | Eu:unneu:tiu:unsl P'ru:ugramsl .-’-'-.dvanu:edl

— Content Advizar

Fiatings help you control the Intermet content that can be
@' viewed oh thiz comnpter.

Enable... | Settinms... |

— Certificates
% Ilze certificates to pozsitively identify pourself, certification
@l authoritiez, and publizhers.

Fublizhers. ..

— Perzanal infarmation

s AutoComplete stores previous entries AutoComplete. .
Eﬁ and zuggests matches for you. =

ticrozoft Praofile Azziztant stares pour My Profile..
perzonal infarmation. 2

E

2k, | Cancel | Spply |

Microsoft® Internet Explorer (IE 6.0 SP1 or 7.0)

When using Windows 2003 Server and IE7.0 or Windows Vista you may need to
install Patch KB907306 otherwise the connection can fail. In Windows 2003
Server you also have to start Web client service because this service is set by
default to “manually”. IE 8.0 does not offer this option.

Configuration:

Open - File > Open - Open as Web Folder - https.//webdav.viat.de/~000.../
while using the address described in chapter 5.1.

open 2/ x|

Type the Interet addreszs of a document or folder, and
[nternet Explorer will open it for you,

Oeen: | pitps: //webdav. vist. de/ 0000049503 |
¥ Open az web Folder

k. I Cancel | Browsze. .. |

Requirement: Import the certificate (*.p12) into the Windows certs store (see
Windows Explorer).

WebDrive produced by South River Technologies
Creates a network drive and assigns a local drive via WebDAV (and also via FTP
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or SFTP) to make the remote directory appear as a local directory.

Configuration:

MessageGate User Guide

Configure connection - Open WebDrive - New Site - Site Address/URL enter
address of MessageGate directory, and for the Username and Password fields
provide the login values supplied by the BusinessMail X.400 administration.

™ WebDrive Version 9.02

File Utlities Help

| = [ Sites

) BM400_DaY

| MNew Site | ’ MNew Folder ]’ Delete ] ’ Clone Site ]

MName
[BMAD0_DAY || connect |
Site Address/LIEL
- ) DCDnned
!https:,-",-"webdav.viat.de,-"”ﬂﬂﬂﬂﬂél%%f | Offline
= ies...
Server Type Drive
[webDAY v (v ¥
[ ]connect at lagin/ startup
[ JAnonymous/Public Logon
Usemame
test WEBDAY |
Fasgsword
[ |
Sawve Password

Import of certificate - Program Settings - Certificate Management - Certificate
Manager - Import - Import from separate files: enter certificate and key file and
password and assign a name for this certificate
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Import Certificate @

() Import ry Certificate and Private Key from a singls file (PKCS#12)

Filename:

@lmpun my Certificate and Frivate Key from separate files
Certificate filename:

C\OpenSSLyhini 149603 _cert pern L]

Impor Private Key Information also:
Private Key filename:
C\OpenSSLibini 0143603 _key pem IL.]

Frivate Key password: Canfirm password:
-t C

Enter a name used to identify this Cedificate in the systam

\BMA00_DAY

’ Import ] ’ Cancel ]

Choose certificate in Properties of site (Security > Certificate)

Properties

Certificate

General

= Connection Select a client cerificate to connect to servar with
HTTP Settings
Dan

= Security
'-:-:Eﬁifiliﬁ-‘-'? Client Certificate to connect to server with
Encryption

= File o | BEMAD0_Day v|
Substitution

- Cache

~Advanced

Passwaord for Certificate

o< J[ cencer ]

Configuration Cache - Program Setting - Cache Settings - Options > Cus-
tom - Cache File expires after 30 sec., Cache Directory Listings expires after 30

SecC.
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Properties

General
= Connection
HTTF Settings
DAy
= Security
Cerificate O Single User (Fastest) - assume cached files are up to date

Configure caching options

Encryption
= Fila () Multi-user - Check with server to detarming if cache filas are up to date

Substitution

& Cache (@) Custom - select cached options bhelow
=

Neahcad (C)Mone - download files from server on each access by an application

[V] Cache Files

[ validate cached files with servers modified time

[W] Expire cached files after (¥) seconds 30

Cache Directory Listings

[]validate cached directary listings with servers modifiad time

Expire cached listing after (<) seconds |30

|2 cache Options
Flush cache files on connect
Flush directory listings on connect

[ox [ coneel ]

Enable the option “Enable Directory change notification“ so that the client auto-
matically display the files that MessageGate places in the directory.

Properties L7 [X|

= Connection Configure filename setiings for this Site

HTTF Settings
DA

= Secutity
Cerificat
Eﬁcl Icifn [Z1 Basic File Options

= File R O Encode filenames in UTF-§

A [ Get source document instead of rendered document
Substitution ! :

#- Cache [ Show hidden files

Achsanced O Hide filenames that start with periad

Use read-only directary attribute

O Resume interrupted file transfers

O Cache temporary MS Office files

O Ignore desktop.ini files (assume they don't exist)

Enahble NTFS File Security (for applications requiring NT security)
[ Cache small writes by applications

O Test forrite Access when files are created.

Stop file downloads when the application closes the file before reading all data
Enable Quota Processing

[ Disable explorer icon handler to prewvent file download

Setfiles modified time after upload to preserve dateftime

n

o [ coee

= BitKinex produced by BARAD-DUR, LLC. (present Version 3.1.1)
WebDAYV Client (also supports FTP) provides Graphical User Interface and a
Batch mode option.
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Configure connection - Select http 2 Right mouse click or Data Source - New
- http/webdav > Assign name—> Properties - Server

"{& EM400 Properties

=-E% Data Source
o B Lavout
,_—;_,..5;
LA Site Map
- Cornections
=-&¥ Transfers
B overwrite Rules
[ Name Conwversio

Serveraddress:

Iwebdav.vi at.de

The port number can be specified using a colon separatar
{ 2.0 wanawe.myserver.com:80 ).

2] ASCI Mode Secury: |S5L =
&1-[8] HTTP Protocol
’} Advanced Autharization
- [@] WwebDav Extension User IMGTESTER
- e WoOre Ser
Password: I"""
A | I
0] I Abbrechen Hilfe
Server address: webdav.viat.de
Security: SSL
User + Password: Provide login data
- Site Map
"% BM400 Properties x|
E-3% Data Source = Site Map
o Bl Layout
-8 Server Path Twpe
Lo Site Map e
----- @ connections
E-4¥ Transfers
- [Br Overwrite Rules
[y Mame Conwversio
LE ascH Mode
£-[¥] HTTP Protocal
LA Advanced
----- (@] webDay Extersion
----- - More /00000496037
The location specifies: IDII’EdDry MwehDAN-compliant) LI
Al | Update | Bemowve I Remowe All |
[ Automatically update the list (non DAY dirs. anly ). Export |
‘ | I

Hilfe

Ok |

Abbrechen |

Path: /~00000nnnnn/ - (nnnnn is User-ID)

Configure certificate > File = Option = Security > Own certificate
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il
=-[F Main B Own Certificate

¥ Bandwidth throthe

-8 User Interface Certificate

El Control window
Browse Windows
[ File Editing

# Requests

LY Resumption / Rer Inte und Einstellungenitester\Eigene Dateienthpm-webdav_key.pem 7
Default Parameter
O advanced

Inte und Einstellungenitester\Eigene Dateienthpm-webdeaw_cert pem -

Frivate key

Private key passphrase;  |**""e®
E-S Security (S5L/S5H)
(51 own Certificate
..... © FrewalProxy Certificate info [Mew certificate

----- e [MOre

(0]4 | Abbrachen Hilfe

Extract certificate and key file from the archive and enter the path for both files
and the passphrase for the key file.

Double-click on the host entry to open Bitkinex FileManager.

~test.de &1, My Computer &1 =10 il
Fle Edit DataSource Tools Bookmarks View Help

he v| @Reﬁesh v| g lﬁ'Up ‘§| |v /r\‘Fi\ter V‘ Q|

§s Securep 7.y

3 securepZviattestde # [ /-0000049603/] il | & My Computer #1 [ D:Webdaui ] o2~ |3
securep? viat-test.de | Name Type | Time -~ Name + | Size | Type - |
=3/ &1, Parent Cirect.., (3. Parertt Cirectory
B3 ~0000049603  |C1.dav Dateiordner 13.11.20 [Tlbasesd.exe 651KB Arwrendung
L] .dav boot.ini 211byte(s) Konfiguratic.. 03.12.20 3 BASES4_error.zip 6,15 KB WinZip-Datei
m_7i00eg0hcdi0797¢.out 12,58 KB JOUT File 131220 be00bdad.0 4,08 KB O-Datei
m_7i00egOhedio 7974, oLt 2,30 KB AOUT File 13.12.20 > EDIFACT_070814000100.edi 923 byte.. EDI-Datel
m_bB50aglhbuodedsc.out 162ZKB QU File 301120  [Bgen_vpexe 1L,72MB Anwendung
m_bBs0agohbucdessd.out 5,69KB JOUT File 30.11.20 . |Erpm-webday.cer 960 byte... Sicherheitszertfkat
m_bB50agihc Jodedte oLt 2,21KB {OUT File 03.12.20 ‘ hpm—webdav.plz 2,50 KB Privater Informationsaust...
m_bB50agohc3odesef.out 207 KB QLT File 03.12.20 w hpm-webdav_cert.pem 4,05 KB PEM-Datsi
m_b850agohcJoded7L.out 2,13KB {OUT File 03.12.20 ) hpm-webdav_csr.pem 103KB PEM-Datei
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Bitkinex also provides a command line mode (no GUI) so it would be possible to
integrate the module into existing EDI solutions.

= Mozilla Firefox 3.0.x for Windows with Add-on ,,Open as Webfolder 0.22“
The Add-On “Open as Webfolder” uses the Windows Explorer functionality to up-
load files to MessageGate and to delete files in the directory. The better ap-
proach would be to use Windows Explorer directly. There is no WebDAV Add-On
for the Linux version of Firefox.

= Onion (WebDAV C++ Library)

There is no active support for this library at the present time.

= Neon (WebDAYV C Library, most WebDAYV Clients where developed based
on this library)

Library is updated frequently.

5.3.2 Microsoft® Windows 64 Bit Operating systems

All products described in last sections will also run on the 64bit Windows. South River
Technologies also offers WebDrive as a native 64bit version.

5.3.3 Linux and UNIX Operating system:

= Cadaver
Cadaver is command line based Client which provides almost the same function-
ality (commands, syntax) as provided in FTP command line based Clients for
Linux and Microsoft® Windows.
One has to first import the client certificate using the command “set client-cert
certifikatename.p12”. When connecting to MessageGate the Cadaver Client ini-
tially prompts for the certificate passphrase. Consider obtaining a certificate with-
out a passphrase from BusinessMail X.400 administration.

= Kongqueror (Web und Directory Browser for Linux)
Assign address ,webdavs://webdav.viat.de:443/~xxxxxx".
In older Linux versions you may encounter problems with IP V6 support. If this is
the case you should disable this feature.

Configuration:

Requirement: Import client certificate in Setting - Configure Konqueror - En-
cryption = Your certificate.

You now have to configure this certificate to be the default or select that Kon-
queror always prompts for a client certificate.

Newer Linux distributions (SUSE and 9.3 and newer) include features to config-
ure a web folder using Konqueror.
In SuSE Linux select Network browser - Add network folder > Web folder:

- Enter a name for this folder
- Enter the username of your WebDAV Accounts
- Enter server ,webdav.viat.de“
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- Enter Port 443

- Enter folder ,~00000nnnnn“ where nnnnn is User-ID of your MessageGate
Account

- Encrypt session

DAVfs (File system for Web folders based on WebDAYV protocol)
Installation kit for Debian and Ubuntu but after installation necessary libraries
DAVfs will also run on SuSE Linux.

Required libraries DAVfs will also run on SUSE Linux.

For a separate installation description see http://www.service-viat.de

Please be aware that the file system has to be unmounted before a server
shutdown!

Sitecopy (Program to map the content of local directory into MessageGate
directory and vice versa)

Starting Version 0.16.3 the configuration might be:
site webdav
server webdav.viat.de
protocol webdav
username <Username>
password <Password>
client-cert </path/to/cert.p12> #in man-page not listed!
remote /~<User-ID>/
local /<localer/pfad>/
http secure

Onion (WebDAV C++ Library)
There is no active support for this library at the moment.

Neon (WebDAYV C Library, most WebDAYV Clients where developed based
on this library)

Library is updated frequently.

5.3.4 Other operating systems

Neon (WebDAV C Library, most WebDAYV Clients where developed based
on this library) available for Unix OS

Library is updated frequently

Sitecopy (Program to map the content of local directory into MessageGate
directory and vice versa)

Starting Version 0.16.3 the configuration might be:
site webdav
server webdav.viat.de
protocol webdav
username <Username>
password <Password>
client-cert </path/to/cert.p12> #in man-page not listed!
remote /~<User-ID>/
local /<localer/pfad>/
http secure
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6 AS2 and MessageGate Process

6.1 General

The AS2-Gateway users are not aware that they are using MessageGate because
AS2 communication is serviced by a module called ComAS2 (Java communication
module offered by Compinia GmbH & Co. KG for different Operating systems, e.g.
Windows and Linux). The MessageGate process accepts AS2 documents received
via ComAS2, creates X.400 messages and send these to the respective partners.
X.400 messages destined for an AS2 user are forwarded directly by MessageGate to
ComAS2. ComAS?2 in turn transfers these documents using EDIINT AS2 protocol to
the configured URL of the customer’s application. MessageGate also maps X.400 re-
ports to AS2 MDN and vice versa. Depending on the configured gateway mode the
AS2 MDN will be mapped into X.400 Receipt Notification or X.400 Delivery Notifica-
tion.

If the gateway mode is “Agent” (Default) MessageGate will send a requested X.400
Delivery Notification when message was provided to the AS2 communication module
(ComAS2) for delivery to the customers AS2 solution. A MDN sent for this delivery
would be mapped into a Receipt Notification (Read Notification - Status in Report is
,Read") if requested by the X.400 partner and enabled by the AS2 user. If the gate-
way mode is “Agent” the AS2 user has access to several useful features in WebCon-
fig, e.g. Overrun and automatically generated Status report.

The gateway mode “Transfer” should be used only if the AS2 user is not a customer
of BusinessMail X.400 and such does have the ability to use WebConfig and the ex-
tended features of the AS2 gateway. In this case the X.400 user orders and pays for
the AS2 connection. For this X.400 user it is important that the MDN sent by the AS2
partner will be mapped into a Delivery Notification (Status in Report is ,Delivered®). A
requested RN will be ignored and the Overrun functionality is disabled. When using
gateway mode “Transfer” the X.400 Standards will define the message expiry time
out values.

Both ComAS2 and MessageGate support the MIME content type “Multipart mixed”.

While using the BusinessMail X.400 AS2-Gateway an AS2 user’s X.400 partners al-
ways appear as AS2 partners and vice versa, an X.400 user’s AS2 partners appear
as X.400 partners without any restrictions with regard to the respective transport pro-
tocol used.

EDIINT AS2 (RFC4130) is a Peer-to-Peer protocol so that the AS2 user has to as-
sign a separate AS2 ID for each of his partners. If he wants to communicate with
X.400 partners via the AS2-Gateway he also has to assign AS2 IDs for these part-
ners. This AS2 ID will be mapped in the AS2-Gateway based on the host trading pro-
files to the X.400 address of a partner and this address will be used when sending
X.400 messages.

An AS2 user can also use the BusinessMail X.400 central EDI functionality to send
EDIFACT document to X.400 partners or to receive EDIFACT documents when as-
signing an AS2 ID. Such an AS2 user will only need one AS2 ID to communicate with
several partners because the central EDI function will use the header information in
the EDIFACT documents to find the partner’'s X.400 address.

Please be aware that there is a feature to note in the central EDI functionality of
AS2-Gateway that causes a difference to MessageGate or EDIBOX (special
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mailbox type) behaviour. It is possible to send a Transmission Set file includ-
ing several EDIFACT interchanges but in this case the AS2-Gateway is not able
to send a MDN based on DN or RN. Each interchange will result in a separate
X.400 message so that the mapping of reports is not possible. The AS2-
Gateway will send the MDN after the MTA had sent the messages. So use a
Transmission Set file that includes only one EDIFACT interchange if you need
the correct mapping of reports.

The MessageGate process also adds the X.400 addresses in the TO: and FROM:
elements of the AS2 MIME Header. These elements are not necessary in the AS2
communication where AS2-TO: and AS2-FROM: are used to define recipient and
sender. However in conjunction with the central EDI functionality it is these elements
that provide the AS2 users with information about the sender of the EDIFACT docu-
ment.

6.2 Differences between MessageGate and AS2 users

The following pages describe an AS2 account configured for MTA mode “Agent”
where the AS2 user has access to WebConfig. In MTA mode “Transfer” the menu
items EDI relations, Overrun and automatically generated Status report will be not
available. By default in MTA mode “Transfer” there will be only one relation between
an X.400 user who is a customer of BusinessMail X.400 and his partner using an ap-
plication that only supports AS2 and who is not a customer of BusinessMail X.400.

For the mapping between MDN and X.400 Reports and vice versa the “Mes-
sageGate” process uses the same database relation (Trace_Tab) to store the mes-
sage status information. An AS2 user can also request a ‘Status Report’ in the Web-
Config GUI (View/Download) or configure the delivery of ‘Status Reports’ via the AS2
protocol from a preconfigured AS2 ID process (for more details about the format of
the entries see end of chapter). MessageGate will not delete the database entries
once the transaction (data transferred and report sent) is completed. The entries will
remain in the database until the end of the entry lifetime (determined by the purge
time). The “Purger” process runs several times a day and deletes the entries that
have reached the end of their lifetime (default is 240 hours = 10 days, this can be
configured individually on customer request).

If the “Purger” process deletes an entry of a transaction that has not yet completed
(for example a requested RN has not yet been received and ComAS2 has not been
able to send an asynchronous MDN) the final status will be set to “failed”.

The mapping between X.400 and Reports is configured in the WebConfig menu item
“AS2 — X.400 Relation: Default Properties” or in the Trading Relations. There are
some other additional options configured in “Default Properties”:
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AS2-X.400 Relation :: Default Properties %

User

HA00 Address  cn=asl tester, g=as2; s=tester; o=testag; n-id=2049639; a=VIAT-ASZ, c=DE

Properties of AS2 User ﬁ

MT& Mode [Agent

AS2ID AS2Tester001

LRL hitpras 2 testag.de: 40800
Cetificate Alias as2test]

Email Addrass as2@testag.de
Inactive []

Enahble 452 Bypass [

Duplicate Check v

Furge time {"’J 240 Hours

Send Timeout Message (20 11440 Minutes (0-65535, 0=Unlimited Retries)

Send Timeout MON &2 1440 Minutes (0-65535, D=Unlimited Retries)
Receive Timeout MON £ 0 Minutes (0-65535, 0=no Refries)
Max. numkber of retries {"J 0 {0-127, 0=nho Retr

Default Properties: X.400 = AS2 ﬁ

Compress vl
Sign SHAT A
Encrypt AES v

RequestMDN  []
Sign MON v

MOM Transter  asynchronous HTTF %

Apart from the configuration of the AS2 ID and the URL of his AS2-application the
customer can define how the AS2-Gateway should react if problems occur when de-
livering messages or reports to the customers application. One can configure how
long the AS2-Gateway should try to deliver a message before moving the data of this
transaction into the Overrun directory for manual intervention. A user can manage
the entries in his Overrun directory using WebConfig to either download the message
user data, delete it or to reactive the transaction.
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AS2-X.400 Relation :: Overrun directory

Filter:
Time Message Status Download  Actions
17.02.2009 15:86:39  P3P3EGOJIHOAFE59  send errar- bypassed H resend  delete
17.02.2009 16:03:59  P3P3EGOJZHP4FESA  hypassed H resend  delete
20022009 13:38:41 P3PIEGOJZEMAFEET  hypassed H Send EM  resend  delete

Frarn: "G=iprm;B=tester,O=testag A=viaT-test C=de"
49637 @viaT.de

Order-ID: P3P3EGOJ2MAFSET

Message-10: 5 090220

MTS-I0: CBYFA59011 DOFFA30000B09A
Received: 20-Feb-2008 13:38:41 +0100

ASZ-ID: ipmtester_ 49637

ASZ-Status: bypassed

The entries in the Overrun directory are available until the “Purger” process deletes
the entries in the database relation (Trace_Tab). If a message stored in the Overrun
directory had been reactivated, the AS2-Gateway will try to deliver it if the switch “AS2
Bypass” is still enabled. In such a case the message will only be moved into the Over-
run directory if the send timer has expired.

The parameter “Send Timeout MDN” defines how long the AS2-Gateway will try to de-
liver an asynchronous MDN to a customers AS2 application before it will set this
transaction status to “failed”.

The next two parameters define whether the AS2-Gateway should retransmit a mes-
sage if the requested asynchronous MDN has not been received in time (parameter
“Receive Timeout MDN”) and how often the AS2-Gateway should retransmit the mes-
sage. If the parameter “Max number of retries” is set to “0” the AS2-Gateway will directly
move the message into Overrun directory after the Receive Timeout MDN timer has
expired. If the parameter “Max number of retries” value is not “0” the AS2-Gateway will
resend message as often as defined and then move the message into the Overrun
directory.

“Inactive” a customer can temporarily interrupt the delivery of messages and reports
(for example when replacing certificates).

If there is a bigger problem or a longer downtime of a customer’s application is expe-
ceted, setting the option “Enable AS2 Bypass” means that all the customer’'s messages
will be moved into the Overrun directory for manual processing.

When the parameter “Duplicate Check” is set the AS2-Gateway will not forward mes-
sages that a customer’s AS2 application has sent twice.

There are some AS2 specific parameters AS2 account properties but most parame-
ters for the mapping between AS2 documents and X.400 messages are equivalent to
those of the MessageGate file interface users.
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¥X.400 Properties

Properties i;'

Send requested asynchronous IWhEﬂ Message was delivered (D) =]
i
Feceipt Motification " ignored
requested in X 400 messages & send, if client had sent notification
should be
Message Expiration 1440 Winutes
#.400 Content Type |IPMB4
Bodypart A5 Text ;I
Bilateral (Bodypart 14)
IS0 Latin 1
Depends on context (variakle)
Encode hinary data
hasehd
Ok Cancel

To conform to the AS2 Standard there are four possible values for the menu item
“Send requested asynchronous MDN*:

¢ Immediate > Send asynchronous MDN as soon as the message is delivered
to the MessageGate process

e When Message has been sent 2 Send asynchronous MDN if the X.400 mes-
sage has been sent and the MTA has generated a Message-ID. This Mes-
sage-ID will set within the MDN (X-MPDUID or MTS-ID).

e When Message has been delivered (DN) - Send asynchronous MDN if the
X.400 message has been delivered to the partner’s mailbox. This also implies
the request for a Non-Delivery Notification!

e When Message has been processed (RN) - Send asynchronous MDN if the
message has been processed by the partner’s application (read/fetched). This
implies the request for a Delivery Notification but a DN is only visible in a sta-
tus report.

When choosing the value “Immediate” or requesting a synchronous MDN the AS2 user
only has the information that the documents were accepted by the AS2-Gateway, but
he cannot deduce whether there were problems sending or transferring the X.400
message to the recipient’s mailbox. Using the setting “when message was sent” an AS2
sender only knows that the respective X.400 message has been sent, as he will re-
ceive the MTA message identifier X-MPDUID, but he does not know whether the
X.400 recipient has received the message or not.
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We recommend using the setting “when message was delivered (DN)” (default for this pa-
rameter). In such a case the receipt of a positive MDN by the AS2 implies that the
message has arrived in the partner’'s mailbox. Choosing the setting “when message was
processed (RN)* the AS2 user can receive the information that the partner has proc-
essed the message (read/fetched), but the X.400 partner needs to create and send
the Receipt Notification in time. Otherwise the AS2 application has to wait too long
causing alarms or unnecessary retransmissions.

When an X.400 user sends messages to his AS2 partner the “MessageGate” proc-
ess will send a requested Delivery Notification to the X.400 originator after the mes-
sage has been transferred to ComAS2. ComAS2 will try to send the document via
the AS2 protocol. If the customer’s application is not available ComAS2 will retry
transmission dependent on the configured timers (Send timeout, purge time) and in-
crease the interval for every retry as long as there is an entry in the Trace_Tab. The
maximum retry interval is 1 hour.

To give X.400 users the possibility to check the delivery of documents to AS2 partner
they should request a receipt notification (RN). In the partner profile of the AS2 user
the item “Receipt Notifications requested in X.400 messages should be“ should be set to “Send"
so the MessageGate process will create the RN based on the MDN send by Cus-
tomer’'s AS2 application.

Please be aware that the sending of Receipt-Notifications is a chargeable item
(added to transfer volume)!

As has already been mentioned the AS2 user can use WebConfig to request status
reports (view or download) or to configure the delivery of status reports via AS2. The
first parameters of the status reports entries are equivalent to those of the file inter-
face. However there are some AS2 specific parameters added to these entries to de-
scribe the status of AS2 transaction:

Here are the details of those additional parameters:

AS2-ID: AS2 |dentifier of X.400 Partner

AS2-MIC: Message Integrity Check identifier sent in Message Header when
requesting signed MDN

AS2-Status: Possible values are:

(MDN) not yet send - temporary status of message (Transaction
X.400 - AS2) or asynchronous MDN (Transaction AS2 - X.400)
which MessageGate transferred to ComAS2

(MDN) still sending - Message (Transaction X.400 -> AS2) or
asynchronous MDN (Transaction AS2 - X.400) still in ComAS2
retry queue

(async MDN) sent - Message (Transaction X.400 -> AS2) or
asynchronous MDN (Transaction AS2 - X.400) has been sent

sync MDN sent - synchronous MDN has been sent (Transaction
AS2 - X.400)

sync MDN received - Message has been sent (Transaction X.400
- AS2) and synchronous MDN has been received

async MDN requested - Message has been sent (Transaction
X.400 > AS2) and asynchronous MDN has been requested

async MDN received - Message has been sent (Transaction X.400
- AS2) and asynchronous MDN has been received
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deleted by order > Message (Transaction X.400 - AS2) has been
deleted in Overrun directory by user request (in WebConfig).

bypassed - Message (Transaction X.400 - AS2) has been moved
directly into Overrun directory because ,AS2 Bypass*“ had been
enabled.

send error — bypassed - Message (Transaction X.400 > AS2) has
been moved to Overrun directory because send timer had been
expired.

send error — discarded - Message (Transaction X.400 - AS2) has
been discarded in case of time out (only in Transfermode)

async MDN missing - bypassed - Message (Transaction X.400 -
AS2) was sent via AS2 but requested asynchronous MDN did not
arrive in time. The message will be moved into Overrun directory.
Depending on the setting of the parameter ,Retries” the message
transmission may be attempted several times (see also Sentcoun-
ter).

async MDN missing - discarded - Message (Transaction X.400 -
AS2) was sent via AS2 but requested asynchronous MDN did not
arrive in time.. The message has been discarded (only in
Transfermode). Depending on the setting of the parameter “Retries”
the message transmission may be attempted several times (see
also Sentcounter).

send again requested - temporary status when reactivating a
message (Transaction X.400 - AS2) transmission that was stored
in Overrun directory.

error > temporary status if timer has expired but the message has
not been moved yet into the Overrun directory

AS2-Lastsent: Timestamp of the AS2 submission

Sentcounter: Shows how often AS2-Gateway has sent this message (Retries if
timer for requested asynchronous MDN has expired)

When requesting format ,CSV-C* or ,CSV-S*, the CSV file will show the following
additional fields (in addition to those already defined in the chapter):

Field name: Explanation:

AS2-ID AS?2 Identifier of X.400 Partner

AS2-MIC Message Integrity Check identifier within quota-
tion marks sent in Message Header when re-
questing signed MDN.

AS2-Status Possible values see above (within quotation
marks)

AS2-Lastsent Timestamp (UTC/GMT) of the AS2 submission
(yyyy/mm/dd hh:mm:ss) (without quotation
marks)

Send_counter Shows how often AS2-Gateway has sent this
message (without quotation marks)
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MDN_expected Timestamp (UTC/GMT) the AS2-Gateway ex-
pects requested asynchronous MDN

(yyyy/mm/dd hh:mm:ss) (without quotation
marks)
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7 Implementation of MessageGate solution

7.1 Using Standard E-Mail Clients
7.1.1 Using Outlook Express

Outlook Express can be used for a first test of the MessageGate functionality to cre-
ate a message and to send it via MessageGate or to analyze a delivered message
and its attachments. Outlook Express provides the capability of storing a message in
a text file (Extension *.eml) or to import such a message file.

First configure an E-mail account in Outlook Express and enter the X.400 address in
the “Display name” parameter (separate address fields using a semi colon “;” and do
not use quotation marks for the address) and for Email address User-ID@yviat.de or
x@yviat.de where User-ID is the local identifier of MessageGate account (e.g.
58111@viat.de). In the fields “Incoming mail server” and “Outgoing mail server” enter

“test” because these values will be not used.
Now add a partner address into contacts and enter the X.400 address in last name

(separating the x.400 address elements by using semicolons “;” and not using quota-
tion marks for the address) and enter E-Mail address using User-ID@yviat.de (e.g.
58111@yviat.de) or x@yviat.de. For the first test use the address of your own Mes-
sageGate account so that you receive your sent test message directly in your own di-

rectory.

You are now in a position to create a message and adding configured contacts.
Please set the format of the message to plain text. Now add all types of attachments,
a selection of characters in the text part of message and a subject. Store the mes-
sage using “File > send later” into Outbox. Open Outbox, select mail, choose “File >
Save as...” and define the name and the path where text file should be stored. Out-
look Express will not add a message identifier in a draft message so you should use
a file name/order identifier (e.g. M_test00001.eml) that is also usable in an X.400
message identifier. Rename the file to “*.tmp” or upload it directly to the Mes-
sageGate directory using FTP or https/WebDAV. When the file transfer is finished
rename the file to “*.IN” so that MessageGate processes this file and sends the mes-
sage. If you have addressed your own account you will find a “M_*.OUT” file in your
MessageGate account directory.

You can now download this file, rename it to “*.eml” and open it with Outlook Ex-
press. You will see that the message identifier of this mail is the original Order-ID.
Outlook Express will be able to handle binary attachments where the content encod-
ing is Base64 or Binary. You can configure the encoding used for a message in the
base communication profile or in the partner profile.

7.1.2 Using Mozilla Thunderbird

Using Mozilla Thunderbird it is also possible to create a message for a MessageGate
test and to store this in a text file. Thunderbird adds a message identifier when stor-
ing a draft message but will not open attachments of imported messages if the con-
tent encoding is Binary.

You should first configure a user account and enter User-ID@yviat.de (e.g.
58111 @viat.de) or x@viat.de in the field Email Address. For the field “Your name:”
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you should use the X.400 address of your MessageGate account (separate the
X.400 address elements using a semicolon “;” and do not use quotation marks for the
address). For the field “Incoming server” you may use the string “test” as this value is

not used.

You can now add a partner address into the address book by entering the X.400 ad-
dress (separate the X.400 address elements using a semicolon “;” and do not use
quotation marks for the address) in the field “Display” and User-ID@yviat.de (e.g.
58111@yviat.de) or x@yviat.de in the field “Email:”. For the first test use the address of
your own MessageGate account so that you receive your sent test message directly
in your own directory.

You are now in a position to create a message and adding a configured address.
Please set the format of the message to plain text (Options >Format - Plain Text
only). Now add all types of other attachments, a selection of characters in the text
part of message and a subject. Store the message using “File > send later” into Un-
sent. Open Unsent, select mail, choose “File - Save as...~> File” and define the
name and the path where text file should be stored. Rename the file to “*.tmp” or up-
load it directly to the MessageGate directory using FTP or https/WebDAV. When the
file transfer is finished rename the file to “*.IN” so that MessageGate processes this
file and sends the message. If you have addressed your own account you will find a
“‘M_*.OUT” file in your MessageGate account directory.

You can now download this file, rename it to “*.eml” and open it with Thunderbird.
You will see that the message identifier of this mail is the original Order-ID. Thunder-
bird is not able to handle binary attachments where content encoding is Binary. You
have to configure that encoding BASE64 will be used when delivering messages in
the base communication profile or in the partner profile.

7.2 Designing a MessageGate solution

There are many libraries and tools available to process SMTP/ MIME syntax for a
large number of Operating systems and programming languages (both commercial
and open source). Hence creating and processing message files should not pose a
problem.

Please invest some time in the design of your solution with regard to the handling of
unsuccessful transactions. X.400 provides different kinds of reports/notifications for
you to implement the tracking of the message transaction status. MessageGate will
provide this information in Status Reports.

If you do not want to check the delivery of a message you should at least check the
Non Delivery or a possible send failure and handle this condition in your application
(alarming or resend). If you use the central EDI function we also recommend check-
ing if incoming messages/ EDIFACT documents were refused by the “MessageGate”
process. All this information can be found in the Status Reports.

7.3 Open Source Client for MessageGate

An open source MessageGate client (EDI4RCOM) developed in conjunction with the
FH Wiesbaden should provide small and medium companies the possibility of imple-
menting access to MessageGate and the whole X.400 network without a large capital
investment for this implementation. The respective client uses Internet and
https/WebDAV to send and/or receive messages or EDIFACT documents.
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The client was developed using Ruby on Rails and which is supported on most oper-
ating systems (Windows 32/64 bit, Linux, UNIX, Max OS etc.). Ruby compared to
Java has the advantage that it only allocates memory if the application is started.

The client contains a communication module (on Linux OS this is represented by a
daemon; in Windows it has not yet been implemented as a service), a Web based
configuration tool (uses the Ruby on Rails integrated Web server module or an al-
ready existing server) and an interface to a database (SQLite3 database is included
but the client supports other databases, such as MySQL). The client was developed
as an extension for the open source library EDI4R that provides implementation
framework for EDI applications.

g EDI4RCom-Server
Unternehmens-
MessageGate Anwendung
Vereichnis WEB Server
Datenbank Tracking &
Banutzerverwaltung Tracing
- Visualisierung
Internet Gber
https/WebDAV Internes
Webanwendun — .
9 B Firmennetzwerk
r=—==—==7777 |
1 " "
Eingabemaske fir | Anwendungs-
Verzeichnis- Ag:;;ng; : Minsilungen : konfiguration
Uberwach D sfer Ausgehend —_ i
s Mitisilungen
N Adressdaten-
| Veszeichnis- | Verarbeitungs{ Entremung
':berwachu;g Prozess eingehende +
Eseaneiize Mitteilungen - -
Lokales Ubergabeverzeichnis
~ Fehlerbehandlung
FE & B
wachung Alarmiening

The Web based management tool is able to manage several communication proc-
esses which can run on different servers in a customer’s network. The communica-
tion module frequently checks the MessageGate directory and downloads new mes-
sages/data to a local directory. It also checks the local directory to upload messages
or EDIFACT documents to the MessageGate directory.

MessageGate Dateischnittstelle

3 @,123457001,”"9 @7X3973232.0UD 67010720087123.0UD

Upload. gines
Dokuments

f

Speichern von

Erganzung um eigene

M_12345_001.1N

/' Erganzung um

| Adress DB | Status DB
,-’Adressmformahonen

~-Werarbeitungs-
informationen.

Entfernen der Adressinformationen.

( Konfigurationsdatei (

Anpassen des Dateinamens .
M_12345_4302.0UT Spachen von
--Merarbeitungsinformationen

S_01072008_123.0UT

EDI4RCom

\1‘, M_12345_001.IN ) @71 234574302.OUD @70 1072008_1 23.0U§

Lokales Verzeichnis/ EDI-Hub Mailbox

Beside the administration of the communication module
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Edi4rCom

Verarbeitungsprozess indern
TP des Hoste

127.0.01
Port des Hosts
20000

Verarbetungsintervall Loglevel Loesche alte Mitteilungen nach
T — ERR—
Reportintervall Output des Logs Ol Status ausgehend
w5
Header ansgeben? Adresse fuer E-Mail- Alarm Ol Status eingehend

eigene Einstellungen

Anzeigen | Meustart | Ugbersicht

the Web based management tool also provides the administration of contacts and re-
lations (at the present time it is still necessary to manually update entries in WebCon-
fig)

Kontaktkemmung: 55387

SMTP-Adresse
55387 @ VIATDE

x400

G: TEST

5 MGATE3-TSL
Q:DTAG

P MGATE

A VIAT

C.DE

DMitteithmgseinstellungen
O Status ausgehende Mitteihmgen: DELIVERED
eigene Einstelungen OF. Status emgehende Mitteilungen: IV DOWNLOAD

Standard Content

Content Type : APPLICATIOMN/OCTET-STREAM
Encoding: BOITARY

Disposition: ATTACHWENT

Anfordern einer Receipt Netification true

Senden einer Eeceipt Notification true

‘Asndem | Uebersicht

and tracking/tracing of transactions to see the status of messages (list of all managed
transactions with the option to view the details of each transaction).
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Edi4rCom

e Uebersicht Mitteilungen

martt

Sortierung Loesche alte mitteiungen

Sender Empfaenger

(Order-1d Ddfittedungs-1d

Datumsfilter

Richtung Empfaenger Sender Order-TD Datum

E 55387 H-at-viaT.de CKQ48GOIBPP16B0F 2008-11-25 16:52:04 UTC Details Loeschen

R 55387 £5387 S0Q56GOIBQR116FA 2008-11-26 18:37.56 UTC Detals Locschen

The tracking tool stores all requested Status Reports for manual or automatic proc-
essing in a local directory.

The program and all the necessary Ruby libraries will be available soon on URL
http://www.informatik.fh-wiesbaden.de/~werntges/proj/edi4rcom01.html. Additional in-
formation about this client will also be made available soon on the BusinessMail
X.400 service URL http://www.service-viat.de.

The present version of the client does not yet support Multipart/Mixed content so it is
only possible to send messages that contain one body part. Downloaded messages
with Multipart/Mixed content have to be processed manually. The client will not con-
vert Base64 encoded binary data, so you should configure the properties of your
MessageGate account to allow the delivery of 8 bit Binary data.
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Appendix A X.400 Address elements

This appendix shows the list of all X.400 Address elements you may use in alias of
“To:” and “FROM:” and in host based partner profiles:

Country code (3 Characters Printable String)

Administrative Domain Name (ADMD, 16 Characters Printable String)
Private Domain Name (PRMD, 16 Characters Printable String)
Organization (64 Characters Printable String)

Organization Unit 1 (32 Characters Printable String)
Organization Unit 2 (32 Characters Printable String)
Organization Unit 3 (32 Characters Printable String)
Organization Unit 4 (32 Characters Printable String)

Surname (40 Characters Printable String)

Given name (16 Characters Printable String)

Common name (64 Characters Printable String)

Box Identifier (UA-ID, 32 Characters Numerical)

Network Identifier (15 Characters Numerical)

Terminal Identifier (24 Characters Printable String)

Initials (5 Characters Printable String)

Generation (Generation Qualifier, 3 Characters Printable String)

DDA:Type=Value Domain Defined Attributes (Type 8 Characters = Value 128 Char-

acters, both Printable String , e.g. dda:service=fax)

See Appendix D for more details about printable string characters.

The following rules

Please remind the following rules for X.400 address:

1. The GDI (Global Domain Identifier), is made up of Country Name, ADMD name
and PRMD Name, defines the mail system/mail service. It is necessary to add
another address field to define the recipient. This might be Surname, Common
name or Unique UA ID.

2. The Unique UA ID might be used as an alternative to a mnemonic address which
is made up of name and organizational elements.

3. When using a mnemonic address it might be necessary to define several fields to
ensure an unambiguous recipient address

4. An address element Personal Name (PN) which includes Surname, Given name,
Initials und Generation Qualifier might be used if the SMTP Gateway sends a
message to internet.
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Specialties of BusinessMail X.400 MailBox Service

1. Unlike other X.400 services the BusinessMail MailBox X.400 service does not re-
quire the use of all the address elements when addressing a user of this service. It is
enough that the recipient address is unambiguous. However the use of such an ad-
dress has the risk that it may become ambiguous if new users are provisioned within
the BusinessMail MailBox X.400 service. Also an existing trading relation may fail.
Hence we recommend the use of the complete X.400 address or to address a user in
the BusinessMail MailBox X.400 service using the User-ID (MessageGate will use
the X.400 address configured in the Database) or the Unique Agent ID (Box identi-
fier).

2. When sending messages to a partner in the Internet who is using a SMTP client
the BusinessMail X.400 SMTP gateway of will be used. When addressing the SMTP
gateway you have to use the GDI “c=de” and “a=telebox400-gw”. To conform to the
X.400 standard you have to map the surname and if applicable the first name of the
SMTP recipient into the X.400 address element surname. The whole SMTP address
will be mapped into the DDA address element. The type of this DDA element is
“‘RFC-822" and the value is the Internet SMTP address of the recipient. Please con-
sider that the “@” is not a valid character in the printable string set so that you have
to replace it using “(a)”.

For example:

“‘c=de; a=telebox400-gw; g=hans; s=meier; DDA:rfc-822=hans.meier(a)telekom.de”

3. If you want to send a fax to your partner you have to use the BusinessMail X.400
Fax gateway. The GDI of this gateway is “c=de” and “a=viaT” and the fax number
has to be written into the address element “X121”. Please add the DDA address ele-
ment where type is “Service” and the value is “Fax”.

For example:
“‘c=de;a=viaT;X121=061519992725;DDA:service=fax”
For additional information please check http://www.service-viat.de.
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B1l. Error codes of MessageGate Poller process:

Reason code

Error text

Description

0001

Invalid arguments

Internal error. Please contact Help-
desk for further information.

0002 Cannot separate sender ID Internal error. Please contact Help-
desk for further information.

0003 Invalid file name Internal error. Please contact Help-
desk or further information.

0004 File-OrderID too long Order ID is longer than 22 Charac-
ters

0005 Cannot open file File is locked by other process.
Please upload file with extension
. - TMP* first and then rename it to
Ml |\

0006 Cannot create file Internal error. Please contact Help-
desk for further information.

0007 Invalid HDR in file Internal error. Please contact Help-
desk for further information.

0008 Error writing bodypart file Internal error. Please contact Help-
desk for further information.

0009 Error writing header file Internal error. Please contact Help-
desk for further information.

0010 Cannot move Internal error. Please contact Help-
desk for further information.

0011 Wrong parameter specified File includes invalid values

0012 Empty file File is empty. Please upload file with
extension ,*. TMP* first and then re-
name it to ,*.IN“.

0013 Invalid content in status re- Request for Status report includes

quest file invalid values.

0014 Invalid msg type Invalid syntax in message structure

0015 Missing header element To: Mandatory element recipient is miss-
ing

0016 Invalid SMTP address “TO:” or “FROM:” address is invalid
(e.g. Alias or SMTP address part is
missing)

0017 Missing header element Con- | Mandatory element definition of data

tent-Type: (content) is missing
0018 Missing header element Con- | Mandatory element definition of

tent-Transfer-Encoding:

transfer encoding content is missing
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Error code Internal Text symbol Description

134250499 SHM EXISTS shared memory already exists>

134250500 SHM NOT EXISTS shared memory does not exist>

134250501 PRC DULPNAM process name %s already exists>

134250505 ATTRIB INVALID invalid or unsupported attribute>

134250506 BUFFER _EMPTY buffer is empty>

134250507 BUFFER_OVERFLOW buffer overflow>

134250508 BUFFER TOO SMALL buffer too small for primitive>

134250509 NO_BUFFER no buffer>

134250510 CHECKSUM INVALID invalid checksum: %s>

134250511 CLASS EMPTY pom class holds no elements>

134250512 CLASS END end of class reached>

134250513 CLASSCTX NULL internal error: class context is null>

134250514 CLASSCTX INVALID internal error: invalid class context>

134250515 DESCR_NOT_FOUND descriptor %s not found>

134250516 NO DEVICE no device available>

134250517 DIR_CREATE cannot create directory %s>

134250518 DIR_NAME_INVALID directory name invalid %s>

134250519 DIR_NOT_FOUND directory not found %s>

134250520 DIR NO ACCESS no access to directory %s>

134250521 DISK_FULL disk is full %s>

134250522 DISK_NAME INVALID invalid disk name %s>

134250523 DISK_NOT_FOUND disk not found %s>

134250524 DISK NO ACCESS no access to disk %s>

134250525 DS _INIT DS API function ds_init failed>

134250526 DS SHUT DS API function ds_shut failed>

134250527 DS _BIND DS API function ds_bind failed>

134250528 DS UNBIND DS API function ds_unbind failed>

134250529 DS_ADD_ENTRY DS API function ds_add_entry
failed>

134250530 DS_MODIFY_ENTRY DS API function ds_modify_entry
failed>

134250531 DS _REMOVE_ENTRY DS API function ds_remove_entry
failed>

134250532 DS SEARCH DS API function ds_search failed>

134250533 ELEM_LENGTH_MISS tried pom_write on an element cre-
ated without length>

134250534 ELEM_NOT_FOUND cannot find element of specified type
%s>

134250535 ELEM READONLY tried to modify readonly element %s>

134250536 ELEM NOT PRESENT element not present>

134250537 ELEM MULTI VALUED element is multi-valued>

134250538 ENCOD_ANY ANY syntax found in %s>

134250539 ENCOD_END end of encoding; %s>

134250540 ENCOD EXCEEDED encoding exceeds 4 bytes length>

134250541 ENCOD INVALID invalid encoding; %s>

134250542 ENCOD _EOC _EXPECTED expected EOC; %s>

134250543 ENCOD INCOMPLETE incompleted decode; %s>

134250544 ENCOD _LENGTH element length exceeded; %s>
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134250545 ENCOD_EMPTY tried to encode an empty primitive;
%s>

134250546 ENCOD MANDATORY missing mandatory element; %s>

134250547 ENCOD_LIMIT limit exceeded; %s>

134250548 UNSUP EXTID Extensionld %s is not supported>

134250549 ENTITY ACCESS invalid access method for entity>

134250550 ENTITY ATTR invalid type %s of entity attribute>

134250551 ENTITY_TYPE invalid entity type>

134250552 ENTITY SLOT INV invalid slot number %s for entity>

134250553 ENTITY SLOT NOFR no slot free for entity>

134250554 ENTITY TYPE ATTR expected attribute TYPE>

134250555 ENTITY CMD NOTSUPP command not supported>

134250556 ENTITY RESTART can not restart entity %s>

134250557 ENTITY ATTR TAB attribute description not found>

134250558 ENTITY DUPLNAM name for entity already exists>

134250559 ENTITY MGMT Master not active>

134250560 ENTITY NOT EXIST entity not exist>

134250561 ENTITY_WILDCARD wildcard not supported>

134250562 ENTITY CREATE can not create entity %s>

134250563 ENTITY_LIMIT Entity %s exceeds restarting limit>

134250564 MGMT_SHUTDOWN OMS system is down>

134250565 ENTITY NORESTART restarting not allowed>

134250566 ENTITY _ABNORMAL Entity %s terminated abnormally>

134250567 ENTITY_ERROR Entity %s terminated due to an er-
ror>

134250568 ENTRY NOT FOUND found no or no more entry>

134250569 ENTRY IGNORE ignore this entry>

134250570 ENTRY EXISTS entry already exists>

134250571 ENTRY_ISCHILD cannot delete child-entry without its
parent>

134250572 ENTRY_SELECT entry selected by MSK>

134250573 ENV_LOG environment/logical %s not set>

134250574 EXPR EMPTY Y%s-expression is empty>

134250575 FEAT NOT SUPP YET feature not supported yet>

134250576 FILE_CONNECT cannot connect to record access
block of file %s>

134250577 FILE CREATE cannot create file %s>

134250578 FILE DELETE cannot delete file %s>

134250579 FILE END end of file detected %s>

134250580 FILE_ BEGIN beginning of file detected %s>

134250581 FILE_FREE cannot release lock (possibly not
set), file: %s>

134250582 FILE LENGTH attempt to read past end of file %s>

134250583 FILE LOCK cannot lock file %s>

134250584 FILE_ NAME_INVALID invalid filename %s>

134250585 FILE_NO_SUCH no such file: %s>

134250586 FILE OPEN cannot open file %s>

134250587 FILE_READ error reading on file %s>

134250588 FILE SEEK cannot seek to file position, file: %s>

134250589

FILE_TRUNCATE

cannot truncate file %s>
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134250590 FILE WRITE error writing to file %s>

134250591 FILE_PARTIAL cannot read as many bytes as asked
for>

134250592 FUNC NOT IMPLEM function %s not implemented>

134250593 FUNC SDS NOT EXIST this function will never exist>

134250594 FUNC SEQUENCE invalid sequence of function-calls>

134250595 IPC_KEY invalid key name %s>

134250596 IPC_LOCK NOT GRANT lock not granted>

134250597 IPC_ MBX REMOVED message queue is removed>

134250598 IPC_CREATION process creation error (%s)>

134250599 IPC_MBX message queue error (%s)>

134250600 IPC LOCK locking error (%s)>

134250601 IPC_SHM shared memory error (%s)>

134250602 IPC_LNM logical name error (%s)>

134250603 IPC_NO_LOGTAB logical name table %s for mailbox
does not exist>

134250604 IPC_NO_PRIV insufficient privilege for IPC opera-
tion>

134250605 IPC_USRQUOTA quota of user %s failed (%s)>

134250606 IPC_ USER UNKNOWN user %s unknown>

134250607 IPC_LOGNAM error on logical name passed
through VMS function>

134250608 LOCSUBM VIOLATED non local submission>

134250609 MATCH_INAPPR inappropriate matching>

134250610 MEMORY _INSUFF no memory>

134250611 MODE LOCK UNKNOWN unknown locking mode %s>

134250612 MODE_OPER_UNKNOWN got unknown operation mode %s>

134250613 MSG CONTENT LONG content too long>

134250614 MSG CONTENT MULTI more than one content>

134250615 MSG_CONTENT_NONE content missing>

134250616 MSG ENV MISS envelope missing>

134250617 MSG_ENV_WHAT unknown element in envelope>

134250618 MSG_IFC_NONE child entry without IFC entry encoun-
tered>

134250619 MSG MISSING message missing>

134250620 MSG _NOT REC no message received>

134250621 MSG NOT SEND no message sent>

134250622 MSG_ORIGIN_MULTI more than one originator>

134250623 MSG ORIGIN NONE originator missing>

134250624 MSG_ORR_MULTI more than one originator report re-
quested>

134250625 MSG_ORR_NONE no originator report requested>

134250626 MSG RECIP_NONE recipient missing>

134250627 MSG_RECNAME_MULTI more than one recipient name>

134250628 MSG RECNAME_NONE no recipient name>

134250629 MSG_REPORT WHAT unknown element in report>

134250630 MSG_ ORIGIN INVALID invalid message originator>

134250631 MTA CANCEL MTA function ma_cancel failed,%s>

134250632 MTA CLOSE MTA function ma_close failed,%s>

134250633 MTA_FINISH_DEL MTA function ma_finish_delivery

failed,%s>
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134250634 MTA NOT AVAIL MTA not available>

134250635 MTA _NO_MPDU MTA has not MPDU %s>

134250636 MTA OPEN MTA function ma_open failed,%s>

134250637 MTA_START_DEL MTA function ma_start delivery
failed,%s>

134250638 MTA SUBMIT MTA function ma_submit failed,%s>

134250639 MTA WAIT MTA function ma_wait failed,%s>

134250640 MTA_AGENTNAME MTA agent name invalid>

134250641 OCOM _PORT _INVALID Invalid port number>

134250642 OCOM_FREE The osak has queued the request.
There is free block>

134250643 OCOM_QUEUED The osak has queued the request>

134250644 OCOM DISRUPTED A disruptive event has occured>

134250645 OCOM _INVAEI The application entity invocation is
invalid>

134250646 OCOM_INVDEFCTXT The default context response is inva-
lid>

134250647 OCOM _INVFUNC The call is invalid>

134250648 OCOM INVFUS The functional units are invalid>

134250649 OCOM INVID The activity identifier is too long>

134250650 OCOM_INVPCTXT The presentation context list is inva-
lid>

134250651 OCOM_INVSYNCPNT The synchronization point serial
number is invalid>

134250652 OCOM_NOPROCINFO The is no process-id and no process-
name>

134250653 OCOM_NOSYNCPNT The synchronization point serial
number is missing>

134250654 OCOM TRANSERR There is error in transport provider>

134250655 OCOM NOEVENT There is no event>

134250656 OCOM INCPCI The PCI is not complete>

134250657 OCOM_INSFWS There is not enough workspace in
the parameter block>

134250658 OCOM_NOBUFFERS There are not enough user data
buffers>

134250659 OCOM_OVERFLOW Too much user data has been sent
for session v-1>

134250660 OCOM INVTOKEN The token setting is invalid>

134250661 OCOM _INVEVENT There is invalid event>

134250662 OM_CREATE Object Management function
om_create failed,%s>

134250663 OM_DELETE Object Management function
om_delete failed,%s>

134250664 OM_GET Object Management function om_get
failed,%s>

134250665 OM_INSTANCE Object Management function
om_instance failed,%s>

134250666 OM_PUT Object Management function om_put
failed,%s>

134250667 OM_READ Object Management function

om_read failed,%s>
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134250668 OM_WRITE Object Management function
om_write failed,%s>

134250669 OPER_UNKNOWN Operation %s is unknown>

134250670 PARAM INVALID invalid parameter %s>

134250671 PARAM_NULL parameter %s was a NULL pointer>

134250672 LENGTH INVALID invalid length %s>

134250673 PORT _INVALID invalid port %s>

134250674 PRIV_MISSES process misses privilege>

134250675 PVERS INVALID protocol version invalid>

134250676 QUEUE EMPTY empty queue>

134250677 QUOTA_EXHAUSTED process quota exhausted>

134250678 RANGE REVERSED range reversed>

134250679 RANGE NOTVALID range out of bounds>

134250680 RESTR _EXCEEDED restrictions exceeded>

134250681 RULE_UNKNOWN rule %s is unknown>

134250682 SERVER BUSY server is busy>

134250683 SERVER DOWN server is down>

134250684 SIGNAL_NOT_SUPP Signal (interrupt) is not supported:
%s>

134250685 SQL ERROR SQL error: %s>

134250686 STATE_INVALID current facility state does not allow
this operation>

134250687 STATUS NEW DEL tried to delete a NEW-message>

134250688 STATUS_CHANGE change from actual status to given is
not supported>

134250689 STATUS UNKNOWN status %s is not known>

134250690 STRUCT_USER_ERROR got wrong structures from user
agent>

134250691 SYNTAX DIFFERENT different OM_syntax between
pom_ add and pom_write>

134250692 SYNTAX_UNKNOWN given OM_syntax %s is unknown>

134250693 SYNTAX ERROR syntax error>

134250694 TABLE_FULL table overflow>

134250695 TABLE_UNKNOWN tried to lock an unknown MDB-table
%s>

134250696 TAG TOO BIG tag too big .gt. 4 bytes>

134250697 TRANSACTION _INACTIVE Transaction %s inactive>

134250698 TRANSACTION ACTIVE Transaction %s active>

134250699 TRANSACTIONID_WRONG Transaction Id %s wrong>

134250700 TYPE_DIFFERENT different OM_type between pom_add
and pom_write>

134250701 USER_AMBIGUOUS user name is ambiguous>

134250702 USER_NEW_NOT_SPEC existing user name has same ele-
ments plus some other>

134250703 USER_OLD _NOT_SPEC existing user name has same ele-
ments but fewer>

134250704 USER PWD INVALID invalid password given by user>

134250705 USER UNKNOWN user name is unknown>

134250706 USER _DOUBLE_LOGIN user is already logged in %s>

134250707 USER_ACTIV_NOT_DEL cannot delete user with status AC-

TIVE>
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134250708 USER_NAME_NOT_MOD orname elements modify only single
user>

134250709 USER PWD EXPIRED user password expired>

134250710 USER SRVC EXPIRED user service expired>

134250711 USER_EDI_DENIED no agreement between EDI sender
and receiver>

134250712 USER _EDI NO SND Sending Partner not found>

134250713 USER EDI NO REC Receiving Partner not found>

134250714 USER_EDI_NO_AGROP Agreement for open receiver not
found>

134250715 USER_EDI_NO_AGRCL Agreement for closed receiver not
found>

134250716 USER MAX LOGIN_FAILS maximum login fails reached>

134250717 DOMAIN AMBIGUOUS domain name is ambiguous>

134250718 ORNAME_INVALID no valid addressing form specified>

134250719 USER EDI NO RUT Routing Partner not found> !

134250720 USER_DISCONN_NOT_DEL | cannot delete user with status DIS-
CONNECTED>

134250721 VERSION_INVALID version invalid>

134250722 VALUE_TOO_BIG value too long>

134250723 WRONG VALUE wrong values: %s>

134250724 WRONG_VALUE_TYPE value type is unknown: %s>

134250725 WRONG VALUE LENGTH value length is incorrect>

134250726 WRONG VALUE NUMBER digits in value is not a number>

134250727 WRONG VALUE MAKEUP make-up of value is wrong>

134250728 WRONG VALUE RANGE value out of range>

134250729 WRONG_VALUE_SYNTAX wrong value syntax>

134250730 WILDCARD INVALID wildcard not allowed>

134250731 DECODE_END end of decoding>

134250732 NO SUCH SND no such sender>

134250733 NO SUCH REC no such recipient>

134250734 TP_AMBIGUOUS trading partner is ambiguous>

134250735 NO SUCH RUT no such router>

134250736 NO DEFAULT VALIDFOR no default validfor-entry available>

134250737 HAVE SPECIAL VALIDFOR | special validfor-entries still exist>

134250738 LOGONNAME AMBIGUOUS | logonname is ambiguous>

134250739 MANDATORY ATTRIBUTE mandatory attribute missing>

134250740 MANDATORY SECTION mandatory section missing>

134250741 MANDATORY TABLE mandatory table missing>

134250742 BCKP_PURG Backup/Purger/Repair cannot run
parallel>

134250743 TIME_RELATIVE cannot convert relative time into UTC
format>

134250744 CFG_TOKEN UNKNOWN found unknown token in config file>

134250745 CFG_TOKEN_AMBIGUOUS found ambiguous token in config file>

134250746 CFG_SYNTAX found token without '=' in config file>

134250747 CFG_VALUE UNKNOWN value not found in conversion table>

134250748 CFG VALUE AMBIGUOUS value has ambiguous conversion>

134250749 CFG_VALUE_ SYNTAX syntax error in config file>

134250750 CFG_ VALUE NOTMULTI config value is not multi valued>
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134250751 CFG _TABLE SYNTAX error in conversion table>
134250752 EDPRS _INVIC invalid interchange syntax>
134250753 EDPRS INVTRAIL invalid interchange trailer>
134250754 EDPRS INVHEAD invalid interchange header>
134250755 EDPRS RUBBISH too many useless characters>
134250756 EDPRS CTRLREF control reference mismatch>
134250757 EDPRS TAGLONG found too long EDI tag>
134250758 EDPRS ELEMLONG found too long EDI element>
134250759 EDPRS TOOMANYIC too many Interchanges>
134250760 PARSE BREAK break current parsing>
134250761 UTL_LOCK CREATE Lock create failed>
134250762 UTL LOCK DESTROY Lock destroy failed>
134250763 UTL_LOCK Locking failed>
134250764 UTL UNLOCK Unlocking failed>
134250765 POMSORT_IGNORED pom type %s ignored (reflist: %s)>
134250766 STOP_RESOURCE out of resources>
134250767 ADDINFO Additional info: %s>
134250768 RSC NOT _FOUND Resource information not found>

Under certain circumstances you will see the error code of another host process in-
stead of that of MessageGate (see the following example). Please send this error code
to the Helpdesk to analyze this problem.

159416462

| MTA function ma_submit failed, %s
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B3. MTA Error codes (Non Deliver Notification)

Error codes in NDN:

Reason code

X.400 Standard

Description

0

Transfer-failure

Indicates that, while the MTS was
attempting to deliver or probe de-
livery of the subject-message,
some communication failure pre-
vented it from doing so.

Unable-to-transfer

Indicates that, due to some prob-
lem with the subject itself, the MTS
could not deliver or probe delivery
of the subject-message.

2 Conversion-not- Indicates that a conversion neces-
performed sary for the delivery of the subject-
message could not (or cannot) be
performed.
3 Physical-rendition-not- Indicates that the PDAU was un-
performed able to physically render the sub-
ject-message.

4 Physical-delivery-not- Indicates that the PDS was unable

performed to physically deliver the subject-
message.

5 Restricted-delivery Indicates that the recipient sub-
scribes to the restricted-delivery
element-of-service (as defined in
Recommendation X.400) which
prevented (or would prevent) the
delivery of the subject-message.

6 Directory-operation- Indicates that the outcome of a

unsuccessful required directory operation was
unsuccessful.

7 deferred-delivery-not- Indicates that a request for de-

performed ferred delivery of the subject-
message was unable to be per-
formed;

8 transfer-failure-for- Indicates that, while the MTS was

security-reason

attempting to deliver or probe de-
livery of the subject-message, a
security failure prevented it from
doing so
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Diagnostic Code

X.400 Standard

Description

0

Unrecognized-OR-name

The recipient-name argument of
the subject does not contain an
OR-name recognized by the
MTS.

Ambiguous-OR-name

The recipient-name argument of
the subject identifies more than
one potential recipient (i.e., is
ambiguous).

MTS-congestion

The subject could not be pro-
gressed, due to congestion in the
MTS

Loop-detected

The subject was detected loop-
ing within the MTS.

Recipient-unavailable

The recipient MTS-user was (or
would be) unavailable to take
delivery of the subject-message.

Maximum-time-expired

The maximum time for delivering
the subject- message, or per-
forming the subject-probe, ex-
pired.

Encoded-Information-
Types-unsupported

The encoded-information-types
of the subject-message are un-
supported by the recipient MTS-
user.

Content-too-long

The content-length of the sub-
ject-message is too long for the
recipient MTS-user to take deliv-
ery (exceeds the deliverable-
maximum- content-length).

Conversion-impractical

A conversion required for the
subject-message to be delivered
is impractical.

Implicit-conversion-
prohibited

A conversion required for the
subject-message to be delivered
has been prohibited by the origi-
nator of the subject.

10

Implicit-conversion-not-
subscribed

A conversion required for the
subject-message to be delivered
has not been subscribed to by
the recipient.

11

Invalid-arguments

One or more arguments in the
subject were detected as being
invalid.
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12

Content-Syntax-error

A syntax error was detected in
the content of the subject-
message (not applicable to sub-
ject-probes).

13

Size-constraint-violation

Indicates that the value of one or
more parameter(s) of the subject
violated the size constraints de-
fined in the X.411 Recommenda-
tion, and that the MTS was not
prepared to handle the specified
value(s).

14

Protocol-violation

Indicates that one or more man-
datory argument(s) were missing
from the subject.

15

Content-type-not-
supported

Indicates that processing of a
content-type not supported by
the MTS was required to deliver
the subject-message.

16

Too-many-recipients

Indicates that the MTS was un-
able to deliver the subject-
message due to the number of
specified recipients of the sub-
ject-message.

17

No-bilateral-agreement

Indicates that delivery of the sub-
ject-message required a bilateral
agreement where no such
agreement exists.

18

Unsupported-critical-
function

Indicates that a critical function
required for the transfer or deliv-
ery of the subject- message was
not supported by the originating-
MTA of the report.

19

Conversion-with-loss-
prohibited

A conversion required for the
subject-message to be delivered
would have resulted in loss of
information; conversion with loss
of information was prohibited by
the originator of the subject.

20

Line-too-long

A conversion required for the
subject message to be delivered
would have resulted in loss of
information because the original
line length was too long.

21

Page-split

A conversion required for the
subject-message to be delivered
would have resulted in loss of
information because an original
page would be split.
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22

Pictorial-symbol-loss

A conversion required for the
subject-message to be delivered
would have resulted in loss of
information because of a loss of
one or more pictorial symbols.

23

Punctuation-symbol-loss

A conversion required for the
subject-message to be delivered
would have resulted in loss of
information because of a loss of
one or more punctuation sym-
bols.

24

Alphabetic-character-loss

A conversion required for the
subject-message to be delivered
would have resulted in loss of
information because of a loss of
one or more alphabetic charac-
ters.

25

Multiple-information-loss

A conversion required for the
subject-message to be delivered
would have resulted in multiple
loss of information.

26

Recipient-reassignment-
prohibited

Indicates that the MTS was un-
able to deliver the subject-
message because the originator
of the subject prohibited redirec-
tion to a recipient - assigned-
alternate-recipient.

27

Redirection-loop-
prohibited

The subject-message could not
be redirected to an alternate-
recipient because that recipient
had previously redirected the
message (redirection-loop).

28

Dl-expansion-prohibited

Indicates that the MTS was un-
able to deliver the subject-
message because the originator
of the subject prohibited the ex-
pansion of DLs.

29

No-dl-submit-permission

The originator of the subject (or
the DL of which this DL is a
member, in the case of nested
DLS) does not have permission
to submit messages to this DL.

30

Dl-expansion-failure

Indicates that the MTS was un-
able to complete the expansion
of a DL.

31

Physical-rendition-
attributes-not-supported

The PDAU does not support the
physical-rendition-attributes re-
quested.
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32 Undeliverable-mail- The subject-message was unde-
physical-delivery-address- | liverable because the specified
incorrect recipient postal-OR-address was

incorrect.

33 Undeliverable-mail- The subject-message was unde-
physical-delivery-office- liverable because the physical-
incorrect-or-invalid delivery-office identified by the

specified recipient postal-OR
address was incorrect or invalid
(does not exit).

34 Undeliverable-mail- The subject-message was unde-
physical-delivery-address- | liverable because the specified
incomplete recipient postal-OR-address was

incompletely specified.

35 Undeliverable-mail- The subject-message was unde-
recipient-unknown liverable because the recipient

specified in the recipient postal-
OR-address was not known at
that address.

36 Undeliverable-mail- The subject-message was unde-
recipient-deceased liverable because the recipient

specified in the recipient postal-
OR-address is deceased.

37 Undeliverable-mail- The subject-message was unde-

organisation-expired liverable because the recipient
organization specified in the re-
cipient postal-OR-address has
expired.

38 Undeliverable-mail- The subject-message was unde-
recipient-refused-to-accept | liverable because the recipient

specified in the recipient postal-
OR-address refused to accept it.

39 Undeliverable-mail- The subject-message was unde-

recipient-did-not-claim liverable because the recipient
specified in the recipient postal-
OR-address did not collect the
mail.

40 Undeliverable-mail- The subject-message was unde-

recipient-changed-
address-permanently

liverable because the recipient
specified in the recipient postal-
OR-address has changed ad-
dress permanently (Tmoved'),
and forwarding was not applica-
ble.
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41 Undeliverable-mail- The subject-message was unde-
recipient-changed- liverable because the recipient
address-temporarily specified in the recipient postal-

OR-address has changed ad-
dress temporarily (T on travel'),
and forwarding was not applica-
ble.

42 Undeliverable-mail- The subject-message was unde-
recipient-changed- liverable because the recipient
temporary-address specified in the recipient postal-

OR-address had changed tem-
porary address (Tdeparted'), and
forwarding was not applicable.

43 Undeliverable-mail-new- The subject-message was unde-
address-unknown liverable because the recipient

has moved and the recipient's
new address is unknown.

44 Undeliverable-mail- The subject-message was unde-
recipient-did-not-want- liverable because delivery would
forwarding have required physical-

forwarding which the recipient
did not want.

45 Undeliverable-mail- The physical forwarding required
originator-prohibited- for the subject-message to be
forwarding delivered has been prohibited by

the originator of the subject-
message.

46 Secure-messaging-error The subject could not be pro-
gressed because it would violate
the security-policy in force.

47 Unable-to-downgrade The subject could not be trans-
ferred because it could not be
downgraded (see Annex B to
Recommendation X.419).

48 Unable-to-complete- Delivery failed (e.g. size of mes-

transfer sage exceeds limit)

49 Transfer-attempts-limit- Maximum number of attempts to
reached establish a connection for mes-

sage transfer reached

50 Incorrect-notification-type | The report type defined in mes-
sage is not corresponding to con-
tent of message

51 Dl-expansion-prohibited- The subject-message was ad-

by-security-policy

dressed to a Distribution List, but
the security policy prohibited ex-
pansion of that DL
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52

Forbidden-alternate-
recipient

The subject-message would
have been redirected, but the
new recipient is unacceptable for
security reasons

53

Security-policy-violation

The security-policy is violated

54

Security-services-refusal

The security services requested
cannot be supported

95

Unauthorised-dl-member

The DL-expansion was not per-
formed because the MTA dis-
covered that one of the members
of the Distribution List was pro-
hibited by the security policy from
receiving this message

56

Unauthorised-dl-name

The MTA has detected that the
recipient OR-name identifies a
Distribution List but the local se-
curity policy does not permit the
onward transfer towards the DL-
expansion point

S7

Unauthorised-originally-
intended-recipient-name

The OR-name of the originally
intended recipient of the redi-
rected or DL-expanded message
is unauthorised for security rea-
sons

58

Unauthorised-originator-
name

The originator MTS-user OR-
name is unauthorised for security
reasons

59

Unauthorised-recipient-
name

The recipient MTS-user OR-
name is unauthorised for security
reasons

60

Unreliable-system

Delivery of the subject-message
would require that the subject-
message be transferred to an
insecure system, which is in-
compatible with the message
security label

61

Authentication-failure-on-
subject-message

Validation of the content-
integrity-check, message-
originauthentication-check, or
message-token (i.e. signature, or
any other token data) argument
of the subject-message failed,
and therefore the contents of the
subject-message could not be
authenticated or validated

62

Decryption-failed

The subject-message content
could not be decrypted
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63

Decryption-key-
unobtainable

The required key could not be
obtained to decrypt the mes-
sage-token encrypted-data or for
content confidentiality

64

Double-envelope-creation-
failure

The security policy required the
creation of an outer envelope to
protect the subject-message.
However, the MTA was unable to
create the outer envelope

65

Double-enveloping-
message-restoring-failure

The subject-message contained
an inner envelope, but failure of
security services on the outer
envelope prevented the MTA
from extracting the inner mes-
sage for subsequent processing

66

Failure-of-proof-of-
message

A fault was detected in the proof-
of security arguments in the sub-
ject-message;

67

Integrity-failure-on-subject-
message

Validation of the content-
integrity-check argument of the
subject-message failed, and
therefore the contents of the sub-
ject-message could not be vali-
dated

68

Invalid-security-label

The security policy identifier in
the message security label iden-
tifies a policy which is known to
the recipient UA or MTA, but
which is not acceptable to that
system

69

Key-failure

The required keys could not be
obtained

70

Mandatory-parameter-
absence

A mandated security element for
compliance with the security-
policy in force is absent

71

Operation-security-failure

The transfer or delivery operation
failed for security reasons

72

Repudiation-failure-of-
message

The security policy required use
of a signature with non-repudia-
tion properties, but the subject-
message was not signed with a
non-repudiable signature on orig-
ination

73

Security-context-failure

The message security label is
incompatible with the security-
context in force

74

Token-decryption-failed

The message token could not
decrypted
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75

Token-error

An error has been detected with
the message-token argument of
the subject-message

76

Unknown-security-label

The security policy identifier in
the message security label is not
recognised by the recipient UA or
MTA. Such a policy is not sup-
ported by that system

7

Unsupported-algorithm-
identifier

The recipient does not support
the algorithm identifiers used in
the security argument of the sub-
ject-message

78

Unsupported-security-
policy

The recipient does not support
the required security-policy, as
identified in

the message-security-label ar-
gument of subject-message

B4. X.400 User Agent Error codes (Non Receipt Notifi-

cation)

Error codes in NRN:

Code number

X.400 Standard

Description

0

IPM-discarded

Message was discarded

1

IPM-auto-forwarded

Message was auto forwarded and
there is no guarantee for the proc-
essing of this message

Reason to discard messages:

Code number

X.400 Standard

Description

0

IPM-expired

Message has expired

1

IPM-obsoleted

Message is not valid

2

User-subscription-
terminated

User agreement is not longer valid
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Appendix C: Examples for Messages and Re-
ports

C1l. Delivered Message with text attachment

Delivered Message (M_5K00AGOHBDMOF2F9.0UT)

To: "G=MG1;S=MGATE;CN=MG1 MGATE;O=TEST;A=VIAT;C=DE" <49603@viaT.de>
From: "G=ipm;S=tester;O=test;A=viaT;C=de" <1045@viaT.de>

Message-ID: 615 10/11/13

X-MPDUID: 3D23437A11DCEC31170084BF

Date: 13 Nov 2010 13:10:22 +0100

Subject: Test mit Textbodypart

Disposition-Notification-To: "G=ipm;S=tester;O=test;A=viaT;C=de"

MIME-Version: 1.0

Content-Type: text/plain

Content-Transfer-Encoding: 8bit

Test
360AOUR1234567890123456789012345678901234567890123456789012345678901
234567890123456789012345678901234567890123456789012345678901234567890
123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890

For this message (flename M_5KO00AGOHBDMOF2F9.0UT) a receipt notification is
requested but not sent (see following examples for Reports)

C2. Delivered Message with binary attachment

Delivered Message (M_5K00AGOHBDMOF2FA.OUT)

To: "G=MG1;S=MGATE;CN=MG1 MGATE;O=TEST;A=VIAT;C=DE" <49603@viaT.de>
From: "G=ipm;S=tester;O=test;A=viaT;C=de" <1045@viaT.de>
Message-ID: 616 10/11/13

X-MPDUID: 575BCBFB11DCEB9F1700C184

Date: 13 Nov 2010 13:10:22 +0100

Subject: Test mit Binaranhang

Disposition-Notification-To: " G=ipm;S=tester;O=test;A=viaT;C=de "
MIME-Version: 1.0

Content-Type: application/octet-stream

Content-Disposition: attachment; filename="4d654d1d.zip"
Content-Transfer-Encoding: binary

PKOOO (1 tYr2AQa6+01 <[]

O 0 4d654d1d.0PKOIL 008 O

For this message (filename M_5KO00AGOHBDMOF2FA.OUT) a receipt notification is
requested and a Non Receipt Notification was sent (see following examples for Re-
ports)
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C3. Delivered Message with Multiple attachments

Delivered Message (M_5K00AGOHBDMOF2F8.0UT)

To: "G=MG1;S=MGATE;CN=MG1 MGATE;O=TEST;A=VIAT;C=DE" <49603@viaT.de>
From: "G=ipm;S=tester;O=test;A=viaT;C=de" <21046@viaT.de>

Message-ID: 614 10/11/13

X-MPDUID: 8B0663A011DCEC4417009682

Date: 13 Nov 2010 13:10:22 +0100

Subject: Test mit 3 Bodyparts

Disposition-Notification-To: "G=ipm;S=tester;O=test;A=viaT;C=de"

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="MG_=_CA610D0211DC91E900007CAD_=_MG"

--MG_=_CA610D0211DC91E900007CAD_=_MG
Content-Type: text/plain
Content-Transfer-Encoding: 8bit

Test a60A0UR

--MG_=_CA610D0211DC91E900007CAD_=_MG
Content-Type: application/octet-stream
Content-Disposition: attachment; filename="4d654d1d.zip"
Content-Transfer-Encoding: binary

PKO0 [1tYr2AQa6+1 «[14d654d1d.0p“IsE: (...~ TA"&¥0i3xJU/$!!DBb2xgd [ 1°1Q

[ 9 4d654d1d.0PKI] (118 1[I
--MG_=_CA610D0211DC91E900007CAD_=_MG
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<l-- saved from url=(0062)https://securep?.viat-test.de/~0000001045/result/fetch_all. RES -->
<HTML><HEAD>

<META http-equiv=Content-Type content="text/html; charset=windows-1252">

<META content="MSHTML 5.50.4930.1700" name=GENERATOR></HEAD>
<BODY><XMP>LOGIN::

.</XMP></BODY></HTML>
g
--MG_=_CA610D0211DC91E900007CAD_= MG—

For this message (flename M_5KO00AGOHBDMOF2F8.0UT) a receipt notification is
requested and a Receipt Notification was sent (see following examples for Reports).

C4. Delivered Message with Multirecipient

To: "G=test;S=ies32;0=dtag;A=viat-test;C=de" <X@viaT.de>

To: "G=Hans-Peter;S=Maurer;CN=Hans-Peter Maurer;O=DTAG;A=viat-test;C=DE" <X@viaT.de>
Cc: "G=ipm;S=testmiv;O=dtag;A=viat-test;C=de" <X@viaT.de>

Cc: "G=EDI;S=TESTMIV;CN=EDI TESTMIV;O0=DTAG;A=VIAT-TEST;C=DE" <X@yviaT.de>

Cc: "S=murxer;O=murx;A=viat-test;,C=de" <X@yviaT.de>

Bcc: "G=MG1;S=MGATE;CN=MG1 MGATE;O=DTAG;A=VIAT-AS2;C=DE" <49603@yviaT.de>
From: "G=MG1;S=MGATE;CN=MG1 MGATE;O=DTAG;A=VIAT-AS2;C=DE" <49603@yviaT.de>
Message-ID: MGATE 0001 11/03
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X-MPDUID: 5758CA1B11E0498E00005292
Date: 8 Mar 2011 14:14:12 +0100

Subject: test Multi Recipients
MIME-Version: 1.0

Content-Type: text/plain
Content-Transfer-Encoding: 8bit

test
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The message has been sent to seven recipients and the own MessageGate account

was addressed as a Blind carbon copy recipient.

C5. Submitted Message and no Report Request
Submitted Message (M_Test_3 Body010.IN)

To: "™ <21046@viat.de>

Subject: test 3 ohne Leerzeile Bodyparts

Message-Id: 260001 12/11/10 MGATE Test

Date: Tue, 12 Nov 2010 13:16:24 +0100

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="----=_NextPart_000_0007_01C7E331.7A0CA460"

Content-Transfer-Encoding: binary

------ =_NextPart_000_0007_01C7E331.7A0CA460
Content-Type: text/plain;

charset="is0-8859-1"
Content-Transfer-Encoding: 7bit

------ =_NextPart_000_0007_01C7E331.7A0CA460
Content-Type: application/x-pkcs12;
name="hpm-webdav.p12"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;
filename="hpm-webdav.p12"

MIIKAQBAzCCCccGCSqGSIb3DQEHAaCCCbgEggmOMIlJsDCCBGcGCSqGSIb3ADQEHBqCCBFgwggRU
AgEAMIIETQYJKoZIhveNAQcBMBwGCiqgGSIb3aDQEMAQYwDgQIzN9gMIQvocsCAggAglIEILQGaNZr
0IW6bN6jEdpthjnBzmCv8W9ipvE8wmpVxzUEwj5Mh226vHaBp2WtMBaHPSomsXFMPEJJj9JFnF2S
gPxDZVjUe5ImUB2EQDAopQEYLxJSX0YXh8ugnSD5Sedvuex+kunnb602nGXT8+Y9m3/uNCDIMEDG
CGIA0JEXtmWQJXkDeHDZ|LjYiVCpcltNeMNc7EGH842jRGzS1umfOeSWb8+TcA2/uZtzaEQuIL7I
LfD7dflJz/4uawC+LstCfO984pFKR8vOxKIAdbONn1CpuSIQFHHAgCZYVy1EHOdIImQbmI+bJ2Gwx
UPKDdUGdyK6G45JHZjuj4zDUSRXwinrRmSUHAMZhUpRQwWApPPYyQo6zxhdd7NsdxPu7mDisNE/p6p
ODNPTfI7j/AiIPWVMEwWzOnsfITqF+4LONXVKia7Mp807Zzrn5XpwJ0/LP+47/+ZyCaClqB/qYtGlb
xlgl04DFbS6xaoUu7iNh7ZSqnXNMRJREtBx/WVoMChpYHuvVqitPWdsBpawNpUHs5uEXUopaOUly
XOn9ALFLEOt9VSFPANE3XxSHMPGSACSiisH7Fys8g5Z+SGp3n9ynM8Jw97JhZfiKoQMgrMFzNL5FI
ZUBVWNY OtUNXxKJ3L+1WtRXSEQgmfhptKZicCZKHoGZQ4Z8F4r9sA7wmS9CbLjiNQImWIrvaMWE3
fiedzhrUOFIdu2LE7TI7+1Qmh/AcP3NVIUSUZIGJqqGc511BUpMP3CJP025xJ7zAek/YECImMQ5p9
I+c2Ja60suKAIt6VBcd747nIEQXdxYvI8cXQeuzhVmvbBrX12Hg41SioygEg5XFsd4DutZAxTuw
gReDf8HwW/rMQfE6fhHIiIS7YirkqJt+q53ulLMuN4sdV6u+nFsaoRYT84vTJZ30B5WsH3Zs4T47r1
rTCn/BpQoQ8N62QF9zAPPL5AfctnDw/0ZahJUgnQUNW7H86dLJ1ZkPJEICQ9quQSvjcMWZviliyr
InyeWO0JE53V5N/38me3xV89f6iUkNvWg3catzHTH5Bay1E1NGVi9cYfuNJ+gsHMxegcu5h9UGIVX
Z6AFQ5TOWPrObyOunVjUsGT8yllcpHEBwWilPFP4GXq30gt3H7S2sDZSbrrDUYeWgJBgwmJaEjo/z
P167psBgnh4HKZoXAKSrfcF2JK2nt6q442tpIREVpkTXFGF6p7nqVvnP4RBD2LbFD/uzBxpchjR3
6216LZ75qjSf4hZHnAVCD7BtfPx3j3mg8flICp7ZyGRgSARpaLrYoMzbMXgIPFYUOqf8rug/AoCqB
SD60vMivRfn5c3JceC91ZQ3/LGaqx7RGaUHY JaSXHPrF Ciozxtt2slwsSnhWIFF1fgfJqVf2L41E2
8f7pRyHPejTBK1tozyHaWvsTm7kFm8FIIDCCBUEGCSqGSIb3DQEHAaCCBTIEggUUMIIFK]CCBSYG
CyqGSIb3DQEMCgECOoIIE7jCCBOowHAYKKoZIhveNAQwWBAZzAOBAIZFPkQKLYL2wICCAAEggTIcJfj
yl4rcNs13Bxzac5e9bbDPqW6I6Cng7jB6vXjSPBNNMLL+7BcVKeSIWupmsQeQkvZGhdcby7Najsk
KEOEmaVVUPo1IgACKvZ2dc6nAVEeHbA14N1Z12gCrvKZb1WHW;j6NJ9e1xAKYzahVb5dkFNQIO8Y8
dQXgYhJF6davx+nFdhnoo8wnOA8ntwpJggGJAwWSXM7GLIV2XyOwahfoKG53Jxwgsz/OiLX/uh/Vk
c/kO+nKF4/au5igH9el8M6/17 A6kP854e XuMDWPXQHE35xAXrvt3gQd 1D 1n2wMGH/RyCDA1h4mNr
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Xwheql3nPScmwtRRsC6JSxZ1dx3kr4Zrw7yRRIH|T70Cn5VjonsdMfEATQqY 1GLDKOw4LE30Za3bW
kVSI3VzLxZx80WLcdiLOR1tn1FMbh/Y JFs520CF1MgnZdKg/fEP6yUK260PI6mZCS1FLTHIOOVN3
+WPY8itoVb5qqPEHNCh1Li3mCHHv7hLS9t6p+JM4+/y2G6MD8pPp/dnUxSidpbgIPV9/DQAMcx9P
PgHX01HNF8b8r61sKZX0KzizxjdxTSdur/A5ZVDtZBzM2etFcEt17008tko31UmAC/XWe9p2mjA1
ft2NAMB3Y qyjf03zT7jw4ulLskwcniPcdOsnbviUY 7prvn/7oBuTzklgmtvfOnfziyhNjByelytdyc
qqE8Q+MpIrbbWoUnQ2S1cg9zz38EVBIAtBWGYvgsKeDAt11x1Zyol2InaCs4cXnZRROHLZXL2hTW
aPZ7BVRtYohdme/18XtJgzySggdAMgxOG3I+JigXXa4M3a38TrndEjNzY9pHLa6Pi1R3IiBZ4ZiB
Ay02742HiU83ZAsDxYTPbb20YHgzijbvCQ7WOmhefhTTV/q5S89F OEtlabYrjBdPlil+Q4GiPYin
Aw/BgDThhkx5FXZz8L8WT TwnlvZ0OXq6tQ9ZfiNbIZJYth/C/pjSf2kLUH/bj8X8RHeXv3DfaOkn
brqyx401gwlPx2JSpgcxX7kHroVxF+YEHpfeEaTJ/650V3yUXmKAwWL/CNxOhEqlj6QlIpfPRAzb7
kgDFFX1Y/cVTkYQGs7tHMVFFIiEvn93MVriOhIReDxTEIhOQ6a/8D/1aitiNO9nF4zATVI7nulxkg
I12NU3iJMgrXNIpgnh63Z8phS74Q6RW508DtVXFDBVNVIFIMUVBYxdt8bPLi/c9ZrXFjTr50zSn2h
4WSKCiRpDfZGU+u9a4Tr+sU8GZyrDf8QnOB0sUo6aqF3Bjbb2jUHgqRgVX1UgmeDGuTZSW2qZY2DQ
HIJMC7E1BjmVsyPlodJLFRN8hBZCseJwuQ/6dtDol TsrbPtFTNN2kvtpgly6voQYolDWTyWxFCB8
NE3hyhkeTtVB92VQ3hxPGvgAp2ybolxKKnoBBrvDSpyawB/a6290p3a1NO82A6w6JwFVjOUVURS;
PovxBSACQtxr/dPAEuUZIGNyftgHpWbO01CelSvKJ6VnoPYh6R2AJWWgDGPVqdBRuSVIWq4PDasTG
8yUCWqdfYFGsbbTMyDyOn5vzHmMSIg1Z/3w7nU4ze+alRRB+xRJiBUBzi+An1qUCwHk9tMa9IgNWc
1wct6024js0/wocPpq7kVKBD2zf9Uy4KMSUwIwY JKoZIhveNAQkVMRYEFA73TcSOycMboZppjFUR
siolKUFCMDEwITAJBgUrDgMCGgUABBTI7cq0AOvVHFv4Aixdzm1d/1GaKNgQIUQPUr3fqiCICAggA

------ = NextPart_000_0007_01C7E331.7A0CA460
Content-Type: application/octet-stream;
name="dtag-06.mod"
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment;
filename="dtag-06.mod"

[Modul]

Name = "DTAG-06"

Bemerkung = "DTAG-Reservemodul"

Zielverzeichnis = "DTAG"

Ueberschreiben = 0

Delete = 1

Betreff_auswerten = 1

CASE_SENSITIVE =1

Absender = "S=EKUNDENBUCHHALTUNG;O0=DTAG;A=viaT;C=DE"
EXAKT _auswerten = 0

[Subject]

Start1 =1

Text1 = "DTAG__>>$06"
[File]

[Message]
K1Type = Betreff
K1Start = 23
K1Laenge = 8
K2Type = Fest
K2Wert = ".Z"
K3Type = Betreff
K3Start = 32
K3Laenge = 2
[Text]

------ = NextPart_000_0007_01C7E331.7A0CA460—

In this message no report was requested so the Status “Sent” will not change until
the entry is purged in the database (see following examples for Reports).

C6. Submitted Message with Report Request
Submitted Message (M_Test_3 Body011.IN)

To: " <21046@viat.de>

Subject: test 3 Bodyparts

Message-Id: 260002 12/11/10 MGATE Test
Date: Tue, 12 Nov 2010 14:46:24 +0100
Disposition-Notification-To: "
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MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="----=_NextPart_000_0007_01C7E331.7A0CA460"

Content-Transfer-Encoding: binary

—————— =_NextPart_000_0007_01C7E331.7A0CA460
Content-Type: text/plain;

charset="is0-8859-1"
Content-Transfer-Encoding: 7bit

------ =_NextPart_000_0007_01C7E331.7A0CA460
Content-Type: application/x-pkcs12;
name="hpm-webdav.p12"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;
filename="hpm-webdav.p12"

MIIKAQIBAzCCCccGCSqGSIb3aDQEHAaCCCbgEggmOMIlJsDCCBGcGCSqGSIb3DQEHBqCCBFgwggRU

.sioIKU FCMDEwWITAJBgUrDgMCGgUABBTI7cq0AOVHFVv4Aixdzm1d/1GaKNgQIUQPUr3fqiCICAggA

------ =_NextPart_000_0007_01C7E331.7A0CA460
Content-Type: application/octet-stream;

iText]

------ = NextPart_000_0007_01C7E331.7A0CA460—

In this message a report (it is not necessary to write an X.400 address between quo-
tation marks) was requested and based on the parameter in the Profile (Value is 2)
this request is mapped into an X.400 Receipt Notification request. The status of the
message will change when the report arrives (see following examples for Reports).

C7. Submitted Message with Multirecipient

To: " G=ipm;S=tester;O=test;A=viaT;C=de " <x@viaT.de>
to: " <41040@viat.de>

CC: "G=edi;S=tester;O=test;A=viaT;C=de " <x@viaT.de>
cc: " <31044@yviat.de>

cc: " c=de; a=viat; o=unknown; S=dummy " <x@viat.de>
cc: " <70000@viat.de>

BCC: " <49603@viat.de>

Message-ID: MGATE 0001 11/03/07

Date: 07 March 2011 10:56:05 +0100

Subject: test Multi Recipients

Disposition-Notification-To: "
MIME-Version: 1.0
Content-Type: text/plain
Content-Transfer-Encoding: 8bit

Test
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The message has been sent to seven recipients and it is not relevant whether capital
or small letters are used for the address type. The own MessageGate account was
addressed as a Blind carbon copy recipient.

C8. Transmission set with two Interchanges

Submitted Transmission set file T_TestEDI_018.IN
UNA:+.?2"
UNB+UNOA:2+MGATE1:65+TESTER:65+020508:1413+0709210008'
UNH+EVA0000001+INVOIC:D:95A:UN:ETEIB++0'
BGM++D--01/333700001003'
DTM+003:20080729"

DTM+263:9512:609'

NAD+II+++NL 2 STUTTGART-NORD+10 02 00+STUTTGART-NORD++70191+IC'
COM+0711/555-5002:TE'
COM+0711/555-5555:FX'

NAD+IV++TBX::FGNR 10110::93606 TESTHEIM'
CUX+1:DEM'
LIN+1++333700001003:ISN:DT6:DTC++0'
LIN+2+++1:1+1'

MOA+203:0.2086'

LOC+1+33XXX:::TESTUNION'

QTY+107:2'

DTM+163:20080619090423:204'
DTM+048:131:807"

LIN+3+++1:1+1'

MOA+203:0.3129'

LOC+1+31XXX:::TESTUNION'

QTY+107:3'

DTM+163:20080626091536:204'
DTM+048:192:807"

LIN+4+++1:1+1"

MOA+203:0.1043'

LOC+1+9193XXX:: TESTUNION'

QTY+107:1"

DTM+163:20080711080945:204'
DTM+048:51:807'

LIN+5+++1:1+1"

MOA+203:0.1043'

LOC+1+9193XXX:: TESTUNION'

QTY+107:1"

DTM+163:20080711095040:204'
DTM+048:27:807'

UNS+S'

MOA+079:0.7301'

UNT+37+EVA0000001"

UNZ+1+0709210008'
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UNA:+.?"
UNB+UNOA:2+MGATE1:65+TESTER:65+020508:1413+0709210009'
UNH+EVA0000001+INVOIC:D:95A:UN:ETEIB++0'
BGM++D--01/333700001003'
DTM+003:20080729'

DTM+263:9512:609'

NAD+II+++NL 2 STUTTGART-NORD+10 02 00+STUTTGART-NORD++70193+IC'
COM+0711/555-5002:TE'
COM+0711/555-5555:FX'

NAD+IV++TBX::FGNR 10110::93606 TESTHEIM'
CUX+1:DEM'
LIN+1++333700001003:ISN:DT6:DTC++0'
LIN+2+++1:1+1'

MOA+203:0.2086'

LOC+1+33XXX:::TESTUNION'

QTY+107:2'

DTM+163:20080619090423:204"
DTM+048:131:807"

LIN+3+++1:1+1'

MOA+203:0.3129'

LOC+1+31XXX:::TESTUNION'

QTY+107:3'

DTM+163:20080626091536:204"
DTM+048:192:807"

LIN+4+++1:1+1'

MOA+203:0.1043'
LOC+1+9193XXX:::TESTUNION'

QTY+107:1'

DTM+163:20080711080945:204"
DTM+048:51:807"

LIN+5+++1:1+1'

MOA+203:0.1043'
LOC+1+9193XXX:::TESTUNION'

QTY+107:1'

DTM+163:20080711095040:204"
DTM+048:27:807"

UNS+S'

MOA+079:0.7301'

UNT+37+EVA0000001'

UNZ+1+0709210009'

The file may contain an empty line to separate the Interchanges, but this is not nec-
essary.

C9. Status Report without History

Request Status report (S_*.IN)

Since: 13-Nov-2010
Direction: both
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Status report (S_*.0OUT)

Status Report for UserlD 49603; generated 13-NOV-2010 14:56:23
Filters: Disposition=All, Direction=Both, Format=Actual, Since=13-Nov-2010

From: " G=ipm;S=tester;O=test;A=viaT;C=de" 21046@yviaT.de
Order-ID: 5KOOAGOHBDMOF2F8

Message-ID: 614 10/11/13

MTS-ID: CA610D0211DC91E900007CAD

Status: Read

Date: 13-Nov-2010 14:01:18 +0100

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
Order-ID: 5KOOAGOHBDMOF2F9

Message-ID: 615 10/11/13

MTS-ID: CA79C90011DC91E900007EAD

Status: Received

Date: 13-Nov-2010 13:10:23 +0100

From: "G= G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
Order-ID: 5SKOOAGOHBDMOF2FA

Message-ID: 616 10/11/13

MTS-ID: CA9FC7DB11DC91E900007EAD

Status: Denied: (Reason: 0, Diagnostic: 0))

Date: 13-Nov-2010 14:01:18 +0100

To: " 21046@viaT.de

Order-ID: Test_3_Body010

Message-ID: 260001 12/11/10 MGATE Test
MTS-ID: 71F6370611DC91EBOO00DDAE
Status: Sent

Date: 13-Nov-2010 13:22:12 +0100

To: "c=de;a=viat;s=nicht_vorhanden,o=test" X@viaT.de
Order-ID: NDN0O1

Message-ID: MGATE 49603 00001 13112010

MTS-ID: MGate<5K00AGOHBDM208B4>

Status: Error: (Reason: 159416490, Diagnostic: 0)
Date: 13-Nov-2010 13:22:13 +0100

To: "c=de;a=viat;s=nicht-vorhanden,o=test" X@viaT.de
Order-ID: NDN002

Message-ID: MGATE 49603 00002 13112010

MTS-ID: D1FC163311DC91F400007EBA

Status: Failed: (Reason: 6, Diagnostic: 0)

Date: 13-Nov-2010 14:29:25 +0100

To: " 21046@viaT.de

Order-ID: Test_3_Body011

Message-ID: 260002 12/11/10 MGATE Test
MTS-ID: 098FC66111DC91F80000A6BD
Status: Read

Date: 13-Nov-2010 14:54:00 +0100

MessageGate User Guide

This status report shows the status of different messages. To limit the number of en-
tries in the report only those were selected which were sent or received since the 13"

of November 2010.

The first message was received, a receipt report was requested and was sent >

Status is Read

The second message was received but no receipt report was requested. The sender
only receives a delivery report if he had requested it > Status is Received

The third message was received, a receipt report was requested and a negative re-

port was sent - Status is Denied
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The fourth message was sent and no report was requested. Hence the status re-
mains “Sent” until the entry is purged. There will be no information if the delivery of
the message had failed - Status is Sent

The fifth message was not sent because there is an invalid character in the address
element (in “s=" the character “_” is used) that cause a process error - Status is Er-
ror.

The sixth message was sent and a report was requested. The message has an inva-
lid “TO:” address and the MTA generated a Non Delivery Notification - Status is
Failed.

The seventh message was delivered to a partner and a receipt notification was sent
back - Status is Read.

C10. Status Report with History

Request Status report (S_*.IN)

Format: History
Direction: both

Status report (S_*.0UT)

Status Report for UserID 49603; generated 13-NOV-2010 14:56:22
Filters: Disposition=All, Direction=Both, Format=History

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@viaT.de
Order-ID: 5KOOAGOHBDMOF2F8

Message-ID: 614 10/11/13

MTS-ID: CA610D0211DC91E900007CAD

Received: 13-Nov-2010 13:10:22 +0100

Read: 13-Nov-2010 14:01:18 +0100

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
Order-ID: 5KOOAGOHBDMOF2F9

Message-ID: 615 10/11/13

MTS-ID: CA79C90011DC91E900007EAD

Received: 13-Nov-2010 13:10:23 +0100

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@viaT.de
Order-ID: 5SKOOAGOHBDMOF2FA

Message-ID: 616 10/11/13

MTS-ID: CA9FC7DB11DC91E900007EAD

Received: 13-Nov-2010 13:10:23 +0100

Denied: 13-Nov-2010 14:01:18 +0100 (Reason: 0, Diagnostic: 0)

To: "™ 21046@viaT.de

Order-ID: Test_3 Body010

Message-ID: 260001 12/11/10 MGATE Test
MTS-ID: 71F6370611DC91EBO00ODDAE
Sent: 13-Nov-2010 13:22:12 +0100

To: "c=de;a=viat-test;s=nicht_vorhanden,o=test" X@viaT.de

Order-ID: NDN0O1

Message-ID: MGATE 49603 00001 13112010

MTS-ID: MGate<5K00AGOHBDM208B4>

Error: 13-Nov-2010 13:22:13 +0100 (Reason: 159416490, Diagnostic: 0)

To: "c=de;a=viat-test;s=nicht-vorhanden,o=test" X@viaT.de
Order-ID: NDNO002

Message-ID: MGATE 49603 00002 13112010

MTS-ID: D1FC163311DC91F400007EBA

Sent: 13-Nov-2010 14:29:19 +0100
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Failed: 13-Nov-2010 14:29:25 +0100 (Reason: 6, Diagnostic: 0)

To: "™ 21046@viaT.de

Order-ID: Test_3 Body011

Message-ID: 260002 12/11/10 MGATE Test
MTS-ID: 098FC66111DC91F80000A6BD
Sent: 13-Nov-2010 14:52:21 +0100
Delivered: 13-Nov-2010 14:52:27 +0100
Read: 13-Nov-2010 14:54:00 +0100

This status reports shows the status history of different messages:
The first message was received and a receipt report was sent at 14:01

The second message was received at 13:10 but no receipt report was requested.
The sender only received a delivery report because he had requested it

The third message was received at 13:10, a receipt report was requested and nega-
tive report was sent - Status is Denied

The fourth message was sent at 13:22 and no report was requested. Hence the
status remains “Sent” until the entry is purged. There will be no information if the de-
livery of the message has failed.

The fifth message was not sent because there is an invalid character in the address

element (in “s=" the character “_” is used) that cause a process error - Status is Er-
ror.

The sixth message was sent at 14:29 and a report was requested. The message has
an invalid “TO:” address and the MTA generated a Non Delivery Notification.

The seventh message was sent at 14:52, delivered to partner at 14:52 and a receipt
notification was generated and sent back at 14:54.

C11. Status Report for a selected Order-ID

Request Status report (S_*.IN)
Order-ID: NDN002

Status report (S_*.0OUT)
Status Report for UserID 49603; generated 13-NOV-2010 14:57:22
Filters: Disposition=All, Direction=Sent, Format=Actual, Order-ID=NDN002

To: "c=de;a=viat;s=nicht-vorhanden,o=test" X@viaT.de
Order-ID: NDN002

Message-ID: MGATE 49603 00002 13112010

MTS-ID: D1FC163311DC91F400007EBA

Status: Failed: (Reason: 6, Diagnostic: 0)

Date: 13-Nov-2010 14:29:25 +0100

This status reports shows the status of a message, which was selected using the Pa-
rameter Order-ID.
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C12. Status Report for a selected Message-ID

Request Status report (S_*.IN)
Message-ID: 2600*

Status report (S_*.0OUT)
Status Report for UserlD 49603; generated 13-NOV-2010 14:58:21
Filters: Disposition=All, Direction=Sent, Format=Actual, Message-ID=2600*

To: "™ 21046@viaT.de

Order-ID: Test_3 Body010

Message-ID: 260001 12/11/10 MGATE Test
MTS-ID: 71F6370611DC91EBO000DDAE
Status: Sent

Date: 13-Nov-2010 13:22:12 +0100

To: "™ 21046@viaT.de

Order-ID: Test_3 Body011

Message-ID: 260002 12/11/10 MGATE Test
MTS-ID: 098FC66111DC91F80000A6BD
Status: Read

Date: 13-Nov-2010 14:54:00 +0100

This status report shows the status of two messages, which were selected using the
Parameter Message-ID and using a wildcard as part of this ID.

C13. Status Report for denied Messages

Request Status report (S_*.IN)

Format: History
Direction: both

Status report (S_*.0OUT)
Status Report for UserlD 49603; generated 15-NOV-2010 16:21:04
Filters: Disposition=All, Direction=Both, Format=History

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
Order-ID: T730AGOHBFP1BBCO

Message-ID: 625 10/11/15

MTS-ID: 76CEBBE911DC93960000819A

Error: 15-Nov-2010 13:37:25 +0100 (Reason: 1, Diagnostic: 17)

From: " G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
Order-ID: T730AGOHBFP1BBC1

Message-ID: 626 07/11/15

MTS-ID: 7748EA6D11DC93960000889A

Error: 15-Nov-2010 15:11:57 +0100 (Reason: 1, Diagnostic: 11)

From: "G G=ipm;S=tester;O=test;A=viaT;C=de " 21046@yviaT.de
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Order-ID: T730AGOHBFP1BBC3
Message-ID: 628 10/11/15

MTS-ID: 77AC72F911DC939600008A9%A
Received: 15-Nov-2010 16:18:57 +0100

This status report shows the status of messages which are not delivered to a users
directory because of partnership errors (central EDI function).

In the first message a wrong recipient ID was found in the header of the EDIFACT in-
terchange. The MTA has created a Non Delivery Notification with a Diagnostic code
“No-bilateral-agreement” (17) and has sent it to the the sender of the message.

In the second message there is a wrong value in the UNZ of the EDIFACT inter-
change. The MTA has created a Non Delivery Notification with a Diagnostic code “In-
valid-arguments” (11) and has sent it to the sender of the message.

The third message was delivered to the directory at 16:18.

C14. Report for submitted message (Multirecipient)

Status Report for UserlD 49603; generated 8-Mar-2011 11:37:06 +0100
Filters: Disposition=All, Direction=Both, Format=History

To: "G=ipm;S=tester;O=test;A=viaT;C=de" <x@viaT.de>
Order-ID: Test ISOTEXT_MO018

Message-ID: MGATE 0001 11/03/07

MTS-ID: A2CD418E11E048A90000D680

Sent: 7-Mar-2011 10:57:03 +0100

Delivered: 7-Mar-2011 11:39:44 +0100

To: "™ <41040@viat.de>

Order-ID: Test ISOTEXT_MO018
Message-ID: MGATE 0001 11/03/07
MTS-ID: A2CD418E11E048A90000D680
Sent: 7-Mar-2011 10:57:03 +0100
Delivered: 7-Mar-2011 11:39:44 +0100

Cc: "G=edi;S=tester;O=test;A=viaT;C=de" <x@yviaT.de>
Order-ID: Test ISOTEXT_MO018

Message-ID: MGATE 0001 11/03/07

MTS-ID: A2CD418E11E048A90000D680

Sent: 7-Mar-2011 10:57:03 +0100

Delivered: 7-Mar-2011 11:39:44 +0100

Read: 7-Mar-2011 15:11:38 +0100

Cc: " <31044@viat.de>

Order-ID: Test ISOTEXT_MO018
Message-ID: MGATE 0001 11/03/07
MTS-ID: A2CD418E11E048A90000D680
Sent: 7-Mar-2011 10:57:03 +0100
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Failed: 7-Mar-2011 10:57:03 +0100 (Reason: 1, Diagnostic: 11)

Cc: "c=de; a=viat; o=unknown; S=dummy" <x@yviat.de>
Order-ID: Test ISOTEXT_MO018

Message-ID: MGATE 0001 11/03/07

MTS-ID: A2CD418E11E048A90000D680

Sent: 7-Mar-2011 10:57:03 +0100

Failed: 7-Mar-2011 10:57:03 +0100 (Reason: 6, Diagnostic: 0)

Cc: " <70000@viat.de>

Order-ID: Test ISOTEXT_MO018

Message-ID: MGATE 0001 11/03/07

MTS-ID: A2CD418E11E048A90000D680

Error: 7-Mar-2011 10:57:03 +0100 (Reason: 6, Diagnostic: 0)

Bcc: " <49637 @viat.de>

Order-ID: Test ISOTEXT_MO018
Message-ID: MGATE 0001 11/03/07
MTS-ID: A2CD418E11E048A90000D680
Sent: 7-Mar-2011 10:57:03 +0100
Delivered: 7-Mar-2011 11:39:44 +0100

106

The Order-ID and the Message-ID are identical for all entries. Only the MTS-ID might
be different because in case of an error the MessageGate process will create this ID
and not the MTA. These entries are only unambiguous in conjunction with a specific

recipient address. In this example all address types (To:, Cc: and Bcc.) were used

and for some of these recipient addresses a Non Delivery Notification has been re-

ceived.

The 4th recipient is an EDIBOX that supports only messages with one recipient and

EDIFACT document = Error “Invalid arguments”.

The 5th recipient has a wrong X.400 address = Error “Unknown User*
The 6th recipient has an invalid User-ID - Error “Unknown User*
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Printable String:

A B...Z Capital letter

a,b..z Small letter

0,1...9 Number

“ e Space

' Apostrophe

( Left Parenthesis

) Right Parenthesis

+ Plus sign

- Hyphen - Minus

, Comma

. Full stop

/ Solidus

: Colon

= Equal sign

? Question mark

ISOLatin 1 (ISO 8859-1)

Decimal Hexadecimal Character

32 0x20 Space
33 0x21 !
34 0x22
35 0x23 #
36 0x24 $
37 0x25 %
38 0x26 &
39 0x27 '
40 0x28 (
41 0x29 )
42 0x2A *
43 0x2B +

44 0x2C ,

108



109

45

46

47

48

49

50

51

52

53

54

95

56

57

58

59

60

61

62

63

64

65

66

67

68

69

0x2D

0x2E

Ox2F

0x30

0x31

0x32

0x33

0x34

0x35

0x36

0x37

0x38

0x39

O0x3A

0x3B

0x3C

0x3D

Ox3E

Ox3F

0x40

0x41

0x42

0x43

0x44

0x45

> ®

@)
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70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

0x46

ox47

0x48

0x49

Ox4A

0Ox4B

0x4C

0x4D

Ox4E

Ox4F

0x50

0x51

0x52

0x53

0x54

0x55

0x56

0Ox57

0x58

0x59

Ox5A

0x5B

0x5C

0x5D

Ox5E

< X = < 4= »w =X O

N
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111

95

96

97

98

99

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

117

118

119

Ox5F

0x60

0x61

0x62

0x63

0x64

0x65

0x66

0x67

0x68

0x69

OxB6A

0x6B

0x6C

0Ox6D

Ox6E

Ox6F

0x70

0x71

Ox72

0x73

0x74

0x75

0x76

Ox77
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120

121

122

123

124

125

126

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

0x78

0x79

Ox7A

0x7B

0x7C

0x7D

Ox7E

O0xA1

OxAZ2

OxA3

OxA4

OxA5

OxA6

OxA7

O0xA8

O0xA9

OxAA

OxAB

OxAC

OxAD

OxAE

OxAF

0xBO

0xB1

0xB2

«

I+

112



113

179

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

201

202

203

0xB3

0xB4

0xB5

0OxB6

0xB7

0xB8

0xB9

OxBA

0xBB

0xBC

0OxBD

OxBE

OxBF

0xCO0

0xC1

0xC2

0xC3

0xC4

0xC5

0xC6

oxC7

0xC8

0xC9

OxCA

0OxCB

»

Va

Z

> >

>

m O ® > > >

m

T
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204

205

206

207

208

209

210

211

212

213

214

215

216

217

218

219

220

221

222

223

224

225

226

227

228

0xCC

0xCD

OxCE

OxCF

0xDO

0xD1

0xD2

0xD3

0xD4

0xD5

0xD6

0xD7

0xD8

0xD9

OxDA

0xDB

OxDC

0xDD

OxDE

OxDF

OxEO

OxE1

OxE2

OxE3

OxE4

o O =

O

O

114



115

229

230

231

232

233

234

235

236

237

238

239

240

241

242

243

244

245

246

247

248

249

250

251

252

253

OxE5

OxEG6

OxE7

OxES8

OxE9

OxEA

OxEB

OxEC

OxED

OxEE

OxEF

OxFO

OxF1

OxF2

OxF3

OxF4

OxF5

OxF6

OxF7

OxF8

OxF9

OxFA

OxFB

OxFC

OxFD
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254 OXFE b

255 OXFF y
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