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Preface About this manual

Preface

About this manual

This manual is a guide to the OpenMS Batch User Agent. OpenMS is an electronic messaging
system, which complies with the CCITT X.400 and X.500 standards for Message Handling
Systems and Directory Services. The Batch User Agent is the mechanism, which provides host
access to the X.400 Message Store and the X.500 Directory.

Purpose

The primary purpose of the manual is to describe the commands used in applications, which
communicate with OpenMS. It also provides a general overview of OpenMS and of message
handling systems in general.

Target group

The manual is chiefly intended for application developers who are familiar with message
handling system technology.

Summary of contents

The main part of the manual is divided into five chapters. These are followed by 7 appendices
and a glossary. Experienced users may wish to skip chapters 1 and 2.

e Chapter 1, Overview, provides a general introduction to X.400-based Message Handling
Systems and X.500-based Directory Services and an overview of the Batch User Agent.

e Chapter 2, Messaging concepts, examines various concepts that are fundamental to
messaging systems, such as message format, message addressing and attributes, and
message processing and validation.

o Chapter 3, Structures and settings in the Batch User Agent, discusses the parameters that
govern how the Batch User Agent operates: user profiles, time formats and character sets
and the use of folders.

o Chapter 4, Getting started, briefly explains how OpenMS works, how to write and transfer
command script files for the Batch User Agent, and gives examples of sending and reading
messages.

e Chapter 5, Command descriptions, is in two parts. The first part deals with various general
aspects of the command set, such as syntax and notational conventions, while the second
comprises detailed descriptions of all the available commands in alphabetical order.

e The appendices consist of lists of system limits, error messages, diagnostic codes, message
types, file formats and various strings (numeric strings, printable strings and so forth). They
also provide a brief overview of the system administrator tasks relevant to the Batch User
Agent.

e The glossary provides brief descriptions of important terms and includes a list of the chief
abbreviations used in the manual and in related publications.
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X.400-based Message Handling Systems Overview

1.1

1.2

Overview

OpenMS is an X.400-based electronic messaging system that features X.500-compliant
Directory Services. This chapter, which experienced users can feel free to skip, provides
overviews of the CCITT X.400 and X.500 recommendations and a general introduction to the
OpenMS Batch User Agent.

X.400-based Message Handling Systems

The recommendations and standards in the CCITT X.400 series define a set of protocols
describing a Message Handling System which enables users to exchange data on a store-and-
forward basis. The store-and-forward principle makes data exchange independent of the
equipment which the communicating parties use and of the time at which they send or retrieve
the information.

The Message Handling System defines an interpersonal message (IPM) service. The original
CCITT Message Handling System recommendations date from 1984, the revised definition
from 1988; thus the types of interpersonal message supported by the OpenMS software are
referred to as IPM84 and IPM8S.

The Message Handling System (MHS) model can usefully be viewed as having three elements:
the User Agent (UA), the Message Transfer System and the Message Store. User agents form
the interface between the actual users and the rest of the Message Handling System. The
Message Transfer System comprises one or more Message Transfer Agents (MTAs) which are
responsible for message routing and delivery. The Message Store is an optional component
that acts as an intermediary between a User Agent and its local Message Transfer Agent. The
MHS model also includes an access unit mechanism, which provides for intercommunication
between the Message Handling System and other communication systems or services.

In outline, the Message Handling System works in the following way: One user, known as the
originator, submits a message to the Batch User Agent. The Batch User Agent passes the
message to the Message Transfer System. A Message Transfer Agent then delivers the
message either to the intended recipient's User Agent or to a Message Store from which it can
be retrieved by the recipient's User Agent. The recipient can then read and process the
message.

OpenMS fits into this model by providing a Batch User Agent and a Message Store along with
additional functionality, which extends the basic message handling capabilities.

X.500-based Directory Services

The CCITT X.500 Directory Service recommendations are designed to allow users to conduct
name and address searches on a global basis. A user wishing to look up name and address
details for a potential recipient requests a Directory User Agent to perform a Directory lookup.
This is intended to make message addressing user-friendlier by allowing entire complex X.400
addresses to be retrieved by way of a simple common name.

In OpenMS, the User Agent servers are capable of acting as X.500 Directory User Agents.
That means that users can access X.500 services from a terminal or a terminal emulation
without the need for a dedicated Directory User Agent.

6-Jun-07
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Overview About OpenMS and the Batch User Agent

1.3 About OpenMS and the Batch User Agent

The OpenMS messaging system combines X.400-compliant Message Store and User Agent
functionality and X.500 Directory User Agent functionality with a range of extended
capabilities.

1.31 Components of OpenMS

OpenMS has a modular architecture. It has six principal modules:
e Batch User Agent

e Message Store

e EDI Server

e P7 Server

e CDIF Server

e Local User Agent

For the purposes of this manual, the three most important components are the Batch User
Agent, the Message Store and the EDI Server.

The Batch User Agent

The Batch User Agent is a batch mode interface to the Message Store. In batch mode, instead
of entering commands at the prompt the user stores them in a file and transfers this file to a
directory on the OpenMS system. This directory is scanned periodically, and when at least one
command file is found it is passed to the Batch User Agent for processing. Chapter 5 of this
manual describes the Batch User Agent command set.

The Message Store

The Message Store is a database where messages and documents are stored and exchanged. It
maintains user-specific mailboxes in which messages are stored. It interacts with the Message
Transfer System (see section 1.1 above), either forwarding outgoing mail or retrieving
incoming mail.

The OpenMS Message Store is designed to handle a large number of subscribers, many
simultaneous users, a large number of stored messages, high message throughput and a
practically unrestricted message size.

The EDI server

The EDI server supports the uploading and downloading of EDI documents and Transmission
Sets. EDI (Electronic Data Interchange) is a set of messaging standards, which define how
formatted documents can be exchanged on an application-to-application basis, rather than on
an interpersonal basis as is the case with electronic mail. The main components of the EDI
server are the Trading Relations database and the Transmission Set Processor. For more
information on EDI processing see section 2.5, EDI processing and validation, on page 12).

Other components of OpenMS

The P7 server supports the operations defined in the CCITT X.413 Message Store Access
Protocol (generally known as the P7 protocol). It is designed to support User Agent
applications using P7-compliant command syntax.

8 Batch User Agent Reference Manual 06.06.2007



About OpenMS and the Batch User Agent Overview

1.3.2

1.3.3

1.3.4

The CDIF server provides access to the Message Store for clients, primarily personal
computers, supporting the CDIF (Common Document Interchange Format) protocol. The
commands of the CDIF command set are not described in this manual.

The Local User Agent is the user's interface to OpenMS. It accepts the user's commands,
performs correctness and security checks, and then interacts with the Message Store.

Interaction between the Batch User Agent and the Message Store

The way in which the Batch User Agent and the Message Store interact is perhaps best
described by way of an analogy.

When you want to send someone a letter by post, what do you do? You write the letter,
perhaps you add some newspaper cuttings and photographs, you put everything together in an
envelope, write the name and address on the envelope, then put the whole thing in a mailbox or
take it down to the post office and hand it over at the counter. The letter stays there until the
next collection and is then sent on its way by road, rail, air or bicycle, or on foot.

OpenMS works in much the same way. Using the commands of the Batch User Agent
interface, you compose your message from text you type in an editor and from existing files
and messages, and you specify the name and electronic address of the message recipient. The
Batch User Agent then passes the message(s) to a Message Transfer Agent in the Message
Transfer System, which delivers it as soon as possible to the recipient's Message Store.

Now consider a slightly different analogy. You have a P.O. box at a post office, and every so
often you go along to pick up all the mail that has accumulated there for you. Similarly, the
Message Store stores incoming electronic mail, and you can periodically look to see whether
any mail has arrived for you.

Accessing the Batch User Agent

You access the Batch User Agent by placing files in specific directories on the OpenMS
computer. The system scans for files on that directory periodically and the Batch User Agent is
started, if there are files to be processed. You transfer the files using standard file transfer
protocols. These are discussed in detail in section 4.4, “Host access”

System requirements

An appropriate file transfer utility (BSC, FTAM, FTP, etc.) must be installed on your system.
This utility must be correctly configured on the host system and on your own system. See
section 4.4 on page 20 for details of the use of the various file transfer protocols.

Data security

Each user has private mailboxes on the OpenMS server. Access is protected by a unique user
name and a password, so that no other user has access to your data.

A system user name and password are required by the file transfer protocol used. In order to
minimize administration overhead, it is recommended that the OpenMS account name and
password should be the same as the system account name and password.

6-Jun-07
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21

Messaging concepts

This chapter, which experienced users can feel free to skip, discusses some of the fundamental
aspects of electronic messaging systems, such as message format, message addressing,
message attributes, reports and notifications.

Basic concepts

The essential purpose of an electronic messaging system is to allow information to be
exchanged between users. This entails one user sending a message and another user retrieving
it. The message handling system sends back reports on the progress and delivery of the
transferred message; and the User Agent may send back notifications indicating whether the
message has been read. Let us examine these terms in more detail.

What is a message?

Put simply, a message is the electronic equivalent of a "paper" letter that you send by the
postal mail system. As defined in the CCITT X.400 recommendations, a message essentially
consists of an envelope and a content.

The envelope supplies information that the Message Transfer System needs in order to be able
to deliver the content to the right place. This information identifies the message originator and
the intended recipients, documents its passage through the Message Transfer System, and
characterizes its content.

The content is the information which one user wishes the other to receive. The messaging
system simply transfers this without modifying or examining it. The content is further divided
into two types of information: a heading and a body. The heading comprises memo-like
information such as the message importance, the subject and the recipient list, while the body
consists of one or more freely combinable body parts, such as directly entered text or binary
files.

What are reports and notifications?

A report is information returned by the Message Transfer System to let the originator know
whether a message has been delivered to the specified recipient's address as intended.
Depending on what instructions the Batch User Agent has been given, this information may be
returned (by the Message Transfer Agent) when the message is delivered or only if the
message fails to be delivered correctly. These two types of report are known as delivery and
non-delivery reports respectively.

The originating user may also ask to be notified whether or not a message has been retrieved
and read by the intended recipient. These notifications (sent by the recipient's User Agent) are
known as receipt and Non-Receipt notifications.

10
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2.2

2.3

Message composition

When you prepare a message for transmission (using the Batch User Agent's SUBMIT
command), there are essentially two activities involved. First you define the heading
information, then you specify the components that are to form the body of the message (the
body parts).

The heading information defines the message priority (e.g. urgent), the message subject (freely
definable) and whether the message is to be sent immediately or deferred to some later time.
Most importantly, it defines the intended recipients; and this information is also used in the
transfer envelope. Message addressing is dealt with in the next section.

The body consists of one or more body parts. The Batch User Agent supports two types of
body part: input from the command script and uploaded text and binary data. Forwarding of
messages is only supported for incoming messages.

Input from the command line refers to text which you enter directly as part of the SUBMIT
command in the command script following the keyword TEXT. You terminate text input with
the keyword EOTEXT.

Uploaded data (also referred to as attached data) is data which is uploaded from the user's
system to form a body part in the outgoing message. The data may be in the form of text in the
IAS character set (International Alphabet Number 5) or the ISO Latin 1 character set (see the
description of the SUBMIT command on page 86ff.), or it may be a binary file. The name of
the uploaded file or files is specified with the TEXTFILE or FILE keyword in the SUBMIT
command.

Message addressing

The envelope which accompanies the message content carries a range of information that the
Message Handling System requires in order to be able to transfer the message. Among the
chief items of information in this transfer envelope are those relating to message addressing.
With the OpenMS Batch User Agent, these specifications are taken from the

IMPDU_ HEADING section of the SUBMIT command (see page 86ff.).

An X.400 address comprises a number of components, which can be combined in different
ways to identify a recipient uniquely.

Three different address forms are supported under the Batch User Agent. These correspond to
the CCITT X.402 recommendations and are described in detail in the sections on the SUBMIT
command (see page 86) and the FETCH command (see page 44).

The most important elements of an X.400 address are as follows:

COUNTRY one of a predefined set of country codes identifying the country
(e.g. DE for Germany)

ADMD an administrative management domain (PTT authority) within the
country

PRMD a private management domain (non-PTT organization) within the
country and subject to the ADMD

SURNAME the surname of the intended recipient
GIVENNAME the given name (first name) of the intended recipient

ORGANIZATION the name of the organization at which the intended recipient can
be reached

6-Jun-07
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2.4

2.5

ORG_UNIT the name of a subdivision of ORGANIZATION

COMMON_NAME (IPM88 only) the defined full name of the intended recipient,
typically a given name followed by a blank and a surname

UA_CONT ID the unique User Agent identification number of the intended
recipient

X121 _ADDRESS the X.121 address of the intended recipient's terminal (a telephone
number)

FREEFORMNAME a free-form name which is not used for routing

DDA specification a domain-defined attribute comprising a type and value, typically

identifying a particular service available within the selected
management domain.

Message attributes

In addition to the address data for the intended recipients, the transfer envelope carries
information defining a range of other message attributes. These identify a message within the
message handling system. They include indications of the message priority, the date and time
of message creation, the User Agent entry type (see page 123) and entry status, the message
subject, an interpersonal message identifier and a User Agent Content identifier.

Most of these attributes can be used to select messages in various commands. For details, see
the section on the selector specification on page 77.

The entry status of a message is assigned by the system and can have one of four values:
NEW, LISTED, OLD and SENT. These values have the following meanings:

- NEW

All received messages (including reports and notifications) are initially assigned the entry
status NEW. This status applies until the message is listed or fetched by the user.

— LISTED

The entry status of received messages (including reports and notifications) changes from
NEW to LISTED after the user has issued an appropriate LIST <message folder>
command and the message has been included in the resulting list.

This status applies until the message is fetched or deleted by the user.
- OLD

The entry status of received messages (including reports and notifications) changes from
NEW or LISTED to OLD after the user has issued an appropriate FETCH command. This
status applies until the user deletes the message.

When the entry status of a message changes to OLD, the User Agent issues any receipt
notification, which may have been required by the person sending the message.

— SENT

All messages successfully transmitted are assigned the entry status SENT. This status
applies until the user deletes the message.

EDI processing and validation

An EDI document is a Transmission Set encoded in accordance with the ISO 9735 standard
for Electronic Data Interchange for Administration, Commerce and Transport (EDIFACT). A

12
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Transmission Set is a sequence of Interchanges. An Interchange is defined as a structured set
of messages (user data) and service segments. The user data is the information content of the
document, while the service segments consist of various headers and trailers, which
encapsulate the user data and identify the sender, the recipient and other information required
for message transfer. The Batch User Agent's EDI support mechanism enables EDI users to
communicate with each other via X.400 without having to know anything about X.400 address
and message syntax. Address translation and message packing and unpacking are handled
automatically.

The Batch User Agent command set includes commands for uploading and downloading EDI
documents. These commands are available only to users who have an EDI mailbox (EDI box).
They access an EDI server which has two main components, the Transmission Set Processor
and the Trading Relations database. For details of mailboxes, see section 3.4 on page 15.

To send an EDI document you first have to use the UPLOAD command (see page 99). This
command does not convert or parse the EDI data in any way, but simply stores it in a
temporary file, the Transmission Set, which is then processed in the background by the
Transmission Set Processor (TSP). The TSP performs validation and address lookup by
referring to the Trading Relations database, splits the transmission into its component parts
(Interchanges) and then packs each Interchange into a separate X.400-style message. The
messages are then submitted to the Message Transfer Agent and delivered to the recipient's
Message Store. There, again after validation against the Trading Relations database, the X.400
header information is stripped and the Interchanges are placed in a Transmission Set. The
DOWNLOAD command (see page 41) is then used to download the Transmission Set to the
recipient's system.

The EDI Trading Relations database contains details of the Trading Relation Agreements set
up between Trading Partners. It also contains partner profiles and addressing details for
message submission and address lookup. The Trading Agreements may be of two types:

e open partner Trading Agreements
e closed partner Trading Agreements

Open partners may receive from any partner, provided that there is no explicit entry in the
Denied Agreements table. All partners must be registered as Trading Partners to allow EDI-to-
X.400 addressing to be implemented. For each open partner there must be a Trading
Agreement defining message submission and billing parameters.

Closed partners may receive from partners only if there is an explicit entry in the Trading
Agreements table. This entry maintains message submission and billing information.

To route an EDI Document to a so-called Router-EDIbox, you have to create a routing
agreement, for example, from user A to user B via C. The router itself must have the
ROUTING_ ALLOWED flag set to ON. If you have such an agreement, every EDI Document
addressed from an EDIbox user A (originator) to a user B (recipient) will be routed to a user C
(router) in the first step. Then the router has to download the document, process it as
appropriate, and repost it. In the second step, the document will be delivered to the original
recipient B.
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3.1

3.2

3.3

Structures and settings in the Batch User Agent

This chapter discusses the parameters that govern how the User Agent operates: user profiles,
time formats and character sets, and the use of folders.

User profiles

The OpenMS user administration subsystem includes a user database. The information stored
in this database includes a series of user profiles, one per user (or User Agent), which define
various user-specific parameter settings. These user profiles are set up by the system
administrator when he/she sets up the BUA login.

Among the settings defined in your user profile are:
e your password

e the type of mailbox you have been assigned

o the character set you use

The Batch User Agent only allows you to view and modify one of these settings, namely the
number of days for which EDI documents are archived. See the LIST PROFILE (page 69) and
REGISTER (page 74) commands for further details.

Refer to Appendix B on page 104 for details on all the settings in the profile which affect
operation of the Batch User Agent.

Time format

The Batch User Agent uses a UTC time format indicating the local user time (not GMT). This
is a 15-character string in the form "YYYYMMDDhhmmssZ".

The first 14 characters in the string are numeric and indicate the year, month, day, hours,
minutes and seconds. The final character is always a Z (uppercase or lowercase).

Only the values 1990 through 2089 are supported for the year specification.

Character sets

Internally, OpenMS uses the ISO Latin 1 character set. On your system you can use DECmcs
(local VMS users), IASIRV, IASNRV, IBMPC (PC users) or ISO Latin 1. When transmitting
data, OpenMS can handle IAS, ISO Latin 1 and T.61. Conversion is handled automatically.

The character set you use on your system is defined in your user profile. This character set is
used for the command script, the result file, text attachments and forwarded attachments. .

The most common character set is IAS(IRV/NRV) and will be sufficient in 90 % of the cases.
The variant NRV contains some country specific characters like German Umlaut.

For some special cases ( German Umlaut, and other special signs) you may use the ISO Latin
1 character set (for IPM88 messages).

14
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3.4

Mailboxes and folders

Messages that are sent to you are stored on arrival in a private mailbox. There are two types of
mailbox, the standard mailbox (or MAIL box) for ordinary X.400 mail users and the EDI
mailbox for EDI users (see section 2.5). Some Batch User Agent commands are available only
to users with a particular type of mailbox. UPLOAD, for example, is available only to EDI
users, while SUBMIT is available only to users with a standard mailbox.

Your mailbox in the Message Store comprises a number of message storage areas known as
folders or infobases. There are a number of system folders and, for MAIL box users, sixteen
user-definable (private) folders. The names of the system folders cannot be changed by the
user. The names are:

e /NFOLDER (MAIL box - for incoming mail messages, EDI box - for incoming EDI
documents)

e SENTFOLDER (MAIL box - stores outgoing mail messages, EDI box - for outgoing EDI
documents)

e MAILBOX (EDI box only - contains the various reports)
e PROFILE (EDI box only - contains the database information for the user profile)
e SUBSCRIBER (MAIL box only - contains address information for other subscribers)

e FOLDER (contains information on all the system and user folders)

The user-definable (private) folders, available to MAIL box users only, have default names
(FNOI through FN16). You can use the MODIFY command (see page 72) to assign your own
names to these folders.

To move a message from one folder to another, MAIL box users can use the F/ILE command
(see page 62). There are no restrictions on moving messages from one folder to another.
Virtually any message can be moved to any folder. This allows you to keep all the messages
related to a particular business partner within a single folder, regardless of message type or
status.

To delete one or more messages from a folder you use the DELETE command (see page 39).
You cannot delete messages with an entry status of NEW.
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3.5 Logical directories
In the Batch User Agent, the various directories and subdirectories in which the different file
types are stored are referenced by logical names. The following table shows a complete list of
these logical names and indicates the file types stored in each of the directories.

BUA logical directory File types Description

BUA_LOGIN_DIR * bua BUA command scripts. These contain the
commands to be processed by the Batch User
Agent.

BUA LOGIN_DIR *.ebe EDI Transmission Set files for EBCDIC users.
These files are stored here temporarily prior to
transmission.

BUA _LOGIN_DIR * ets EDI Transmission Set files for ASCII and other
users. These files are stored here temporarily
prior to transmission.

BUA LOGIN_DIR * K Temporary files. These could, for instance, be
attachments, which are stored here temporarily
prior to transmission.

BUA_RTS DIR *.ebc EDI Transmission Set files containing the result
of an EDI download (EBCDIC users only).

BUA _RTS DIR * 1ts EDI Transmission Set files containing the result
of an EDI download (ASCII and other users).

BUA RESULT DIR * res BUA result files. These contain the results of the
corresponding *.bua files.

BUA TXT DIR * <ddd> These files contain text body parts and are
generated as a result of the FETCH command.

BUA TXT ATT DIR *.<ddd> These files contain text attachments and are
generated as a result of the FETCH command.

BUA FOR ATT DIR *.<ddd> These files contain attached interpersonal
messages and are generated as a result of the
FETCH command.

BUA BIN ATT DIR  *.<ddd> These files contain binary body parts and are
generated as a result of the FETCH command.

Table 1: BUA logical directories and file types
<ddd> is an alphanumeric string, which is incremented for each file generated with the
FETCH command. The counter is initialized to "001" at login time and consists of exactly
three alphanumeric characters incremented according to the following pattern ("001" - "009",
HOOaH - HOOZH’ "010” - "019”, HOlaH - "ZZZ").
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4.1

Getting started

In this chapter we give you a brief introduction to how the OpenMS interface works. We
examine the structure of the command files, show you how to pass command files to the Batch
User Agent using the various file transfer protocols available, and we work through some brief
examples demonstrating how to send and read messages.

How the interface works

The Batch User Agent is a component, which provides host access to OpenMS. Host access
allows subscribers to an OpenMS MAIL box or EDI box to access this mailbox using a batch
user interface on the OpenMS system. The batch user interface uses batch mode to send and
receive messages to and from other subscribers.

In batch mode the subscriber does not communicate interactively with the host system by
entering commands, but uses a file containing the necessary Batch User Agent (BUA)
commands and the messages to be sent. Subscribers create the command file or script on their
own systems using a text editor or an application and then copy the file to their own BUA
login directory on the OpenMS system. The command script file must have the file extension
".bua". The general structure of command scripts is explained in section 4.2, "Command
scripts" and the individual commands are described in detail in chapter 5.

Files are copied from the subscriber's system to the OpenMS system using a file transfer
utility, which also provides access protection. The transfer protocols available and the way in
which they are used are described in section 4.4, "Host access".

The subscriber's BUA login directory (see section 3.5 on page 16) on the OpenMS System is
scanned periodically for command scripts having the file extension ".bua". (For information
about frequency of scanning operations please contact your service support personnel.) When
command script files are found, the Batch User Agent is started and the command script files
are processed in order of their creation times. This means that the subscriber does not have to
run the command scripts explicitly. They are processed through an external program, which
calls the BUA if there are files to process.

If the BUA finds more than one command script file on the subscriber's login directory, it
processes them in accordance with their age. The maximum number of OpenMS BUA files to
be processed in one go by the OpenMS BUA process is adjustable over the parameter
max_files_per_session in the configuration file (OMS POLLER DAT:OMS POLLER CNF.TXT,
see Batch User Agent Host Access System Administration Manual).

The results of the processed command script files are written to a result file and stored in the
subscriber's result file subdirectory (see section 3.5 on page 16). The subscriber can copy the
result files back to his/her system and analyze the data. As soon as the ".bua" file has been
processed and the result file has been written to the BUA result subdirectory, the command
script file is deleted from the subscriber's BUA login subdirectory. The general structure of
result files is explained in section 4.3, “Result files” and the result syntax for individual
commands is described in detail in chapter 5.

There is no notification to inform the subscriber that a command script has been processed and
that the result file has been generated. The subscriber has to wait an appropriate period of time

before retrieving the result file. The filename of the result file is the same as the filename of the
command script but has the file extension ".res" instead of ".bua".
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411

4.2

BUA temporary directory

Processing the command scripts, the BUA create for every subscriber a temporary sub
directory (TMP) under the local OMS POLLER DIR The files (command script,
result file and journal file) will be created under this temporary sub directory diiring the
processing and deleted after the BUA processing is finish.

Note:

It is recommended that a copy of command scripts containing frequently used commands
be kept on the host system so that they may be reused. The scripts can be copied to the
subscriber's login directory on the OpenMS host system whenever they are required.

It is also recommended that the result files be copied back to the originator system within
24 hours, since they will be stored in the BUA result subdirectory for a limited time only.
For more information, please contact your service support personnel.

Command scripts

The Batch User Agent works with command scripts. A script is a text file containing one or
more BUA commands. A BUA command is an instruction the subscriber gives to the Batch
User Agent to perform an action, such as sending a message, listing the contents of folders in a
subscriber's box, reading messages, and so on. BUA commands are tailored to the needs of
applications and not intended for human users. The following general rules apply to a BUA
command script:

Each command must be preceded by a dollar sign ($). For example:
$ LIST INFOBASE: FOLDER
SDELETE INFOBASE:PRIVATE

A command may extend over more than one line. Only the first line of a command is
preceded by a dollar sign ($). The dollar sign must be the first non-whitespace character
(i.e. character other than a tab, a blank or end-of-line) in the line and the command itself
must be in the same line as the dollar sign. E.g.

$ LIST
INFOBASE: FOLDER

SDELETE INFOBASE:PRIVATE

Spaces and tabs (but no newline characters) are permitted between a keyword and the

€@,

separators “:” or “::”.
The maximum number of characters per line is 1024. Extra characters are truncated.
Empty lines are allowed.

Commands and tags are not case-sensitive. Filenames may or may not be case-sensitive,
depending on the host system used.

A tag/value notation is used to represent data values. Simple data values are entered as
follows:

tag id : value

Example
SURNAME : PETERSON

18
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e A value need not be on the same line as the associated keyword, i.e. the following input is
correct:

ENTRY TYPE
IPM

e Complex data values use a nested syntax:

tag id::sub tag idl : valuel sub tag id2 ...(* canagain be nested *)
END

Example
ORG_UNIT HIERARCHY:: ORG _UNIT: EIS ORG UNIT: SIC END

Each structure is introduced by a tag and a double colon and terminated by the keyword
END. Every double colon must therefore be associated with a corresponding END. No
whitespaces are allowed between the two colons in a double colon.

e The order of tag value pairs must be strictly observed, except where indicated to the
contrary.

e Input values are trimmed, i.e. leading and trailing whitespaces are removed. In addition,
whitespaces are compressed, i.e. a sequence of more than one whitespace is compressed to
a single blank. Strings in double quotes (") are not trimmed and not compressed. Some
address values are, however, always compressed (see table in appendix E on page 117). If a
value itself contains double quotes, each double quote must be doubled. E.g., the input

GIVENNAME : Graham
SUBJECT: "Some queries on the ""X49"" project"

will be interpreted as follows:

GIVENNAME: Graham
SUBJECT: "Some queries on the ""X49"" project"

e String values can always be enclosed in double quotes. They must be enclosed in double
quotes if they contain whitespaces.

e String values can extend over several lines up to a maximum logical line length of 1024
characters. The end-of-line character does not terminate a string.

e Each script must be terminated by an EXIT command. A missing EXIT command causes
an error message ("Missing EXIT command").

SLIST INFOBASE:FOLDER
SDELETE INFOBASE:PRIVATE
SEXIT

4.3 Result files

The Batch User Agent generates a result file each time it executes a command script. These
result files are then stored in a special result directory.

The general structure and syntax of result files is described below. Detailed descriptions of the
syntax used for the results of individual commands can be found in the relevant command
descriptions in section 5.2.

e The original command that generated the result is shown in the result file. In the case of the
SUBMIT command, the message part is omitted.

e Each line in the result file contains a single keyword and the relevant value, separated by a
colon.
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e Any error messages generated will also be written to the result file.

44 Journaling

For the event of errors, hardware or software failures during the processing of the input scripts
BUA journaling gives the user the possibility to recover from the errors and to continue
aborted handling of BUA files after the last completely processed script instruction.

If the processing of the OpenMS BUA process is aborted or not led correctly to end due to a
system error (not syntax errors) or for lack of resources etc., the renewed call of OMS BUA
can restart the BUA script at the aborted position.

Restarting at the aborted instruction occurs automatically, if necessary with several attempts.
After a pre-defined number of attempts (OMS_POLLER DAT:OMS POLLER CNF.TXT;
parameter ,,max_process_retry “; O=unlimited) no more attempts is undertaken however the

BUA file is placed into the operator’s BAD directory.

4.5 Host access

The way in which the subscriber accesses the Batch User Agent varies according to the file
transfer utility used. Three file transfer utilities are available with OpenMS:

e BSC-oriented file transfer protocol utility
e FTAM
e FTP

The following sections describe these three utilities and the associated login procedures in
detail.

Note

In order to allow the Batch User Agent to process command scripts correctly, all additional
files, such as attachments or EDI Interchanges, have to be transferred before the command
script file, as the BUA cannot check for the presence of these files on the OpenMS system
before processing the command script. Thus an error will be reported in the result file if a
required file is not found.
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451 BSC access

BSC access has been implemented in OpenMS and allows you to access the system in the
same way as with an IBM 2780/3780 station. An appropriate emulator must be installed on the
host.

BSC access provides the following functions:
e Controlled login

The system checks that the login is correct and a status file is returned to the host system.
¢ Sending of files

Files to be sent contain BUA command scripts, text, EDI Transmission Sets and
attachments.

e Receiving of files

Files to be received contain the results of a BUA operation, text, EDI Transmission Sets
and attachments.

o File support

Two file formats are supported: variable record length format and undefined (stream)
format. Refer to "Appendix F: File formats" on page 122 for further details of the variable
and undefined file formats. Conversion between these formats is performed in some
instances when files are transferred between the host system and the remote system. The
table below shows when conversion is performed.

BUA logical directory Filenames Format required  Conversion

by OpenMS performed
BUA LOGIN_DIR * bua variable yes
BUA_LOGIN_DIR * ets undefined no
BUA LOGIN_DIR * txt undefined yes
BUA LOGIN DIR *txt_att undefined yes
BUA LOGIN DIR * bin_att undefined no
BUA RESULT DIR * res variable yes
BUA_RTS DIR *1ts undefined no
BUA TXT DIR * <ddd> undefined yes
BUA TXT ATT DIR *.<ddd> undefined yes
BUA FOR _ATT DIR *.<ddd> variable yes
BUA BIN ATT DIR  *.<ddd> undefined no

Table 2: BUA logical directories, file formats and conversion
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General procedure

The command syntax shown in this section may vary in places, depending on the file transfer
products installed on different host systems.

Typically, BSC access to the Batch User Agent involves the following steps:
e Create the following files:

— the login file for logging into OpenMS

— the BUA command script

— any text or binary attachments and EDI Interchanges required

— acommand file to control file transfer.

o Transfer all the files BUA will require when processing the command script. This must be
done before the command script itself is transferred.

e Check the login status as returned in the status file. (This step is optional.)
e Transfer the BUA command script.
e Wait an appropriate length of time until the BUA has processed the request.

e Transfer the result file and any additional files (attachments etc.).

Note
The files must be sent in transparent mode.

The following example shows the steps that must be carried out on the host system if you wish
to submit a message with the binary attachment "tar.bin_att". It is assumed that "tar.bin_att"
has already been created. The names of the files created are shown in bold followed by the
contents of the files.

1. Create the login file with the SEND option:

SUBMIT_ATT.LOGIN

LOGIN username password SEND

2. Create a command procedure to allow the BUA command script to be sent:

SUBMIT_ATT_TRANSFER_SCRIPT.COM

SEND SUBMIT.BUA

3. Create a command procedure to allow the binary attachment to be sent:

SUBMIT_ATT_TRANSFER_MORE.COM

SEND TAR.BIN ATT
4. Create the LOGOUT command procedure:

SUBMIT ATT LOGOUT.COM

LOGOUT
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5.

7.

Create the BUA command script:
SUBMIT_ATT.BUA

This example does not show the entire command script

SSUBMIT INFOBASE: SENTFOLDER
IMPDU: :
IMPDU HEADING: :
PRIORITY: URGENT
ORIGINATOR: :

! Text omitted here

IMPDU BODY::
TEXT:

This is the first line
This is the second line

EOTEXT
ATTACH: :
TYPE: BIN

FILE: TAR.BIN ATT

END
END
END
SEXIT

. Create a command procedure to perform the entire BUA session:

SUBMIT_ATT.COM

call the file transfer utility
set up the line

send SUBMIT ATT.LOGIN

receive SUBMIT ATT.STATUS (check status)
send SUBMIT ATT TRANSFER MORE.COM
receive SUBMIT ATT.STATUS (check status)
send TAR.BIN

receive SUBMIT ATT.STATUS (check status)
send SUBMIT ATT TRANSFER SCRIPT.COM
receive SUBMIT ATT.STATUS (check status)
send SUBMIT.BUA

send SUBMIT ATT LOGOUT.COM

You receive the result file in a similar manner.

Certain conventions must be adhered to when sending and receiving files under BSC. These

are

described in the rest of this section.
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Sending single files
The following sequence must be observed when sending single files:
Send login file: LOGIN USERNAME PASSWORD SEND
Receive action file: LOGIN_SUCCESSFUL or LOGIN_FAILED
Send action file: SEND filel.xxx
Receive action file: FILENAME RECEIVED: filel.xxx
Send file: filel.xxx
Receive action file: FILE_RECEIVED: filel .xxx
Send action file: SEND file2.xxx
Receive action file: FILENAME RECEIVED: file2.xxx
Send file: file2.xxx
Receive action file: FILE _RECEIVED: file2.xxx

Send action or login file: LOGOUT or LOGIN...

Notes

1.
2.
3.

The only valid actions are LOGIN, SEND and LOGOUT.
The session is terminated when the subscriber sends LOGOUT.

If the action is invalid (an action other than LOGIN, SEND or LOGOUT or which does not
observe the correct sequence), the user receives an action file containing
"UNKNOWN_ COMMAND OR INVALID ACTION", and the session is terminated.

A timeout mechanism automatically terminates the session if the user does not send
LOGIN, SEND or LOGOUT within a period of 1 minute.

Part of the file specification of the action record "SEND file.xxx" can be the BUA login
directory specification, e.g. "bua_login_dir:".

Receiving single files:

The following sequence must be observed when receiving single files:

Send login file: LOGIN USERNAME PASSWORD RECEIVE
Receive action file: LOGIN_SUCCESSFUL or LOGIN_FAILED
Send action file: RECEIVE filel.xxx

Receive file: filel.xxx or FILE NOT _FOUND

Send action file: RECEIVE filel.xxx

Receive file: filel.xxx or FILE NOT FOUND

Send action or login file: LOGOUT or LOGIN...

Notes

1. The only valid actions are LOGIN, RECEIVE and LOGOUT.

2. The session is terminated when the subscriber sends LOGOUT.

3. If the action is invalid (an action other than LOGIN, RECEIVE or LOGOUT or which does
not observe the correct sequence), the user receives an action file containing
"UNKNOWN COMMAND OR INVALID ACTION", and the session is terminated.

4. A timeout mechanism automatically terminates the session if the user does not sent

LOGIN, RECEIVE or LOGOUT within a period of 1 minute.
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5. If the file does not exist, the user receives an action file containing "FILE NOT_FOUND",
and the session is terminated.

6. Part of the file specification of the action record "RECEIVE file.xxx" can be a legal BUA
directory specification, e.g. "bua_text dir:". If the directory is not specified, all user
directories will be searched for the file.

Receiving a group of files:

The following sequence must be observed when receiving groups of files with the same name
and different extensions (e.g. file.RES, file.001 : file.002 : file.nnn):

Send login file: LOGIN USERNAME PASSWORD RECEIVE file.*
Receive action file: LOGIN_SUCCESSFUL or LOGIN_FAILED
Send action file: RECEIVE _FILENAME

Receive action file: NEXT _FILE _IS: file.xxx

Send action file: RECEIVE FILE DATA

Receive file: file.xxx

Send action file: RECEIVE FILENAME

Receive action file: NEXT _FILE IS: file.yyy

Send action file: RECEIVE FILE DATA

Receive file: file.yyy

Send action file: RECEIVE FILENAME

Receive action file: END

Send action or login file: LOGOUT or LOGIN...

Notes
1. The file specification must be "filename. *".

2. The first file that the user receives will be the file with the file extension ".RES". Next the
user will receive all files in ascending order of filename extension, starting with ".001".
Each file will be preceded by an action file with the following format: "NEXT FILE IS:
directory:filename.nnn". The "directory:" specification corresponds to one of the BUA
logical directories (see Table 2 on page 21).

3. After all files have been transferred, the BSC user will receive an action file containing
"END". The user can then send a new login file (LOGIN ...) or an action file containing
"LOGOUT". A timeout mechanism automatically terminates the session if the user does
not send LOGIN, SEND or LOGOUT within a period of 1 minute.

4. If the action is invalid (an action other than LOGIN, RECEIVE FILENAME,
RECEIVE FILE DATA or LOGOUT or which does not observe the correct sequence),

the user receives an action file containing
"UNKNOWN_COMMAND OR INVALID ACTION", and the session is terminated.
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Session termination:
The session will be terminated under the following conditions when sending or receiving files:

o if the user sends LOGOUT
o if the user sends an invalid login file or action file
e if an unrecoverable error occurs during a file transfer.

When using a switched line (dial in), the line will be disconnected and the user must dial in
again and send "LOGIN" to start another session. On a non-switched line the line will not be
dropped, and another session can be started by sending "LOGIN".

EBCDIC character set

The BSC system uses the login to determine whether the subscriber is using the ASCII or
EBCDIC character set. If the subscriber is using EBCDIC, certain files will be translated from
EBCDIC to ASCII and vice versa.

During a SEND operation, files with the following extensions will be translated from EBCDIC
to ASCII:

e "bua"

o "itxt"

e "ebc"

o "txt att"

Files with other extensions will not be translated.

During a RECEIVE operation, files with the following extensions from the specified
directories will be translated from ASCII to EBCDIC:

e '"res"inbua result dir

e '"ebc"inbua rts_dir

e Allfiles in bua_txt dir

e Allfiles in bua_txt att dir
e Allfiles in bua for att dir

In all other cases, translation will not take place.
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Login file
The login file must contain only one line of text and must have the following structure:

LOGIN username password action [file]
The components of the LOGIN command have the following meaning:

LOGIN Identifies the record as the login record. The keyword LOGIN
must be followed by one space.

username The user name. This specification must be followed by one space.
password The password. This specification must be followed by 1 space.
action Must be SEND for sending a file or RECEIVE for receiving files.

This specification must be followed by one space if the login
record includes a file specification.

file File specification, filename (e.g. SUBMIT.*). If a file is specified,
it is assumed that the user wants to receive a group of files. The
syntax is "FILENAME.*". If the user wants to send or receive
single files, the login record must not include a file specification.

The BSC system returns the following status information after it has received the login record:

e LOGIN SUCCESSFUL or

e LOGIN_FAILED (syntax error, invalid user name, password or action)

Action file
The action file must contain only one line of text and must have the following structure:

e SEND file.xxx

e RECEIVE file.xxx

e RECEIVE FILENAME

e RECEIVE FILE DATA

e LOGOUT

The components of the action file have the following meaning:

SEND file Indicates that the user wants to send a file. SEND must be
followed by one space and then the file specification. The file
specification may contain the login directory name (e.g.
"bua_logindir:"). Regardless of the directory specification, all files
will be moved to the user's BUA_LOGIN_DIR.

RECEIVE file Indicates that the user wants to receive a file. RECEIVE must be
followed by one space and then the file specification. The file
specification may contain a directory name (logical BUA result
directory, e.g. BUA_TXT DIR). If no directory name is specified,
the system searches for the file in all user directories.

RECEIVE FILENAME Indicates that the user wants to receive the next available
"filename" when receiving a group of files.

RECEIVE FILE DATA Indicates that the user wants to receive the next available file
("data") when receiving a group of files.
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LOGOUT Indicates that the session is to be terminated. DTR will be
dropped, thus disconnecting a switched line. On a non-switched
line the BSC system waits for a new login record.

The BSC system returns the following status information after it has received an action record
or data:

e FILENAME RECEIVED: file.xxx (after user has sent "SEND file.xxx")
FILE RECEIVED: file.xxx (after user has sent "data" of file.xxx)

e FILE NOT FOUND (after user has sent "RECEIVE file.xxx" and file does not exist)
e NEXT FILE IS: file.xxx (after user has sent "RECEIVE_FILENAME")

e END (after user has sent "RECEIVE_FILENAME" and no more files of a group are
available)

e UNKNOWN COMMAND OR INVALID ACTION (illegal user action or action is out
of sequence).
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4.5.2 FTAM access

FTAM is the OSI-based File Transfer, Access and Management method. Both the system
administrator of the service-provider's system and the system administrator of the host system
will have to set up address information before it is possible to access the OpenMS system.
Please refer to the FTAM documentation for the host system for details.
The command syntax to be used for setting up addresses and carrying out file transfer varies
from system to system and is described in the relevant FTAM documentation.
In order to minimize administration overhead, it is recommended that the OpenMS account
name and password should be the same as the system account name and password.
FTAM uses the system account name and password for login rather than the OpenMS account
name and password.
Under FTAM, the login procedure is carried out implicitly when a file is copied. No explicit
login is required. The system administrator of the host system may have to provide the
addressing information in separate steps before files are transferred. Again, this varies from
system to system.
FTAM supports the following document types:
— FTAM-1 for unstructured text files
— FTAM-2 for sequential text files
— FTAM-3 for unstructured binary files.
The Batch User Agent only uses the FTAM-2 and FTAM-3 types as shown in the table below.
Refer to "Appendix F: File formats" on page 122 for further details of the variable and
undefined file formats.

BUA logical directory Filenames Format required @ FTAM document

by OpenMS type

BUA _LOGIN _DIR * bua variable FTAM-2

BUA _LOGIN _DIR * ets undefined FTAM-3

BUA_LOGIN_DIR * txt undefined FTAM-3

BUA_LOGIN_DIR *txt_att undefined FTAM-3

BUA _LOGIN _DIR * bin_att undefined FTAM-3

BUA RESULT DIR *res variable FTAM-2

BUA_RTS DIR * 1ts undefined FTAM-3

BUA_TXT DIR * <ddd> undefined FTAM-3

BUA TXT ATT DIR *.<ddd> undefined FTAM-3

BUA _FOR ATT DIR *.<ddd> variable FTAM-2

BUA BIN_ATT DIR  *.<ddd> undefined FTAM-3

Table 3: BUA logical directories, file formats and FTAM document types
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453 FTP access

The File Transfer Protocol (FTP) available for many operating systems may be used to transfer
files to and from the OpenMS access host. ASCII and binary modes are supported as shown in
the following table. Refer to "Appendix F: File formats" on page 122 for further details of the
variable and undefined file formats.

BUA logical directory Filenames Format required  Transfer mode

by OpenMS

BUA LOGIN_DIR * bua variable ASCII

BUA _LOGIN _DIR * ets undefined Binary

BUA LOGIN DIR * txt undefined Binary

BUA_LOGIN_DIR *txt_att undefined Binary

BUA _L